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May 24, 2021
Dear Pennsylvania Regulated Public Utility:

On May 7, 2021, the Colonial Pipeline Company became a victim of a ransomware attack.  The ransomware attack impacted the company’s Information Technology (IT) Systems, and there was the risk that It could spread to their Operations technology (OT) systems.  To protect the OT systems, the company had to shut down one of the United States (U.S.) largest pipelines which transports more than 100 million gallons of petroleum fuel daily from Houston to New York.  The shutdown caused widespread fuel shortages in several eastern states and it ended up costing the company millions of dollars to recover their IT systems.  This attack also impacted the U.S. economy; and cost government agencies (federal, state, and local governments), and the taxpayers untold millions of dollars for public safety, business continuity, and recovery services. 

Over the last several years, ransomware has become the number one threat to both public and private sector organizations and has grown in both scale and sophistication. Newer variants are advanced enough to specifically target online backups when they infect a network, and available decryption tools for these variants are extremely limited. The roles of cyber threat actors in these incidents have also expanded. Ransomware as a Service (RaaS) is a popular option for many threat actors.  RaaS is a business model where ransomware developers sell or rent access to their ransomware in exchange for making a percentage of the profit from each threat actor that uses their ransomware to attack businesses, government agencies, or individuals. 
To mitigate the ransomware threat, the Cybersecurity and Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation (FBI) have released the following advisory and ransomware guide:  
· CISA Alert AA21-131A: DarkSide Ransomware: Best Practices for Preventing Business Disruption from Ransomware Attacks – This advisory urges Critical Infrastructure (CI) owners and operators to adopt a heightened state of awareness and implement the recommendations listed in the mitigations section of the advisory. These mitigations will help CI owners and operators improve their entity's functional resilience by reducing their vulnerability to ransomware and the risk of severe business degradation if impacted by ransomware.  You can download this advisory at: 

https://us-cert.cisa.gov/ncas/alerts/aa21-131a 
· Ransomware Guide – The guide was developed by CISA and the Multi-State Information Sharing and Analysis Center (MS-ISAC) and it is a one-stop resource with best practices and ways to prevent, protect and/or respond to a ransomware attack. CISA and MS-ISAC are distributing this guide to inform and enhance network defense and reduce exposure to a ransomware attack. You can download this guide at: 

https://www.cisa.gov/ransomware 
In addition to these ransomware mitigation measures; the PUC strongly recommends that regulated utilities conduct physical and cybersecurity risk assessments on their critical infrastructure.  This can be accomplished by an internal risk assessment team that would use SCADA and cybersecurity standards from the National Institute of Standards and Technology (NIST) or using a third- party risk assessment consultant.  You also can request that CISA conduct a free risk assessment of your facilities and IT/OT infrastructure.  For more information about this assessment, please reference the following URL:  
https://www.cisa.gov/cyber-resource-hub.  

Another way to support your company’s and your industry’s cybersecurity defenses is to ensure that your company timely reports incidents through the appropriate channels. Utilities and others can report attempted or successful intrusions through the CISA’s website at: 
https://www.cisa.gov/ 

If your company has been the victim of a cybercrime, notify the appropriate regional FBI office.  The FBI has two field offices in Pennsylvania, one in Pittsburgh and the other in Philadelphia. The FBI may be able to assist critical infrastructure owner/operators when there is a cyberattack or suspected cyber incident. The FBI regional offices are located in Pittsburgh and Philadelphia.  The Pittsburgh Office number is 412-432-4000 and the Philadelphia Office number is 215‑418‑4000.

Pennsylvania utilities can also report incidents to the Pennsylvania Criminal Intelligence Center (PaCIC).  PaCIC is the primary All-Hazards Fusion Center for the Commonwealth of Pennsylvania. PaCIC coordinates the intake, processing and dissemination of intelligence and analysis concerning all threats and hazards to the commonwealth. You can contact PaCIC at: 

· 1-888-292-1919

· Email: tips@pa.gov
Cyber incidents that fall under the provisions identified under the Commission’s cyber incident reporting regulations (52 Pa. Code §§ 65.2, 57.11, and 59.11 as well as Ch. 101) need to be reported to the PUC’s Lead Emergency Agency Representative (AREP).  The PUC’s AREP can be reached at 717-941-0003.  

Please let me know if you have any questions regarding this notification.  I can be reached at 717- 425-5327 or via email at  miholko@pa.gov.

Sincerely,

Michael Holko, Director, Office of Cybersecurity Compliance and Oversight

Pennsylvania Public Utility Commission 

400 North Street, 3rd Floor North 

Commonwealth Keystone Building, Harrisburg, PA 17120
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