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TENTATIVE ORDER

BY THE COMMISSION:


On March 14, 2005, the Pennsylvania Electronic Data Exchange Working Group (EDEWG) filed a Revised Plan Version 2.5 of the Electronic Data Exchange Standards for Electric Deregulation in the Commonwealth of Pennsylvania (Revised Plan).  The single editorial change to the Revised Plan is a reference to an EDEWG Report on 2003/2004 Internet Electronic Transport (ET) and Electronic Delivery Mechanisms (EDM), referred throughout this Order as the EDEWG Report.  It is important that electric market participants become familiar with this Report and this Commission’s response to the Report’s recommendations relating to an approved Internet protocol.  A copy of the Report may be found on our website at www.puc.state.pa.us /electric/electric_electronic_data_exchange.aspx.
The Commission has carefully reviewed this Report and considers each recommendation herein.

Background

In response to a Commission request the EDEWG formed an Internet Electronic Data Mechanism (EDM) Sub-team in the fall of 2003 to review the current status of our approved Internet protocols and to make recommendations as necessary.  Specifically, the Commission was concerned about security and compatibility issues associated with the Internet protocols that we approved by Order entered July 13, 2000, at Docket
No. M-00960890 F0015.  In this Order we approved the use of the GISB EDM (the gas industry standard) and the EDIINT AS2 (the EDI Internet Working Group standard) or the use of any Internet protocol that would be deemed compatible with either.  At that time AS2 was being developed by the EDI Internet Working Group, and the Commission had every reason to believe that AS2 would be compatible with GISB EDM.  Since then, GISB reorganized and became the North American Energy Standards Board (NAESB), and cooperative development of AS2 with the EDIINT became doubtful.  It is useful to note that all Pennsylvania Electric Choice industry participants have implemented GISB EDM v1.4.
EDEWG Report and Discussion

In the Report EDEWG outlines pertinent developments in the retail electric industry respecting the security and compatibility issues of the Commission-approved Internet protocols.  The group recommends policy changes, following these conclusions:

· The PA marketplace Internet electronic transport implementation using GISB EDM v1.4 is a stable solution that has had no security breaches or major problems since implementation in 2000.
· The NAESB standards are going through significant revisions in the next two years.  It is prudent to wait until these changes are completed prior to changing state standards.  
[The Commission notes that while the revision process for NAESB standards and best practices is on-going in general, the Internet standard on which GISB EDM is based has recently been upgraded to Version 1.7.  At this time a NAESB Internet Electronic Transport (ET) standard for all energy industry sectors is expected to be available sometime in 2005.]
Recommendation No. 1

EDEWG recommends that the PA marketplace remain at its current version of GISB EDM v1.4 Internet ET through at least December 2005.
The Commission agrees that the need to convert to an updated version of GISB EDM is not immediate, and the industry may continue to use GISB EDM v1.4 through at least December 30, 2005.  However, we are not convinced that security and compatibility issues will be resolved without timely action.  As previously noted, we anticipate that a NAESB Internet ET standard applicable to all energy sectors should become available in 2005.  We believe that adoption of this national Internet standard, along with subsequent upgrades as necessary, will sufficiently satisfy our need for a secure transport protocol that would enhance the competitive retail electric market in the Commonwealth.  Nevertheless, we recognize that a structured organized process needs to be developed for the industry to smoothly transition from GISB EDM v1.4 to the NAESB Internet ET standard.  Therefore, EDEWG is directed to reconvene its Internet EDM Sub-team no later than January 2006 to develop an appropriate Internet protocol transition process for the purpose of implementing the NAESB Internet ET standard in Pennsylvania by January 1, 2007.
Recommendation No. 2

EDEWG recommends the annual review of the Internet ET policy.  The next review should take place in May 2005 in case changes are desired in 2006.  This review should include a cost/benefit study.

For reasons stated previously, the Commission anticipates that major changes to the Internet ET policy will be necessary in 2006.  Therefore, EDEWG is granted the discretion to determine a date earlier than January 2006 to begin its review of the NAESB Internet ET standard for the purpose of developing a process for its implementation before January 1, 2007.  We also agree that a cost/benefit study should be included in EDEWG’s review and considered an essential element in the development of an Internet standard transition plan.  EDEWG should file both the review and transition plan as separate documents with the Commission no later than June 30, 2006.  The transition plan will include a testing and implementation schedule and will be accompanied by a revised Internet EDI Plan as may be required by the Internet protocol conversion and/or upgrade.
Recommendation No. 3

EDEWG recommends all market participants review the theoretical security holes identified by SANDIA in GISB EDM v1.4 and take appropriate measures to mitigate these risks.

The Commission agrees and directs all EDCs and licensed EGSs to comply with Recommendation No. 3 and to file a letter report no later than June 30, 2005, addressing the company’s status related to compliance with this recommendation. 
Recommendation No. 4

EDEWG submits a revised PA Internet EDI Plan as discussed on page 10 of this document [i.e., the EDEWG Report].
We agree with this recommendation, and EDEWG is directed to submit to the Commission both a paper and electronic copy of this revised document no later than June 30, 2005.

Recommendation No. 5

EDEWG recommends the PUC close the PUC Policy Gap as identified on page 9 of this document [i.e., the EDEWG Report].
Pages 9-10 of the Report address AS2 compatibility with the NAESB Internet standard.  EDEWG reports that current PUC policy allows AS2, but because of recent developments within standard-setting entities, a party could enter the market with AS2, but not be able to communicate with other parties that have implemented GISB EDM v1.4.  Because both AS2 and GISB EDM are Commission-approved protocols, the EDEWG recommends changing PUC policy to include two ideas:  (a) “That GISB EDM v1.4, as modified by EDEWG, and EDIINT AS2 standards shall be deployed for Electric Choice;” and (b) “If parties cannot agree on either of the two acceptable electronic transport standards (AS2 or GISB), then GISB EDM v1.4 shall be used, with each party being responsible for implementing GISB EDM v1.4.”
We are concerned about future markets and issues of fairness and equity that Recommendation No. 5 could impose on Electric Generation Suppliers.  The Pennsylvania retail electric trading partners are reminded that by approving the use of GISB EDM and AS2, the Commission never intended to restrict such approval to the use of a single protocol nor a single version of either protocol.  On the contrary, we approved both standards AND others that would prove to be compatible as information technology advanced and the retail electric market progressed.   Specifically, the Commission addressed the issue of compatibility in our Order entered July 13, 2000, at Docket No. 
M-0096089 F0015:

It is worth restating at this point that the Internet EDI Subgroup focused on the GISB EDM standard for developing the Internet EDI Plan.  The EDIINT AS1 standard may not be compatible with GISB EDM or EDIINT AS2 and as such is not a viable protocol.  The acceptable Internet protocols are now GISB EDM and EDIINT AS2, which are compatible standards that shall be used by EGSs and EDCs for the exchange of EDI transactions for Electric Choice. 

This Order eliminated EDIINT AS1 as an approved Internet protocol with the new knowledge that it would not be compatible with GISB EDM or EDIINT AS2.  Additionally, at no time did the Commission specify that it would only be GISB EDM v1.4 that was approved; Version 1.4 was simply the latest technology that was available to the retail electric industry at that time for implementing Electric Choice, and as such, was named in the EDI Plan Version 1.2 (July 2001)--a separate document developed for testing approved Internet protocols.  We now find that the Internet EDIINT AS2 standard may not be compatible with GISB EDM v1.4.  And furthermore, the GISB EDM v1.4 may no longer be compatible with the national industry Internet standard nor is it as secure a standard as the national industry Internet standard.   
Accordingly, the Commission rejects Recommendation No. 5 in part and accepts it in part on a tentative basis.  GISB EDM v1.4, as modified by EDEWG, shall be deployed for Electric Choice with an expiration date of December 31, 2006.  Commencing January 1, 2007, the NAESB Internet ET standard, without deference to any specific version of the NAESB Internet ET standard, becomes the Commission-approved Internet protocol.  Compatibility with the NAESB Internet ET standard or upgrades will be the deciding factor as to whether an Internet standard is a Commission-approved Internet protocol.  All other Commission policies and directives relating to the technical aspects of the use of an approved Internet protocol, including but not limited to testing and certification and use of Trading Partner Agreements, are maintained. 
We wish to point to the fact that the security and compatibility issues addressed in the EDEWG Report have since become time-sensitive requiring immediate attention by market participants.  This is particularly the case for the ongoing protection of customer data.  Additionally, due to the fact that stakeholders via the EDEWG have reviewed and discussed these issues for nearly one year, we establish a 20-day comment period for this matter.  Should we not receive adverse comments during this period, this Tentative Order shall become final without further action by the Commission.
THEREFORE, 


IT IS ORDERED:  

(1) That effective as of the entered date of the Final Order on this matter, GISB EDM v1.4, as modified by EDEWG, shall be tentatively deployed as the Commission-approved default Internet standard for Electric Choice with an expiration date of December 31, 2006, or earlier if the migration to the NAESB Internet ET standard occurs before this date.

(2) That effective January 1, 2007, the NAESB Internet ET standard, including any upgrades to the NAESB Internet ET standard or any other Internet protocol demonstrated to be compatible with the NAESB Internet ET standard, is approved by this Commission for Electronic Data Interchange (EDI) of customer information for Electric Choice.

(3) That effective January 1, 2007, Ordering Paragraph No. 5 of the Commission’s Order entered July 13, 2000, at Docket                       No. M-00960890 F0015, relating specifically to the approved status of GISB EDM and EDIINT AS2, or any other Internet protocol demonstrated to be compatible with either, is hereby rescinded.  All other Commission policies and directives under this Docket No. relating to the technical aspects of the use of an approved Internet protocol, including but not limited to testing and certification and use of Trading Partner Agreements, are maintained.
(4) That all EGSs actively engaged in business in this Commonwealth that have been EDI certified by its Trading Partners, shall migrate to the  NAESB Internet ET standard, or any upgraded version of the NAESB Internet ET standard or any other Internet protocol demonstrated to be compatible with the NAESB Internet ET standard, by January 1, 2007, and shall be tested and certified in accordance with all Commission Orders, Secretarial Letters and policies.

(5) That effective January 1, 2007, new entrants to the electricity market in the Commonwealth shall be EDI tested and certified via the use of the NAESB Internet ET standard, or any upgraded version of the NAESB Internet ET standard or any other Internet protocol demonstrated to be compatible with the NAESB Internet ET standard.

(6) That EDEWG shall reconvene its Internet EDM Sub-team no later than January 2006 to develop an appropriate Internet protocol transition process for the purpose of migrating from the use of the GISB EDM Internet standard to the NAESB Internet ET standard by January 1, 2007, or an earlier date as applicable.  The Internet protocol transition process shall include:

a. A review of the NAESB Internet ET standard;
b. A cost/benefit study for migration to the NAESB Internet ET standard;
c. An Internet standard transition plan that includes schedules for testing and implementation; and
d. A Revised Internet EDI Plan, as necessary.
(7) That EDEWG shall finalize all documents prepared by the EDM Sub-team as outlined in Ordering Paragraph No. 6 of this Order, and file these documents with the Commission no later than June 30, 2006.

(8) That all EDCs and current licensed EGSs, shall comply with Recommendation No. 3 of the EDEWG 2003/2004 Internet ET/EDM Report and shall file a letter report with the Commission’s Secretary no later than June 30, 2005.  The report shall address the company’s status related to compliance with this recommendation.
(9) That all EGSs that become licensed in the Pennsylvania Electric Choice market as of the entered date of this Order shall comply with Recommendation No. 3 of the EDEWG 2003/2004 Internet ET/EDM Report, prior to EDI testing and certification with their trading partners.  This requirement expires January 1, 2007, or earlier if the migration to the NAESB Internet ET standard should occur prior to January 1, 2007.
(10) That EDEWG shall file no later than June 30, 2005, a paper and electronic copy of a revised PA Internet EDI Plan as discussed on Page 10 of the EDEWG 2003/2004 Internet ET/EDM Report.

(11) That EDEWG shall file by June 30, 2005, a revised EDEWG 2003/2004 Internet ET/EDM Report to include this Order or reference to this Order as the formal Commission response and directive related to the recommendations provided in the EDEWG Report.

(12) That a copy of this Order shall be served upon all jurisdictional electric distribution companies, all licensed electric generation suppliers, the Office of Consumer Advocate, the Office of Small Business Advocate, and the Office of Trial Staff.

(13) That comments to this Tentative Order shall be due twenty days after the entered date of this Tentative Order.  That absent adverse comments, this Tentative Order shall become final without further action of the Commission.







BY THE COMMISSION,








James J. McNulty









Secretary

(SEAL)

ORDER ADOPTED:  May 19, 2005

ORDER ENTERED:  May 19, 2005
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