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OPINION AND ORDER 

Before the Commission for consideration and disposition are the Exceptions (Exceptions) of the American Civil Liberties Union of Pennsylvania, et al. (collectively, the ACLU) filed on September 7, 2006, to the Initial Decision (I.D.) of Administrative Law Judge (ALJ) Charles E. Rainey, Jr., which was issued on August 18, 2006, in the above-captioned proceedings.  Replies to Exceptions were filed by AT&T Communications of Pennsylvania, LLC (AT&T) on September 18, 2006.  Also on September 18, 2006, Replies to Exceptions were filed by Verizon Pennsylvania Inc. and Verizon North Inc. (collectively Verizon). 

Background

These proceedings involve multiple Formal Complaints (Complaints) alleging that certain named telephone utilities disclosed customer calling records to the National Security Agency (NSA), as part of an alleged domestic surveillance program.
  Five of these Complaints were filed by the ACLU and four were filed by District 13 of the Communications Workers of America and its Assistant to the Vice President, Terrance T. Tipping (collectively, CWA).  
The Complaints were consolidated by the ALJ in his Initial Decision pursuant to 52 Pa. Code §5.81.  I.D. at 5.  ALJ Rainey’s Initial Decision granted Preliminary Objections filed by AT&T and Verizon, and dismissed all the Complaints on the grounds that the Commission lacks jurisdiction.  I.D. at 18.  The ALJ held, however, that the Complainants could re-file their Complaints if they obtain a federal court order meeting certain requirements.
   

A brief discussion of the history of each Complaint is presented below.

A.  
The CWA’s Complaints 
On May 24, 2006, the CWA filed Complaints against AT&T and Verizon Communications.  The CWA subsequently amended its Complaint against Verizon Communications to state that its Complaint was filed against Verizon Pennsylvania Inc., Verizon North Inc. and Verizon Select Services Inc. (collectively the Verizon Entities).  Amendment A to CWA’s Complaint.  The CWA’s Complaints allege that the Respondents engaged in “unreasonable utility practices” if they are participating in the NSA’s “data mining” program.  The CWA requested that this Commission investigate whether the Respondents are cooperating with the NSA “data mining” program.  Id.  
The CWA did not file Exceptions to the ALJ’s Initial Decision and no Commissioner requested review of these decisions.  

B.
The ACLU’s Complaints

The ACLU et al. 
 filed one Complaint on May 24, 2006.  That Complaint was filed against AT&T; Verizon; CTSI, LLC; and ARC Networks Inc. 
d/b/a InfoHighway Communications (InfoHighway).
  The Secretary’s Bureau divided the ACLU’s Complaint into separate complaints against each of the named Respondents and assigned each Complaint a separate docket number.  I.D. at 3. 

The ACLU’s Complaint alleged that the Respondents violated certain provisions of the Public Utility Code (Code) and our Regulations by disclosing customer calling information to the NSA without a warrant, court order or other authorization.  ACLU Complaint at 2.  The ACLU Complaint was based largely upon newspaper articles about a database of telephone calling information assembled by the NSA.  ACLU Complaint at 8-9.  The ACLU asked this Commission to order the Respondents to (a) account for releases of customer information to the NSA that were not compelled by court order, warrant, or other authorization; and (b) cease and desist from releasing customer calling information to the NSA without court order, warrant, or other authorization.  Id. at 14.

1.
Complaint against CTSI, LLC (Docket No. C-20066401)
On June 20, 2006, CTSI, LLC filed an Answer, New Matter Directed to the Complainants, and New Matter Directed to the Co-Respondents (CTSI’s Answer).  CTSI “specifically denied that CTSI provided any information regarding its customers or their calling patterns to the NSA.”  CTSI’s Answer at 2. CTSI further stated that it has never been contacted by the NSA.  Id.  On July 11, 2006, the ACLU filed its Answer to CTSI’s New Matter.  

As stated previously, the ALJ issued his Initial Decision dismissing the Complaints on August 18, 2006 and the ACLU filed Exceptions on September 7, 2006.  Exc. at 3.  On September 22, 2006, the ACLU filed correspondence withdrawing its Complaint against CTSI.  The ACLU represented to this Commission that CTSI had no objection to the withdrawal of this Complaint.  No parties filed objections.  As a result, the Secretary’s Bureau closed the Complaint at Docket No. C-20066401 on December 14, 2006.

2.
Complaint against InfoHighway (Docket No. C-20066404)
On June 21, 2006, InfoHighway filed correspondence in response to the Complaint at Docket No. C-20066404.  This correspondence stated:

We have never been contacted by the NSA and asked to provide customer calling information or private calling records for any customer.  We have never provided any information to any governmental agency with respect to any of the account numbers listed in Exhibit B to the Complaint.  We never have provided any information to any governmental authority without being compelled to do so by a valid subpoena or court order.
As stated previously, the ALJ issued his Initial Decision dismissing the Complaints on August 18, 2006 and the ACLU filed Exceptions on September 7, 2006.  Those Exceptions state:

At this juncture, the ACLU Complainants do not seek information from ARC Networks, Inc. d/b/a InfoHighway.  InfoHighway provided a letter stating that it had not provided any calling information to any governmental authority without being compelled to do so.

Exc. at 3, n. 1.  However, the ACLU did not formally withdraw its Complaint at Docket No. C‑20066404. 

3.
Complaints against Verizon and AT&T (Docket Nos.      C-20066397, C-20066398 and C-20066399)
On June 20, 2006, Verizon filed a “Response” to the Complaint, together with Preliminary Objections.  The “Response” was filed to comply with this Commission’s Regulations at 52 Pa. Code §§ 5.61(a) and 5.101(d), which require that an Answer to a Complaint be filed simultaneously with Preliminary Objections.  Similarly, on June 22, 2006, AT&T filed an Answer as well as Preliminary Objections in the nature of a Motion to Dismiss.  

As stated previously, the ALJ issued his Initial Decision dismissing the Complaints on August 18, 2006 and the ACLU filed Exceptions on September 7, 2006.  AT&T and Verizon filed Replies to Exceptions on September 18, 2006.  
Discussion
Before addressing the Exceptions, we note that any issue or Exception that we do not specifically delineate shall be deemed to have been duly considered and denied without further discussion.  The Commission is not required to consider expressly or at length each contention or argument raised by the parties.  Consolidated Rail Corporation v. Pennsylvania Public Utility Commission, 625 A.2d 741 (Pa. Cmwlth. 1993).
Our Regulations at 52 Pa. Code § 5.101 permit a Party to file preliminary objections.  In ruling on Preliminary Objections, it is well-established that our procedure is similar to the procedure utilized in Pennsylvania civil practice.  Equitable Small Transportation Intervenors v. Equitable Gas Company, Docket No. C-00935435, 1994 Pa. PUC LEXIS 69 (July 18, 1994). The preliminary objection may be granted only if the moving party prevails as a matter of law.  Rok v. Flaherty, 527 A.2d 211 (Pa. Cmwlth.1987), appeal denied, 517 Pa. 628, 538 A.2d 880 (1988).  Any doubt must be resolved in favor of the non-moving party by denying the preliminary objections.  Dept. of Auditor General v. State Employees’ Retirement System, 836 A.2d 1053 (Pa. Cmwlth. 2003).
Positions of the Parties 

The ACLU’s Complaint alleges that the Respondents violated 66 Pa. C.S. § 3019(d), which provides:

(d) Privacy of customer information.--

(1) Except as otherwise provided in this subsection, a telecommunications carrier may not disclose to any person information relating to any customer's patterns of use, equipment and network information and any accumulated records about customers with the exception of name, address and telephone number.

(2) A telecommunications carrier may disclose such information:


(i) Pursuant to a court order or where otherwise required by Federal or State law.


(ii) To the carrier's affiliates, agents, contractors or vendors and other telecommunications carriers or interexchange telecommunications carriers as permitted by Federal or State law.


(iii) Where the information consists of aggregate data which does not identify individual customers.
The ACLU also claims that the Respondents violated 52 Pa. Code § 63.135, the relevant portions of which are set forth at length below:

This section describes procedures for determining employe access to customer information and the purposes for which this information may be used by employes responding to requests for customer information from persons outside the telephone company and the recording of use and disclosure of customer information.
* 
* 
*

(2)  Requests from the public. Customer information that is not subject to public availability may not be disclosed to persons outside the telephone company or to subsidiaries or affiliates of the telephone company, except in limited instances which are a necessary incident to: 


(i)
The provision of service. 


(ii)
The protection of the legal rights or property of the telephone company where the action is taken in the normal course of an employe’s activities. 


(iii)
The protection of the telephone company, an interconnecting carrier, a customer or a user of service from fraudulent, unlawful or abusive use of service. 


(iv)
A disclosure that is required by a valid subpoena, search warrant, court order or other lawful process. 


(v)
A disclosure that is requested or consented to by the customer or the customer’s attorney, agent, employe or other authorized representative. 


(vi)
A disclosure request that is required or permitted by law, including the regulations, decisions or orders of a regulatory agency. 

(vii)
A disclosure to governmental entities if the customer has consented to the disclosure, the disclosure is required by a subpoena, warrant or court order or disclosure is made as part of telephone company service. 
AT&T and Verizon filed preliminary objections arguing that issues of national security are implicated by the Complaints and note that the Federal Communications Commission (FCC) declined to investigate similar complaints because to do so would require the production and evaluation of highly classified information. The FCC concluded that it does not have the power to compel the production of such documents. AT&T P.O. at 2-3; Verizon P.O. at 2. Additionally, Verizon argued that it:

[I]s precluded by federal law from providing information about its cooperation, if any, with this national security matter. Verizon . . . cannot confirm or deny cooperation in such a program or the receipt of any government authorizations or certifications or any other information requested by complainants.

Id. at 8-9. Respondents further state that they were contacted by the U.S. Department of Justice which advised that disclosing their participation (or lack thereof) in any NSA initiated surveillance program would be a violation of federal law. AT&T P.O. at 8; Verizon P.O. at 2-3.
The ACLU responded to the Preliminary Objections by arguing that its claims fall squarely within this Commission’s jurisdiction.  It argues that its claims arise under Pennsylvania law, which protects the privacy of customer information.  66 Pa. C.S. § 3019(d) and 52 Pa. Code § 63.135(2).  The Commission has authority to adjudicate complaints alleging a violation of these provisions.  66 Pa. C.S. § 501.  The ACLU further argues that federal law does not preempt applicable Pennsylvania law.  ACLU’s Res. to AT&T’s P.O. at 4, 11.  According to the ACLU, its claims focus on the activities of the Respondents rather than the activities of the NSA, ACLU’s Res. to Verizon’s P.O. at 12, and its “request can be tailored to avoid running afoul of the broad national security issues raised” by Respondents.  ACLU’s Res. to Verizon’s P.O. at 4. 
The ACLU questions the veracity of the Respondents’ assertion that they can neither confirm nor deny their participation in the alleged “data mining” program, considering that published reports indicate that Qwest and BellSouth denied participating in the program and were not prosecuted for doing so. ACLU’s Res. to Verizon’s P.O. at 5; ACLU’s Res. to AT&T’s P.O. at 7.  It claims the NSA’s domestic surveillance program has been widely publicized. ACLU’s Res. to AT&T’s P.O. at 10.  The ACLU further argues that the United States Government is the proper party to assert the national security arguments that the Respondents seek to raise, but the United States Government has not intervened in this case.  ACLU’s Res. to Verizon’s P.O. at 1-2, 7; ACLU’s Res. to AT&T’s P.O. at 9.  Additionally, the ACLU argues that this case presents no risk that the Commission would be called upon to make any order that would conflict with federal law.  ACLU’s Res. to Verizon’s P.O. at 13; ACLU’s Res. to AT&T’s P.O. at 13.  According to the ACLU, if this Commission agrees with the Respondents’ arguments, this case should not be dismissed, but rather should be suspended pending a determination by the courts of the government’s assertion of secrecy.  ACLU’s Res. to Verizon’s P.O. at 2; ACLU’s Res. to AT&T’s P.O. at 2.
ALJ’s Recommendations 

In granting the Preliminary Objections, the ALJ held that the statutory authority bestowed upon the Commission is not a grant of exclusive jurisdiction over all matters involving regulated public utilities. Virgilli v. Southwestern Pennsylvania Water Authority, 427 A.2d 1251 (Pa. Cmwlth. 1981). The ALJ stated:
[A]lthough the complaints are narrowly drawn to test Pennsylvania regulatory authority, the questions involved in this matter are in fact larger in scope than just whether the telecommunications carriers . . .  violated the Public Utility Code and Commission Regulations. Matters of national security are implicated in this proceeding. There is no indication in the Public Utility Code or the Commission’s regulations governing the protection of customer information, that the . . . Legislature intended that the

Commission would decide matters of national security.

I.D. at 14-15. The ALJ continued that the threshold matter in this case is “whether the Commission has the authority to determine whether or not the respondents’ refusal to comment on whether they are providing customer calling information to the NSA is a matter of national security.” Id. at 15.  In granting the preliminary objections and dismissing the Complaints, the ALJ held that the Commission is not authorized to make this determination since to do so would require an interpretation of federal law governing national security. The ALJ dismissed the complaints without prejudice to the Complainants’ right to refile once a federal court has determined: (1) that the issues raised do not implicate national security; (2) that the Respondents may be compelled to disclose the extent to which they provided customer calling information to the NSA and (3) that the states may determine whether any state law was violated if customer information was provided.
Exceptions and Replies 

In its Exceptions, the ACLU avers that the Initial Decision should be reversed because its claims are based upon Pennsylvania law and therefore, are properly before the Commission and that the assertion of national security does not preclude the Commission from inquiring into whether Respondents disclosed customer information. Exc. at 3-8.
  The ACLU also states that it is not seeking information related to the NSA, but whether the Respondents provided call information to “any governmental entity without court order or warrant and whether this action complied with Pennsylvania Public Utility Law”.  Exc. at 3.  
The ACLU relies on Morrow v. Bell Tel. Co., 330 Pa. Super. 276, 479 A.2d 548 (1984), for the proposition that the Commission has exclusive jurisdiction and expertise to consider a telephone customer's claims related to illegal practices of a telephone company.  Exc. at 4.   The ACLU asserts that the federal government has not completely occupied the field of telephone consumer privacy, but has reserved a role for the states in this regard.   Exc. at 6, citing In The Matter of Implementation of the Telecommunications Act of 1996: 
Telecommunications Carriers’ Use of Customer Proprietary Network Information And Other Customer Information, 20 F.C.C.R. 9334 (2005).   


In its Reply Exceptions, AT&T argues that the ACLU is attempting to reframe its Complaint and that the only violations alleged in the Complaint relate to the alleged disclosure of information to the NSA.  According to Verizon, 
[T]o determine whether any violation occurred, the Commission would have to inquire into, inter alia, what information was released, the circumstances of the alleged disclosure, to whom it was released, and the content of any authorizations or certifications Verizon may have received. . . .  [A]ll such information is highly classified and barred from disclosure under federal law.
Verizon’s Reply Exc. at 6.

Both AT&T and Verizon cite three federal court decisions dismissing claims similar to those raised by the ACLU here.  Terkel v. AT&T, 441 F.Supp.2d 899 (N.D. Ill. 2006); Hepting v. AT&T, 439 F.Supp.2d 974 (N.D. Cal. 2006) and ACLU v. National Security Agency, 493 F.3d 644 (6th Cir. 2007), cert. denied, 128 S.Ct. 1334, 170 L. Ed.2d 59 (February 19, 2008).  Similarly, both AT&T and Verizon cite a “growing body of state and federal telecommunications regulators” that have declined similar requests by the ACLU to investigate the matters that are the subject of these Complaints.  AT&T’s Reply Exc. at 5.  They note that the Federal Communications Commission, the Colorado Public Utility Commission, the Iowa Utilities Board, the New York Public Service Commission, the Virginia State Corporation Commission, and the Delaware Public Service Commission have all refused to investigate telephone companies’ alleged participation in the NSA’s domestic surveillance program.  See, Verizon’s Reply Exc. at 8-9; AT&T’s Reply Exc. at 5, n. 5.  According to the Respondents, the instant claims should also be dismissed.  AT&T’s Reply Exc. at 10.  

Disposition 

On consideration of the Exceptions and Replies, we shall deny the Exceptions and adopt the Initial Decision of ALJ Rainey.  In reviewing the Exceptions, we are mindful that the Commission may only exercise the authority granted to it by the Legislature. The General Assembly has granted the Commission the authority to regulate the rates and services of public utilities providing service in the Commonwealth. See 66 Pa. C.S. §§ 101-3316; City of Philadelphia v. Philadelphia Electric Company, 504 Pa. 312, 473 A.2d 997 (1984). There is no statute or regulation applicable to this Commission that confers the authority to investigate issues that implicate national security. The arguments raised on exception do not provide a legally sustainable basis upon which the Commission could determine matters of national security and thus do not support reversal of the Initial Decision.  
The ALJ disposes of the issues raised by the Parties in a well-reasoned manner. We concur with the ALJ that there is no statutory or regulatory language that would enable the Commission to make the preliminary determination required to evaluate the allegations raised in the Complaints, namely, whether the Respondents’ refusal to comment on whether they are providing call information to the NSA implicates national security.  Accordingly, we shall deny the Exceptions and adopt the Initial Decision.  The dismissal of the Complaints is without prejudice to the Complainants’ right to refile their complaints following a federal court ruling that the disclosure of the information sought by Complainants does not involve questions of national security.

Conclusion
Based on the foregoing, we shall deny the Exceptions and adopt the ALJ’s Initial Decision consistent with this Opinion and Order; THEREFORE, 

IT IS ORDERED:

1.
That the Exceptions of the American Civil Liberties Union of Pennsylvania, et al. are denied, consistent with this Opinion and Order.
2.
That the Initial Decision of Administrative Law Judge Charles E. Rainey, Jr., is adopted, consistent with this Opinion and Order.
3.
That the Preliminary Objections of AT&T Communications of Pennsylvania, LLC are granted, consistent with this Opinion and Order.



4.
That the Preliminary Objections of Verizon Pennsylvania Inc., Verizon North Inc. and Verizon Select Services Inc. are granted, consistent with this Opinion and Order.

5.
That the complaint of the American Civil Liberties Union of Pennsylvania, et al. against AT&T Communications of Pennsylvania, LLC at Docket No. C-20066397 is dismissed.

6.
That the complaints of the American Civil Liberties Union of Pennsylvania, et al. against Verizon Pennsylvania Inc. at Docket No. C-20066398, and Verizon North Inc. at Docket No. C-20066399, are dismissed.


7.
That the complaint of the American Civil Liberties Union of Pennsylvania, et al. against CTSI, LLC at Docket No. C-20066401 is dismissed.



8.
That the complaint of the American Civil Liberties Union of Pennsylvania, et al. against ARC Networks Inc. d/b/a InfoHighway Communications at Docket No. C-20066404 is dismissed.

9.
That the complaints of District 13 of the Communications Workers of America and its Assistant to the Vice President, Terrance T. Tipping, against Verizon Pennsylvania Inc. at Docket No. C-20066410, against Verizon 
North Inc. at Docket No. C-20066411, and against Verizon Select Services Inc. at Docket No. C-20066412, are dismissed.



10.
That the complaint of District 13 of the Communications Workers of America and its Assistant to the Vice President, Terrance T. Tipping, against AT&T Communications of Pennsylvania, LLC at Docket No. C-20066413 is dismissed.



11.
That the complaints of the American Civil Liberties Union of Pennsylvania, et al. and District 13 of the Communications Workers of America and its Assistant to the Vice President, Terrance T. Tipping, are dismissed without prejudice to their right to file new complaints if they should obtain a federal court decision that is binding on the Commission, which holds: (1) that such a proceeding is not a matter of national security; (2) that a respondent telecommunications carrier may be compelled to disclose the nature and extent of any customer calling information it has provided and/or is providing to the National Security Agency or other government law enforcement agency; and (3) that the Commission may decide whether Pennsylvania public utility law was violated if any customer calling information was provided without a search warrant or court order.


12.
That these cases be marked closed.





BY THE COMMISSION






James J. McNulty






Secretary

(SEAL)

ORDER ADOPTED:  June 5, 2008
ORDER ENTERED:  July 9, 2008
�   	For a discussion of the NSA’s alleged domestic surveillance programs, see, ACLU v. National Security Agency/Central Security Service, 438 F. Supp.2d 754 (2006), vacated and remanded, ACLU v. National Security Agency, 493 F.3d 644 (2007), cert. denied, 2008 U.S. LEXIS 1226 (U.S., Feb. 19, 2008) (describing two distinct NSA programs involving the alleged cooperation of telecommunications carriers:  one involves the interception of telephone calls and e-mail communications, and the other involves the collection of telephone records and the “mining” of that data).  The instant case only involves the “data mining” program. 


� 	Specifically, the ALJ stated that the Complainants could file new Complaints if they obtain a federal court decision, binding on the Commission, holding: (1) that this proceeding is not a matter of national security; (2) that the Respondents can be compelled to disclose the nature and extent of any customer calling information they have provided and/or are providing to the NSA or other law enforcement agencies; and (3) that the Commission may decide whether Pennsylvania public utility law was violated if customer calling information was provided without a search warrant or court order.  I.D. at 20, ¶ 10.


	� 	The other Complainants listed on the ACLU’s Complaint are the Pennsylvania Coalition Against Domestic Violence; HAVIN, Inc.; William Way Community Center; AIDS Community Alliance of South Central PA; Common Roads; Alyce Bowers; Katherine Franco; Lynne French; Louis M. Gehosky; David M. Jacobson; Rev. Robin Jarrell; Stephanie Parke; Marie Poulsen; Gregory Stewart; Barbara Sutherland; Francis Walsh; Michael Wolf; and John Wolff.  


	� 	In addition, the ACLU filed Complaints against The United Telephone Company of Pennsylvania d/b/a Embarq (Docket No. C-20066400), Denver and Ephrata Telephone & Telegraph Company (Docket No. C-20066402), and Buffalo Valley Telephone Company (Docket No. C-20066403).  These Complaints were subsequently withdrawn.  I.D. at 2, n. 1.


� 	We note that the ACLU offered an exception based on the decision of the U.S. District Court for the Eastern District of Michigan in ACLU v. National Security Agency/Central Security Service, 438 F. Supp.2d 754 (2006).  Exc. at 9.  After the ACLU submitted its Exceptions, however, the U.S. Court of Appeals for the Sixth Circuit vacated the district court’s decision and remanded the case to the district court with instructions to dismiss for lack of jurisdiction.  ACLU v. National Security Agency, 493 F.3d 644 (6th Cir. 2007), cert. denied, 128 S.Ct. 1334, 170 L. Ed.2d 59 (February 19, 2008).
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