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PROTECTIVE ORDER

BY THE COMMISSION:

Presently before this Commission for consideration are petitions for protective order filed by 30 rural incumbent local exchange carriers
 (Petitioning Carriers) regarding their respective 2007 Biennial Network Modernization Reports (NMPRs) pursuant to
52 Pa. Code § 5.243.  Specifically, the Petitioning Carriers request the issuance of a protective order restricting the disclosure of allegedly proprietary, competitively sensitive, or other confidential information submitted in their respective biennial NMPRs filed on 
or about March 30, 2007, pursuant to section 3014(f) of the Public Utility Code, 66 Pa. C.S. § 3014(f), and pursuant to the Petitioning Carriers’ respective Streamlined Regulation and Network Modernization Plans (Chapter 30 Plans) that this Commission previously approved.  

The Office of Small Business Advocate, Office of Consumer Advocate, and Office of Trial Staff were served with copies of each of the petitions for protective order and no answers or objections were filed to the petitions.

Discussion


In regard to the Commission’s handling of confidential or proprietary information, our regulations at 52 Pa. Code § 5.423(a) (Orders to limit availability of proprietary information) provide that:

(a) General rule for adversarial proceedings.  A petition for protective order to limit the disclosure of a trade secret or other confidential information on the public record shall be issued only when a party demonstrates that the potential harm to the party of providing the information would be substantial and that the harm to the party if the information is disclosed without restriction outweighs the public’s interest in free and open access to the administrative hearing process.  A protective order to protect trade secrets or other confidential information will apply the least restrictive means of limitation which will provide the necessary protections from disclosure.  In considering whether a protective order to limit the availability of proprietary information should issue, the Commission or the presiding officer should consider, along with other relevant factors, the following:

(1) The extent to which the disclosure would cause unfair economic or competitive damage.

(2) The extent to which the information is known by others and used in similar activities.

(3) The worth or value of the information to the party and to the party’s competitors.

(4) The degree of difficulty and cost of developing the information.

(5) Other statutes or regulations dealing specifically with disclosure of the information.

Although this is a non-adversarial proceeding, we shall apply the factors set forth at section 5.423(a) to determine what information in the Petitioning Carriers’ 2007 biennial NMPRs should be afforded confidentiality.  As a fundamental matter, in evaluating the petitions for protective order, the Commission must balance the potential harm to the Petitioning Carriers of disclosure of the information at issue with the public’s interest in free and open access to the administrative process.  Additionally, the Sunshine Act obligates us to conduct our business in public meetings because “secrecy in public affairs undermines the faith of the public in government.”  65 Pa. C.S. § 702. 

In general, the Petitioning Carriers claim in their petitions that information regarding location of services, service class breakdown, penetration levels by exchange, customer service levels for digital subscriber line (DSL) and broadband services, and network modernization investment dollars is marked as Highly Confidential.  Confidential treatment is not being sought for overall, company-wide broadband and DSL availability; total access line counts or, alternatively, total numbers of residential or business customers served; general information about availability for DSL service by exchange; and general information contained in the executive summary.  In regard to the non-proprietary information, we note that following meetings with Commission staff, each of the Petitioning Carriers filed revised non-proprietary versions of their 2007 biennial NMPRs providing additional data that were not contained in their original non-proprietary NMPRs.  These supplemental public filings effectively reduced the scope of the proprietary protection requests and also made all of the requests substantially uniform.

We are persuaded that the proprietary treatment requested by the Petitioning Carriers, especially regarding DSL and broadband-related data on an exchange-by-exchange basis, represents a reasonable request for protecting competitively-sensitive information that would be of substantial value to the competitors of the Petitioning Carriers.  We agree that release of such information would substantially harm the Petitioning Carriers by revealing marketing and business strategy.  For example, information relating to DSL and broadband deployment categorized by exchange area and specific investment levels is not information publicly offered in other reports, and this information is more sensitive in nature because a competitor would want to know what areas are the best for “cherry-picking” customers.  The Petitioning Carriers, on the other hand, have provided in their public filings total deployment figures and/or percentages, recognizing that such aggregated data is not competitively sensitive and that the public has an interest in knowing how much DSL and broadband has been deployed by each carrier to date.  Similarly, we must note that our ruling today does not restrict the Commission’s use in any subsequently-issued public report of aggregated data gleaned from these biennial NMPRs in a manner that does not disclose proprietary information of any particular Petitioning Carrier; THEREFORE, 
IT IS ORDERED:
1. This Protective Order is hereby granted with respect to the Petitioning Carriers’ respective 2007 Biennial Network Modernization Reports filed with the Commission, consistent with the scope of the proprietary protections granted by this Protective Order.  All persons now and hereafter granted access to the materials and information identified in Ordering Paragraph Nos. 2 and 3, below, shall use and disclose such information only in accordance with this Protective Order.
2. The materials subject to this Protective Order are the Petitioning Carriers’ respective 2007 Biennial Network Modernization Reports filed with the Commission, including all correspondence, documents, data, information, studies, methodologies and other materials in any form that a party or an affiliate of a party furnishes in any of these proceedings that are claimed to be of a proprietary or confidential nature, that are designated “PROPRIETARY” (hereinafter collectively referred to as “Proprietary Information”), and that are consistent with the scope of the proprietary protections granted by this Protective Order.  Proprietary Information shall include, but is not limited to, information that is either specified as confidential by its terms, or pertains to business practices that are commercially sensitive, or that is ordinarily considered and treated as proprietary or confidential by the producing party; and, all information contained therein or derived therefrom, including but not limited to all copies, excerpts or summaries thereof.
3. In addition, parties may designate, consistent with the scope of the proprietary protections granted by this Protective Order, extremely sensitive Proprietary Information as “HIGHLY CONFIDENTIAL” (hereinafter referred to as “Highly Confidential Information”) and, thus, secure the additional protections set forth in this Protective Order pertaining to such material.  Highly Confidential Information shall be only such Proprietary Information that constitutes or describes the producing party's “commercially-sensitive information” regarding broadband deployment and sales including, inter alia, investment in broadband services, technology and network architecture, including costing and pricing aspects thereof; competitive strategies and options; non-public market share data and projections relating to broadband penetration by service, class or geographic location; marketing materials or ideas that have not yet been disclosed publicly; and customer-identifying information and customer prospects, including specific deployment and sales information disaggregated by class, service, and geographic location.
4. Proprietary Information and Highly Confidential Information filed with the Commission or placed into the evidentiary record shall be made available to the Commission and its advisory staff for use in any of these proceedings.  For purposes of filing, to the extent that Proprietary Information or Highly Confidential Information is placed in the Commission's report folders, such information shall be handled in accordance with routine Commission procedures inasmuch as the report folders are not subject to public disclosure.  To the extent that Proprietary Information or Highly Confidential Information is placed in the Commission's testimony or document folders, such information shall be separately bound, conspicuously marked, and accompanied by a copy of this Protective Order. 
5. Proprietary Information and Highly Confidential Information shall be made available in any of these proceedings pursuant to the following procedures:
a. Proprietary Information.  Prior to making Proprietary Information available to any employee, officer or director of a party for purposes of participating in any of these proceedings, a party's counsel shall deliver a copy of this Protective Order to such person and shall receive the written Nondisclosure Agreement from that person in the form attached to this Protective Order and designated as “Appendix A.”  Counsel shall promptly deliver to the producing party a copy of the executed acknowledgement form.  Counsel of record to the parties are deemed to have reviewed this Order and agreed to its content and, therefore, shall not be required to sign the Nondisclosure Agreement.

b. Highly Confidential Information.  Information designated as Highly Confidential shall be provided only to counsel of record, including counsel representing the Office of Consumer Advocate, the Office of Small Business Advocate, and the Office of Trial Staff, and such other attorneys within the same law firm, government bureau, or legal department as counsel of record, who are legally advising a party and who have executed a Nondisclosure Agreement and to outside experts retained by a party for purposes of any of these proceedings to the extent set forth below.  If the counsel of record desires to disclose Highly Confidential Information to any persons other than counsel of record or the party's outside expert, she or he shall submit a written request to the producing party's counsel.  If the requesting and producing parties are unable to reach agreement with respect to such a request, they may submit the issue orally to the presiding Administrative Law Judge for resolution.  Highly Confidential Information shall not be disclosed to any person who has marketing, product development, market analysis, market entry, financial planning, strategic planning or similar responsibilities for: (i) any party to this proceeding or any competitor of a party; or (ii) any person employed or retained by or reasonably anticipated to be employed or retained by a party or a competitor of a party, or any person who will have those responsibilities in the foreseeable future.  In addition, where a person has any duty conflicting with this limitation, but that person is responsible for making litigation decisions in any of these proceedings for the party, and where the information is critical to such decision-making, that person shall take all reasonable steps to limit his or her exposure to Highly Confidential Information and it will be a direct violation of this Protective Order for such person to rely on Highly Confidential Information obtained through discovery in this case to carry out marketing, product development, market analysis, market entry, financial planning, strategic planning or any other responsibilities not directly related to any of these proceedings.  Highly Confidential Information may be viewed by an outside expert(s) retained by a party for purposes of any of these proceedings, provided such expert(s) fully meets all of the qualifications of this paragraph for access to Highly Confidential Information and, prior to disclosure, the party provides an affidavit signed by such expert attesting to his or her qualifications under this paragraph and receives an acknowledgement from the disclosing party.  Counsel of record to each of the parties is deemed to have reviewed this Order and agreed to its content and, therefore, shall not be required to sign a Nondisclosure Agreement.

c. No other persons may have access to Proprietary Information or Highly Confidential Information except as authorized by order of the Commission or of the presiding Administrative Law Judge.  No person who may be entitled to receive or who is afforded access to any Proprietary Information or Highly Confidential Information shall use or disclose such information for the purposes of business or competition, or any purpose other than the preparation for and conduct of any of these proceedings or any administrative or judicial review thereof.
6. Prior to making Proprietary Information or Highly Confidential Information available to any person as provided in Ordering Paragraph No. 5, above, counsel for a party of record shall deliver a copy of this Protective Order to such person and shall receive a Nondisclosure Agreement from that person in the form attached to this Protective Order and designated as “Appendix A.” Counsel shall promptly deliver a copy of this executed Nondisclosure Agreement to the producing party.
7. A producing party shall designate data or documents as constituting or containing Proprietary Information or Highly Confidential Information by affixing an appropriate proprietary stamp or typewritten or handwritten designation on such data or documents.  Where only part of data compilations or multi-page documents constitutes or contains Proprietary Information or Highly Confidential Information, the producing party, insofar as reasonably practicable within discovery and other time constraints imposed in this proceeding, shall designate only the specific data or pages of documents that constitute or contain Proprietary Information or Highly Confidential Information.
8. Any federal agency that has access to and/or receives copies of the Proprietary Information or Highly Confidential Information will consider and treat the Proprietary Information or Highly Confidential Information as within the exemption from disclosure provided in the Freedom of Information Act as set forth at 5 U.S.C. 
§ 552(b)(4) until such time as the information is found to be non-proprietary.
9. Any state agency which has access to and/or receives copies of the Proprietary Information or Highly Confidential Information will consider and treat the Proprietary Information or Highly Confidential Information as within the exemptions from disclosure provided in the Pennsylvania Right-to-Know Law as set forth at 65 P.S. § 66.1(2) until such time as the information is found to be non-proprietary.
10. Any public reference to Proprietary Information or Highly Confidential Information by the Commission or by counsel or persons afforded access thereto shall be to the title or exhibit reference in sufficient detail to permit persons with access to the Proprietary Information or Highly Confidential Information to fully understand the reference and not more. The Proprietary Information or Highly Confidential Information shall remain a part of the record, to the extent admitted, for all purposes of administrative or judicial review.
11. Part of any record of any of these proceedings containing Proprietary Information or Highly Confidential Information, including but not limited to all exhibits, writings, testimony, cross examination, argument, and responses to discovery, and including reference thereto as mentioned in Ordering Paragraph No. 10, above, shall be sealed for all purposes, including administrative and judicial review, unless such Proprietary Information or Highly Confidential Information is released from the restrictions of this Protective Order, either through the agreement of the parties or pursuant to an order of an Administrative Law Judge or the Commission.  Unresolved challenges arising under Ordering Paragraph No. 12, below, shall be decided on motion or petition by the presiding officer and/or the Commission as provided in 52 Pa. Code 
§ 5.423(a).  All such challenges will be resolved in conformity with existing rules, regulations, orders, statutes, and precedent to the extent such guidance is available.
12. The parties affected by the terms of this Protective Order shall retain the right to question or challenge the confidential or proprietary nature of Proprietary Information or Highly Confidential Information; to question or challenge the admissibility of Proprietary Information or Highly Confidential Information on any proper ground, including but not limited to irrelevance, immateriality or undue burden; to seek an order permitting disclosure of Proprietary Information or Highly Confidential Information beyond that allowed in this Protective Order; and to seek additional measures of protection of Proprietary Information or Highly Confidential Information beyond those provided in this Protective Order.  If a challenge is made to the designation of a document or information as Proprietary or Highly Confidential, the party claiming that the information is Proprietary or Highly Confidential retains the burden of demonstrating that the designation is necessary and appropriate.
13. Upon completion of each of these proceedings, including any administrative or judicial review, all copies of all documents and other materials, including notes, which contain any Proprietary Information or Highly Confidential Information, shall be immediately returned upon request to the party furnishing such Proprietary Information or Highly Confidential Information.  In the alternative, parties 
may provide an affidavit of counsel affirming that the materials containing or reflecting Proprietary Information or Highly Confidential Information have been destroyed.

By the Commission,

James J. McNulty

Secretary
(SEAL)

Order Adopted:  July 11, 2007


Order Entered:   July 13, 2007
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:

Petition of . . . for Protective Order

:
Docket No. P-__________








:








:



:


NONDISCLOSURE AGREEMENT


The undersigned is the expert, officer, member, employee or counsel of _____________________________ (the retaining party).


The undersigned has read and understands the Protective Order issued to protect information in Docket No. P-__________, which Order deals with the treatment of Proprietary and High Confidential Information.  The undersigned agrees to be bound by, and comply with, the terms and conditions of said Order.  The undersigned agrees that any Proprietary and Highly Confidential Information shall be used or disclosed only for purposes of preparation for, and conduct of the proceedings at Docket No. P-__________, and any administrative or judicial review thereof, and shall not be disclosed or used for any other purposes whatsoever.








___________________________








Signature








___________________________








Print Name








___________________________








Address








___________________________








Employer

Date:__________________









































� The 30 carriers are: TDS Telecom/Sugar Valley Telephone Company; TDS Telecom/Mahanoy and Mahantango Telephone Company; Citizens Telephone Company of Kecksburg; Ironton Telephone Company; Commonwealth Telephone Company d/b/a Frontier Communications Commonwealth Telephone Company; Frontier Communications of Breezewood, LLC; Frontier Communications of  Canton, LLC; Frontier Communications of Pennsylvania, LLC; Frontier Communications of Lakewood, LLC; Frontier Communications of Oswayo River, LLC; Windstream Pennsylvania, Inc.; Armstrong Telephone Company – PA; Armstrong Telephone – North; Bentleyville Telephone Company; Buffalo Valley Telephone Company; Conestoga Telephone and Telegraph Company; Denver and Ephrata Telephone Telegraph Company; Hickory Telephone Company; Lackawaxen Telecommunications Services, Inc.; Laurel Highland Telephone Company; Marianna & Scenery Hill Telephone Company; The North-Eastern Pennsylvania Telephone Company; North Penn Telephone Company; North Pittsburgh Telephone Company; Palmerton Telephone Company; Pennsylvania Telephone Company; Pymatuning Independent Telephone Company; South Canaan Telephone Company; Venus Telephone Corporation; and Yukon-Waltz Telephone Company.   
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