Commonwealth of Pennsylvania Annual 47 CFR § 47.5109(e) TRS CPNI Certification for Calendar Year 2017 CG Docket No. 03-123
June 2017

	[image: PUC logo]
	
COMMONWEALTH OF PENNSYLVANIA
PENNSYLVANIA PUBLIC UTILITY COMMISSION
400 NORTH STREET, HARRISBURG, PA 17120
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[bookmark: _GoBack]M-00900239
M-2017-2582552


June 6, 2018


Annual 47 CFR § 64.5109(e) TRS CPNI Certification for Calendar Year 2017
Of the Pennsylvania Public Utility Commission on behalf of the
Commonwealth of Pennsylvania
CG Docket No. 03-12 


	The Pennsylvania Public Utility Commission (PAPUC) oversees the provision of intrastate telephone relay service (TRS) and intrastate captioned TRS (CTRS) in the Commonwealth of Pennsylvania.  Hamilton Relay Inc. (HRI) provides intrastate TRS as a certificated jurisdictional utility.  Its affiliate Hamilton Telephone Company (HTC) provides intrastate CTRS pursuant to a contract with the PAPUC.

	I, Rosemary Chiavetta, certify that I am the Secretary of the PAPUC and that acting in my official capacity as the Secretary I have verified that the PAPUC has established operating procedures that are adequate to ensure compliance with the Federal Communications Commission’s (FCC’s) TRS Consumer Proprietary Network Information (CPNI) rules set forth in 47 CFR §§ 64.5101 through 64.5111 (FCC’s CPNI Rules).  

	Attached to this certification is an accompanying statement explaining how the PAPUC’s procedures ensure that the PAPUC is in compliance with the FCC’s CPNI Rules relative to intrastate TRS and intrastate CTRS.  Also attached are the compliance statements of HRI (dated February 27, 2018) and HTC (February 16, 2018).

[bookmark: _Hlk514242011]	Further, the PAPUC has not taken any action against data brokers in the past year in connection with intrastate TRS or intrastate CTRS; neither has it failed to take any necessary action.  The PAPUC, HRI, and HTC have not received any customer complaints in the past year regarding unauthorized release of CPNI in connection with intrastate TRS or intrastate CTRS.  There have been no instances in the past year where 


the PAPUC, its intrastate TRS provider, or its intrastate CTRS provider used, disclosed, or permitted access to CPNI in violation of, or without complying with, the approval procedures specified in the FCC’s CPNI rules.


[image: ]Respectfully Submitted,




Rosemary Chiavetta, Secretary
Pennsylvania Public Utility Commission


cc:	Alphonso Arnold, Jr., Counsel for PA TRS Board
	Beth Slough, on behalf of HRI and HTC
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PA PUC COMPLIANCE STATEMENT for 2017

Oversight of the provision of intrastate Telephone Relay Service (TRS) and intrastate captioned TRS (CTRS) in the Commonwealth of Pennsylvania is vested in the Pennsylvania Public Utility Commission (PAPUC) pursuant to statute in Pennsylvania.  35 PA. C.S. §§ 6701.1 – 6701.4.  Intrastate TRS is provided by Hamilton Relay Inc. (HRI) pursuant to a certificate of public need, and intrastate CTRS is provided by HRI’s affiliate Hamilton Telephone Company (HTC) pursuant to a contract between HTC and the PAPUC.[footnoteRef:1]   [1:   HTC refers to itself using both “Hamilton Telephone Company” and “The Hamilton Telephone Company.”  A third affiliate Hamilton Long Distance Company (HLD) does not do business in Pennsylvania, and the PAPUC has not jurisdictional or contractual relationship with HLD.   HTC and HLD refers to themselves collectively as “Hamilton.”] 


The PAPUC requires strict adherence from its intrastate TRS provider and its intrastate CTRS provider to the federal requirements.  Failure to comply with the federal requirements or the state requirements can result in loss of the privilege to provide TRS and/or CTRS in Pennsylvania.

Consistent with the rules set forth in 47 CFR §§ 64.5101 through 64.5111: 
HRI[footnoteRef:2] does not use Consumer Proprietary Network Information (CPNI) to market products or services and does not share CPNI with affiliates or third parties for use in marketing services to TRS and CTRS customers.  Consequently, HRI is not required to and does not maintain either an “opt-in” or “opt-out” system with respect CPNI.  Customers may subscribe to receive company newsletters, but this information is recorded at the time of subscription and not derived from CPNI.  HRI has developed and distributed to all its employees a Compliance Manual that contains policies and procedures to ensure compliance with the FCC’s regulations including HRI’s CPNI policies, which prohibit HRI personnel from using, disclosing, or accessing any relay customer’s CPNI for marketing services to customers.  HRI requires all HRI personnel to complete annual training concerning the treatment of CPNI data.  HRI’s Compliance Manual contains instructions for personnel on how to report noncompliance issues and contains and a specific form for employees to use to report noncompliance.  HRI uses CPNI in very limited situations, all of which are authorized by 47 C.F. § 64.5105(c).  HRI uses, discloses, or permits access to CPNI for the following reasons: [2:   Information excerpted from HRI February 27, 2018 letter attached hereto.] 


· for the provision of CPE, and call answering, voice mail or messaging, and voice mail retrieval services; 
· to accept and handle 911 calls; 
· upon request of the PA TRS Fund Administrator; and 
· to protect the right or property of HRI, TRS users, other TRS providers, and the TRS Fund from fraudulent, abusive, or unlawful use. 

Consistent with the rules set forth in 47 CFR §§ 64.5101 through 64.5111: 
HTC[footnoteRef:3] does not share CPNI with any joint venture partner, independent contractor, or third party.  HTC provides notification and reminders to all of its customers of their CPNI rights and uses the opt-out method to secure approval to use CPNI.  Hamilton does not use outbound marketing campaigns.  HTC does not disclose any CPNI until the customer has been verified as not having opted out and has been appropriately authenticated.  HTC notified customer of changes to their account.  HTC a CPNI training process and handbook and a has a disciplinary process for improper use of CPNI.  HTC has a procedure for addressing breaches.  In particular, HTC, in conjunction with HTI, has developed and distributed to all its employees a Compliance Manual that contains policies and procedures to ensure compliance with the FCC’s regulations including HTC’s CPNI policies.  HTC requires all HTC personnel to complete annual training concerning the treatment of CPNI data.  HTC’s Compliance Manual contains instructions for personnel on how to report noncompliance issues and contains and a specific form for employees to use to report noncompliance.  HTC’s CPNI policies include measures to discover and protect against activity that is indicative of pretexting and other unauthorized attempts to access CPNI.   [3:   Information excerpted from HTC February 16, 2018 letter attached hereto and from conversation with HTC representative.] 


HRC and HTI share a CPNI compliance officer.  HRI and HTC individually file a compliance certification with the FCC by March 1 for data pertaining to the prior calendar year.



HRI Compliance Certification to the FCC for 2017
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HTC Compliance Certification to the FCC for 2017
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