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July 16, 2019

Rosemary Chiavetta, Secretary
Pennsylvania Public Utility Commission
400 North Street

Harrisburg, PA 17120

RE: Docket # R-2019-3010744
Dear Secretary Chiavetta:

Enclosed please find one (1) copy of National Fuel Gas Distribution Corporation's response to the
following Bureau of Technical Utility Services — Energy Industry Group data request:

TUS-1
TUS-2
TUS-3
TUS-4
TUS-5
TUS-6
TUS-7
TUS-8
TUS-9
TUS-10

No Confidential Company Information is in the responses.

Yours truly,

Matthew Gurney
Rate Analyst IV

Copy via email: Jeff McCracken, Bureau of Technical Utility Services

NATIONAL FUEL GAS DISTRIBUTION CORPORATION / 6363 AAIN STREET / WILLIAMSVILLE, NY 14221-5887



CERTIFICATE OF SERVICE

| hereby certify that | have this day served a true copy of the foregoing document upon
the participants listed below in the manner indicated, in accordance with the requirements of

§1.54 (relating to service by a participant).

FIRST CLASS MAIL

Anthony D. Kanagy, Esquire
Post & Schell, P.C.

17 North Second Street
12th Floor

Harrisburg, PA 17101-1601

Richard Kanaskie, Esquire

Bureau of Investigation & Enforcement
Pennsylvania Public Utility Commission
Commonwealth Keystone Building

400 North Street, 2nd Floor West
Harrisburg, PA 17120

Tanya J. McCloskey, Acting Consumer
Advocate

Office of Consumer Advocate

555 Walnut Street

Forum Place

5th Floor

Harrisburg, PA 17101-1923

John R. Evans, Esquire

Small Business Advocate

Suite 1102, Commerce Building
300 North Second Street
Harrisburg, PA 17101

Dated this 16" day of July 2019.

Daniel Mumford, Director

Office of Competitive Market Oversight
Pennsylvania Public Utility Commission
Commonwealth Keystone Building

400 North Street, 2nd Floor West
Harrisburg, PA 17120

Daniel Searfoorce, Manager

Water, Reliability and Emergency
Preparedness

Pennsylvania Public Utility Commission

Commonwealth Keystone Building

400 North Street, 3rd Floor West

Harrisburg, PA 17120

Michael C. Holko, Director

Office of Cybersecurity Compliance and
Oversight

Pennsylvania Public Utility Commission

Commonwealth Keystone Building

400 North Street, 2nd Floor West

Harrisburg, PA 17120

Matthew Gurney I

Rate Analyst IV




TUS-1
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO
BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP
DATA REQUEST
DOCKET No. R-2019-3010744

TUS-1. Reference Tariff Supplement No. 207, Page 6 — Please update the listing
for page 108 to make it “Fifth Revised” rather than “Fourth Revised”.

Response: The Company filed an update to Page 6, updating the listing for page 108
to make it “Fifth Revised” rather than “Fourth Revised”, on July 8, 2019.
The filing is available from the Commission’s web site at:
http://www.puc.state.pa.us//pcdocs/1626514.pdf



http://www.puc.state.pa.us/pcdocs/1626514.pdf

TUS-2
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-2.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Page 27 - Please update section
B(2) to correctly list the “Public Utility Commission” rather than the
“Public Utilities Commission”.

The Company filed an update to Page 27, updating section B(1) to
correctly list the “Public Utility Commission” rather than the “Public
Utilities Commission”, on July 8, 2019. The filing is available from the
Commission’s web site at:
http://www.puc.state.pa.us//pcdocs/1626514.pdf



http://www.puc.state.pa.us/pcdocs/1626514.pdf

TUS-3
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-S.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Attachment A - Please update the
first page of this document to include the date posted and page number
information. Please also either update the rest of this document to note
that there are only 8 pages or provide the page that was missing from the
original submission.

The Company filed an updated Attachment A on July 11, 2019 in which
pages that follow the first page are repaginated to indicate that there are
only 8 pages in the Company’s Gas Emergency Plan. The first page has
not been numbered because its purpose to serve as a title page for
Attachment A, it is not part of the Company’s Gas Emergency Plan. The
filing is available from the Commission’s web site at:
http://www.puc.state.pa.us//pcdocs/1627081.pdf



http://www.puc.state.pa.us/pcdocs/1627081.pdf

TUS-4
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION

PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-4.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Attachment C, Page 1 — Please
update the following:

A

B.

Paragraph 3 to read “consent from all customers for whom
rather than “consent from all customers from whom?”; and
Paragraph 4 to define DMT, DMLMT, MMT, and SATC
within this document.

The Company filed an updated Attachment C on July 11, 2019. The
filing is available from the Commission’s web site at:
http://www.puc.state.pa.us//pcdocs/1627081.pdf . In addition, the

Company is attaching a redline comparison of Attachment C, as filed on
July 11, 2019 to Attachment C, as originally filed on June 14, 2019.

A.

The July 11, 2019 version of Attachment C revises
paragraph 3 to read “consent from all customers for whom”
rather than “consent from all customers from whom”.

Rather than revise paragraph 4 to define DMT, DMLMT,
MMT, and SATC within the Data Security Agreement
(DSA), the July 11, 2019 version of Attachment C has been
modified to include definitions for DMT, DMLMT, MMT,
and SATC customers. These modifications are located in
Paragraph 1 — Definitions on page 4 of the DSA.


http://www.puc.state.pa.us/pcdocs/1627081.pdf

ATTACHMENT TO TUS-4 RESPONSE

REDLINE COMPARISON OF ATTACHMENT C



DATA SECURITY
AGREEMENT



This Data Security Agreement (“Agreement”) effective , Is made

and entered into this day of , 20 by and between National
Fuel Gas Distribution Corporation (“Company”), with offices at 6363 Main Street,
Williamsville, NY and , an Energy Service Entity (“ESE”) with
offices at ; and together

with Company the ("Parties" and each, individually, a “Party”).
RECITALS

WHEREAS, ESE desires to have access to certain Company customer
information, either customer-specific or aggregated customer information, the Company
is obligated to provide information under 52 Pa. Code 8§ 62.76 and/or the Pennsylvania
Public Utility Commission (“Commission”) has ordered Company to provide to ESE
customer information; and

WHEREAS, ESE has obtained consent from all customers frem-for whom the ESE
intends to obtain information from Company; and

WHEREAS, Natural Gas Supplier (‘NGS”), may utilize a third party to fulfill its
Service obligations, including but not limited to, Electronic Data Interchange (“EDI")
communications with Company, schedule gas supplies for DMT Service Customer(s),
DMLMT Service Customer(s), MMT  Customer(s) and/or SATC Customer(s) via
Company’s Transportation Scheduling System (“TSS”) and/or access Confidential
Information via Company issued accounts/passwords ; and

WHEREAS, a DMT Service Customer, DMLMT Service Customer or MMT
Customer (individually, “Standalone Customer”) may schedule its own gas supplies via
Company’s TSS without an NGS; and

WHEREAS, a Standalone Customer with daily metering and communications
equipment which enable the Company to obtain each day meter readings of the volume
of gas delivered to the Company for the Customer's account and the volume of gas from
the Company used by the Customer each day may access to such information via
Company issued accounts/passwords; and

WHEREAS, NGS or Standalone Customer utilization of a third party provider does
not relieve NGS or Standalone Customer of their transactional obligation such that they
must ensure that the third party provider must comply with all NGS or Standalone
Customer obligations; and

WHEREAS, Company and ESE also desire to enter into this Agreement to
establish, among other things, the full scope of ESE’s obligations of security and
confidentiality with respect to the Confidential Information in a manner consistent with the
rules and regulations of the Commission and requirements of Company; and

NOW, THEREFORE, in consideration of the premises and of the covenants herein
contained, and for other good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged, the Parties, intending to be legally bound, hereby agree
as follows:



1.

Definitions.

a. “Confidential ESE Information” means information that ESE is: (A) required by

52 PA Code 88 59.91-59.99 to enroll the customer or (B) any other information
provided by ESE to Company and marked confidential by the ESE, but
excludes (i) information which is or becomes generally available to the public
other than as a result of a disclosure by Receiving Party or its Representatives;
(i) information which was already known to Receiving Party on a non-
confidential basis prior to being furnished to Receiving Party by Disclosing
Party; (iii) information which becomes available to Receiving Party on a non-
confidential basis from a source other than Disclosing Party or a representative
of Disclosing Party if such source was not subject to any prohibition against
transmitting the information to Receiving Party and was not bound by a
confidentiality agreement with Disclosing Party; (iv) information which was
independently developed by the Receiving Party or its Representatives without
reference to, or consideration of, the Confidential Information; or (v) information
provided by the customer with customer consent where the customer expressly
agrees that the information is public.

b. “Confidential Company Information” means information that Company is: (A)

C.

d.

required by 52 Pa. Code § 62.76to provide to NGS or Standalone Customer
or (B) any other information provided to ESE by Company and marked
confidential by the Company at the time of disclosure, but excludes (i)
information which is or becomes generally available to the public other than
as a result of a disclosure by Receiving Party or its Representatives; (ii)
information which was already known to Receiving Party on a non-confidential
basis prior to being furnished to Receiving Party by Disclosing Party; (iii)
information which becomes available to Receiving Party on a non-confidential
basis from a source other than Disclosing Party or a representative of
Disclosing Party if such source was not subject to any prohibition against
transmitting the information to Receiving Party and was not bound by a
confidentiality agreement with Disclosing Party; (iv) information which was
independently developed by the Receiving Party or its Representatives
without reference to, or consideration of, the Confidential Information; or (v)
information provided by the customer with customer consent where the
customer expressly agrees that the information is public.

“Confidential Information” means, collectively, Confidential Company
Information or Confidential ESE Information.

“Data Protection Requirements” means, collectively, (A) all national, state, and
local laws, regulations, or other government standards relating to the protection
of information that identifies or can be used to identify an individual that apply
with respect to ESE or its Representative’s Processing of Confidential
Company Information; (B) industry best practices or frameworks to secure
information, computer systems, network, and devices using a defense-in-depth
approach, such as and including, but not limited to, NIST SP 800-53, ISO
27001 / 27002, COBIT, CIS Security Benchmarks, Top 20 Critical Controls as

2



f.

best industry practices and frameworks may evolve over time; and (C) the
Comm|SS|on rules, regulatlons and guidelines relatlng to confidential data;

“Data Security Incident” means a situation when Company or ESE reasonably
believes that there has been: (A) the loss or misuse (by any means) of
Confidential Information; (B) the unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of Confidential
Information, or Private Information, computer systems, network and devices
used by a business; (C) any other act or omission that compromises the
security, confidentiality, or integrity of Confidential Information, or (D) any
material breach of any Data Protection Requirements in relation to the
Processing of Confidential Information, including by any current or former
Representatives.

“Customer Agent” is a third party that has access to Confidential Information
via Company issued accounts/passwords and/or schedules gas on behalf of
a NGS. Customer Agent includes, but is not limited to, third party Brokers
Nonselling marketer and Nontraditional marketer as defined 52 PA Code §
62.101 that access Confidential Information via Company issued
accounts/passwords.”

“Standalone Customer” is a customer eligible for natural gas transportation
service under 52 PA Code § 60.3 defined in Company’s Ttariff as a DMT
Service Customer, DMLMT Service Customer or MMT Customer, that
schedules its own gas supplies via Company’s TSS without an NGS.

“NGS” has the meaning set forth in 52 PA Code § 62.72the- UBP-approved-by
the-Commission and as it may be amended from time to time, which is “An
entity other than an NGDC, but including NGDC marketing affiliates, which
provides natural gas supply services to retail gas customers utilizing the

|ur|sd|ct|onal faC|I|t|es of an NGDCa:n—e1q!e+ty—eJrrg+I@Jre—te—se1LI—eleetﬁelity—acnehlmE

“ESE” shall have the meaning set forth in the Recitals and for the avoidance of
doubt, includes but is not limited to NGSs or Standalone Customers, Customer
Agents and contractors of such entities with which Company electronically
exchanges data other than by email and any other entities with which Company
electronically exchanges data other than by email or by a publicly available
portal.

“PUC” or “Commission” shall have the meaning attributed to it in the Recitals.

“Processing” (including its cognate, “process”) means any operation, action,
error, omission, negligent act, or set of operations, actions, errors, omissions,
or negligent acts that is performed using or upon Confidential Information or
Company Data, whether it be by physical, automatic or electronic means,



m.

n.

0.

including, without limitation, collection, recording, organization, storage,
access, adaptation, alteration, retrieval, use, transfer, hosting, maintenance,
handling, retrieval, consultation, use, disclosure, dissemination, exfiltration,
taking, removing, copying, processing, making available, alignment,
combination, blocking, deletion, erasure, or destruction.

“Third-Party Representatives” or “Representatives” means those agents,
including Customer Agents, acting on behalf of NGSs or Standalone
Customers, that are contractors or subcontractors and that store, transmit or
process Confidential Company Information. For the avoidance of doubt, Third-
Party Representatives do not include ESEs and their members, directors,
officers or employees who need to know Confidential Company Information for
the purposes of providing Services.

“Services” mean any assistance in the competitive markets provided by ESEs
to end use customers or NGSs or Standalone Customers that also require
interaction with a Company, including but not limited to the electronic exchange
of information with a Company, and must be provided in accordance with the
Governing Documents.

“‘Company Data” means data held by Company, whether produced in the
normal course of business or at the request of ESE.

“Tariff” means (Gas--Pa. P.U.C. No. 9 or any superseding tariff).

“DMT Service Customer” means, unless redefined in any superseding tariff,

any entity that has executed a DMT Service Agreement with the Company for
transportation of gas by the Company under Tariff Rate Schedule For Daily
Metered Transportation Service.

“DMLMT Service Customer” means, unless redefined in any superseding tariff,

-

any entity that has executed a DMLMT Service Agreement with the Company
for transportation of gas by the Company under Tariff Rate Schedule For Daily
Metered Transportation Service.

“MMT Customer” means, unless redefined in any superseding tariff, a customer

n

that receives transportation service from the Company under this rate schedule
and receives gas supply from a Monthly Metered Natural Gas Supplier.

“SATC Customer” means, unless redefined in any superseding tariff, a

customer that has enrolled to receive gas supply service from a qualified
supplier under the Company’'s Small Aggregation Transportation Supplier
Service.

Scope of the Agreement. This Agreement shall govern security practices of ESEs
that have electronic communications, other than email, with the Company and
security practices that apply to all Confidential Company Information disclosed to
ESE or to which ESE is given access by Company, including all archival or back-
up copies of the Confidential Company Information held or maintained by ESE (or

4



3.

it its Representatives) and Confidential ESE Information.? No financial information,
other than billing information, will be provided pursuant to this Agreement. If any
information is inadvertently sent to ESE or Company, ESE or Company will
immediately notify the Company/ESE and destroy any such information in the
appropriate manner.

ESE Compliance with all Applicable Regulatory Requirements. The Parties
agree that the 52 PA Code 88 62.71 -62.81, Company’s Tariff and Commission
Orders set forth rules governing the protection of Confidential Information
(collectively, “Governing Documents”) and electronic exchange of information
between the Parties, including but not limited to EDI.

NGS or Standalone Customer utilizes a Third-Party Representative as a
vendor, agent or other entity to provide electronic exchange of information,
other than by email, with Company. ESE will require Third-Party
Representative to abide by the applicable Governing Documents.

Customer Consent. The Parties agree that the Governing Documents govern an
ESE’s obligation to obtain informed consent from all customers about whom ESE
requests data from Company. The ESE agrees to comply with the Governing
Documents regarding customer consent.

Provision of Information. Company agrees to provide to ESE or its
Representatives, certain Confidential Company Information, as requested,
provided that: (A) ESE and its Representatives are in compliance with the terms
of this Agreement in all material respects; (B) if required by Company, ESE has
provided and has required its Representatives to provide, to the satisfaction of
Company any Vendor Product/Service Security Assessments or self-attestations
(attached hereto as Exhibit A) or such other risk assessment forms as Company
may require from time to time (“Assessment”) and ESE will comply with the
Company Assessment requirements as approved by the Company; (C) ESE (and
its Representatives, as applicable) shall have and maintain throughout the term,
systems and processes in place and as detailed in the Assessment acceptable to
Company to protect system security and Confidential Company Information; and;
(D) ESE complies and shall require its Third-Party Representatives who process
Confidential Information to comply with Company’s Assessment requirements as
approved by the Company. Provided the foregoing prerequisites have been
satisfied, ESE shall be permitted access to Confidential Company Information
and/or Company shall provide such Confidential Company Information to ESE.
Nothing in this Agreement will be interpreted or construed as granting either Party
any license or other right under any patent, copyright, trademark, trade secret, or
other proprietary right or any right to assert any lien over or right to withhold from

1 Where an ESE exclusively uses a Third Party Representative(s) to communicate electronically with a utility other
than by email and the ESE’s Third Party Representative executes a DSA with the utility, a DSA is not required of the

ESE.



the other Party any Data and/or Confidential Information of the other Party.
Company will comply with the security requirements set forth in its Assessment.

Confidentiality. ESE shall: (A) hold all Confidential Company Information in strict
confidence pursuant to the Governing Documents and Commission’s orders;
except as otherwise expressly permitted by Section 7 herein; (B) not disclose
Confidential Company Information to any Third-Party Representatives, or affiliates,
except as set forth in Section 7(a) of this Agreement; (C) not Process Confidential
Company Information other than for the Services defined in the Recitals as
authorized by this Agreement; (D) limit reproduction of Confidential Company
Information; (E) store Confidential Company Information in a secure fashion at a
secure location that is not accessible to any person or entity not authorized to
receive the Confidential Company Information under the provisions hereof; (F)
otherwise use at least the same degree of care to avoid publication or
dissemination of the Confidential Company Information as ESE employs (or would
employ) with respect to its own confidential information that it does not (or would
not) desire to have published or disseminated, but in no event less than reasonable
care; and (G) to the extent required by the Company, each Representative with a
need to know the Confidential Company Information shall sign the Third-Party
Representative Agreement set forth as Exhibit B to this Agreement. At all times,
Company shall have the right for cause to request reasonable further assurances
that the foregoing restrictions and protections concerning Confidential Company
Information are being observed and ESE shall be obligated to promptly provide
Company with the requested assurances.

Company shall: (A) hold all Confidential ESE Information in strict confidence;
except as otherwise expressly permitted by Section 7 herein; (B) not disclose
Confidential ESE Information to any other person or entity except as set forth in
Section 7(a) of this Agreement; (C) not Process Confidential ESE Information other
than for the Services defined in the Recitals as authorized by this Agreement; (D)
limit reproduction of Confidential ESE Information; (E) store Confidential ESE
Information in a secure fashion at a secure location that is not accessible to any
person or entity not authorized to receive the Confidential ESE Information under
the provisions hereof; (F) otherwise use at least the same degree of care to avoid
publication or dissemination of the Confidential ESE Information as Company
employs (or would employ) with respect to its own confidential information that it
does not (or would not) desire to have published or disseminated, but in no event
less than reasonable care; and (G) to the extent required by ESE, each
Representative with a need to know the Confidential ESE Information shall sign
the Third-Party Representative Agreement set forth as Exhibit B to this Agreement.
At all times, ESE shall have the right for cause to request reasonable further
assurances that the foregoing restrictions and protections concerning Confidential
ESE Information are being observed and Company shall be obligated to promptly
provide ESE with the requested assurances.

This Section 6 supersedes prior non-disclosure agreements between the Parties
pertaining to Confidential Information.



7.

8.

Exceptions Allowing ESE to Disclose Confidential Company Information.

a. Disclosure to Representatives. Notwithstanding the provisions of Section 6

herein, the Parties may disclose Confidential Information to their Third-Party
Representatives who have a legitimate need to know or use such Confidential
Information for the purposes of providing Services in accordance with the
Governing Documents, provided that each such Third-Party Representative
first: (A) is advised by the disclosing Party of the sensitive and confidential
nature of such Confidential Information; (B) agrees to comply with the provisions
of this Agreement, provided that with respect to Third-Party Representatives and
this subsection (B), such Third-Party Representatives must agree in writing to be
bound by and observe the provisions of this Agreement as though such Third-
Party Representatives were a Party/ESE; and (C) signs the Third-Party
Representative Agreement. All such written Agreements with Third-Party
Representatives shall include direct liability for the Third-Party Representatives
towards Company/ESE for breach thereof by the Third-Party Representatives,
and a copy of such Agreement and each Third-Party Representative
Agreement shall be made available to Company/ESE upon request.
Notwithstanding the foregoing, the Parties shall be liable for any act or omission
of a Third-Party Representative, including without limitation, those acts or
omissions that would constitute a breach of this Agreement.

. Disclosure if Legally Compelled. Notwithstanding anything herein, in the

event that a Party or any of its Third-Party Representatives receives notice that
it has, will, or may become compelled, pursuant to applicable law or regulation
or legal process to disclose any Confidential Information (whether by receipt of
oral questions, interrogatories, requests for information or documents in legal
proceedings, subpoenas, civil investigative demands, other similar processes,
or otherwise), that Party shall, except to the extent prohibited by law, within one
(1) business day, notify the other Party, orally and in writing, of the pending or
threatened compulsion. To the extent lawfully allowable, the Parties shall have
the right to consult and the Parties will cooperate, in advance of any disclosure,
to undertake any lawfully permissible steps to reduce and/or minimize the
extent of Confidential Information that must be disclosed. The Parties shall
also have the right to seek an appropriate protective order or other remedy
reducing and/or minimizing the extent of Confidential Information that must be
disclosed. In any event, the Party and its Third-Party Representatives shall
disclose only such Confidential Information which they are advised by legal
counsel that they are legally required to disclose in order to comply with such
applicable law or regulation or legal process (as such may be affected by any
protective order or other remedy obtained by the Party) and the Party and its
Third-Party Representatives shall use all reasonable efforts to ensure that all
Confidential Information that is so disclosed will be accorded confidential
treatment.

Return/Destruction of Information. Within thirty (30) days after Company’s
written demand, ESE shall (and shall cause its Third-Party Representatives to)



cease to access and Process Confidential Company Information and shall at the
Company’s option: (A) return such Confidential Company Information to
Company in such manner, format, and timeframe as reasonably requested by
Company or, if not so directed by Company, (B) shred, permanently erase and
delete, degauss or otherwise modify so as to make unreadable, unreconstructible
and indecipherable (“Destroy”) all copies of all Confidential Company Information
(including any and all extracts, compilations, studies, or other documents based
upon, derived from, or containing Confidential Company Information) that has
come into ESE’s or its Third-Party Representatives’ possession, including
Destroying Confidential Company Information from all systems, records, archives,
and backups of ESE and its Third-Party Representatives, and all subsequent
access, use, and Processing of the Confidential Company Information by ESE and
its Third-Party Representatives shall cease provided any items required to be
maintained by governmental administrative rule or law or necessary for legitimate
business or legal needs will not be destroyed until permitted and will remain subject
to confidentiality during the retention period. ESE agrees that upon a customer
revocation of consent, ESE warrants that it will no longer access through Company
Confidential Company Information and that it will Destroy any Confidential
Company Information in its or its Third-Party Representative’s possession.
Notwithstanding the foregoing, ESE and its Third-Party Representatives shall not
be obligated to erase Confidential Company Information contained in an archived
computer system backup maintained in accordance with their respective security
or disaster recovery procedures, provided that ESE and its Third-Party
Representatives shall: (1) not have experienced an actual Data Security Incident;
(2) maintain Data Security Protections to limit access to or recovery of Confidential
Company Information from such computer backup system and; (3) keep all such
Confidential Company Information confidential in accordance with this Agreement.
ESE shall, upon request, certify to Company that the destruction by ESE and its
Third-Party Representatives required by this Section has occurred by (A) having a
duly authorized officer of ESE complete, execute, and deliver to Company a
certification and (B) obtaining substantially similar certifications from its Third-Party
Representatives and maintaining them on file. Compliance with this Section 8 shall
not relieve ESE from compliance with the other provisions of this Agreement. The
written demand to Destroy or return Confidential Company Information pursuant
to this Section may occur if the ESE has been decertified pursuant to the
Governing Documents, the Company has been notified of a potential or actual
Data Security Incident and Company has a reasonable belief of potential ongoing
harm or the Confidential Company Information has been held for a period in excess
of its retention period. The obligations under this Section shall survive any
expiration of termination of this Agreement. Subject to applicable federal, state
and local laws, rules, regulations and orders, at ESE’s written demand and
termination of electronic exchange of data with Company, Company will Destroy
or return, at ESE’s option, Confidential ESE Information.

Audit. Upon thirty (30) days notice to ESE, ESE shall, and shall require its Third-
Party Representatives to permit Company, its auditors, designated
representatives, to audit and inspect, at Company’s sole expense (except as

8



10.

11.

otherwise provided in this Agreement), and provided that the audit may occur no
more often than once per twelve (12) month period (unless otherwise required by
Company’s regulators). The audit may include (A) the facilities of ESE and ESE’s
Third-Party Representatives where Confidential Company Information is
Processed by or on behalf of ESE; (B) any computerized or paper systems used
to Process Confidential Company Information; and (C) ESE’s security practices
and procedures, facilities, resources, plans, procedures, and books and records
relating to the privacy and security of Confidential Company Information. Such
audit rights shall be limited to verifying ESE’s compliance with this Agreement,
including all applicable Data Protection Requirements. If the ESE provides a SOC
Il report or its equivalent to the Company, or commits to complete an independent
third-party audit of ESE’s compliance with this Agreement acceptable to the
Company at ESE'’s sole expense, within one hundred eighty (180) days, no
Company audit is necessary absent a Data Security Incident. Any audit must be
subject to confidentiality and non-disclosure requirements set forth in Section 6 of
this Agreement. Company shall provide ESE with a report of its findings as a result
of any audit carried out by or on behalf of Company. ESE shall, within thirty (30)
days, or within a reasonable time period agreed upon in writing between the ESE
and Company, correct any deficiencies identified by Company, and provide the
SOC Il audit report or its equivalent or the report produced by the independent
auditor to the Company and provide a report regarding the timing and correction
of identified deficiencies to the Company.

Investigation. Upon notice to ESE, ESE shall assist and support Company in the
event of an investigation by any regulator or similar authority, if and to the extent
that such investigation relates to Confidential Company Information Processed by
ESE on behalf of Company. Such assistance shall be at Company’s sole expense,
except where such investigation was required due to the acts or omissions of ESE
or its Representatives, in which case such assistance shall be at ESE’s sole
expense.

Data Security Incidents. ESE is responsible for any and all Data Security
Incidents involving Confidential Company Information that is Processed by, or on
behalf of, ESE. ESE shall notify Company in writing immediately (and in any event
within forty-eight (48) hours) whenever ESE reasonably believes that there has
been a Data Security Incident. After providing such notice, ESE will investigate
the Data Security Incident, and immediately take all necessary steps to eliminate
or contain any exposure of Confidential Company Information and keep Company
advised of the status of such Data Security Incident and all matters related thereto.
ESE further agrees to provide, at ESE’s sole cost: (1) reasonable assistance and
cooperation requested by Company and/or Company’s designated
representatives, in the furtherance of any correction, remediation, or investigation
of any such Data Security Incident; (2) and/or the mitigation of any damage,
including any notification required by law or that Company may determine
appropriate to send to individuals impacted or potentially impacted by the Data
Security Incident; and (3) and/or the provision of any credit reporting service
required by law or that Company deems appropriate to provide to such individuals.

9



12.

13.

14.

In addition, within thirty (30) days of confirmation of a Data Security Incident, ESE
shall develop and execute a plan, subject to Company’s approval, which approval
will not be unreasonably withheld, that reduces the likelihood of a recurrence of
such Data Security Incident. ESE agrees that Company may at its discretion and
without penalty immediately suspend performance hereunder and/or terminate the
Agreement if a Data Security Incident occurs and it has a reasonable belief of
potential ongoing harm. Any suspension made by Company pursuant to this
paragraph 11 will be temporary, lasting until the Data Security Incident has ended,
the ESE security has been restored to the reasonable satisfaction of the Company
so that Company IT systems and Confidential Company Information are safe and
the ESE is capable of maintaining adequate security once electronic
communication resumes. Actions made pursuant to this paragraph, including a
suspension will be made, or subject to dispute resolution and appeal as applicable,
pursuant to the Governing Documents processes as approved by the Commission.

Cybersecurity Insurance Required. ESE shall carry and maintain Cybersecurity
insurance in an amount of no less than $5,000,000 per incident. Company will
maintain at least $5,000,000 of Cybersecurity insurance.

No Intellectual Property Rights Granted. Nothing in this Agreement shall be
construed as granting or conferring any rights, by license, or otherwise, expressly,
implicitly, or otherwise, under any patents, copyrights, trade secrets, or other
intellectual property rights of Company, and ESE shall acquire no ownership
interest in the Confidential Company Information. No rights or obligations other
than those expressly stated herein shall be implied from this Agreement.

Additional Obligations.

a. ESE shall not create or maintain data which are derivative of Confidential
Company Information except for the purpose of performing its obligations under
this Agreement or as authorized by the Governing Documents. For purposes
of this Agreement, the following shall not be considered Confidential Company
Information or a derivative thereof: (i) any customer contracts, customer
invoices, or any other documents created by ESE that reference estimated or
actual measured customer usage information, which ESE needs to maintain
for any tax, financial reporting or other legitimate business purposes consistent
with the Governing Documents; and (ii) Data collected by ESE from customers
through its website or other interactions based on those customers’ interest in
receiving information from or otherwise engaging with ESE or its partners.

b. ESE shall comply with all applicable privacy and security laws to which it is
subject, including without limitation all applicable Data Protection
Requirements and not, by act or omission, place Company in violation of any
privacy or security law known by ESE to be applicable to Company.

c. ESE shall have in place appropriate and reasonable processes and systems,
including an Information Security Program, defined as having completed an
accepted Attestation as reasonably determined by the Company in its

10



discretion, to protect the security of Confidential Company Information and
prevent a Data Security Incident, including, without limitation, a breach
resulting from or arising out of ESE’s internal use, processing, or other
transmission of Confidential Company Information, whether between or
among ESE’s Third-Party Representatives, subsidiaries and affiliates or any
other person or entity acting on behalf of ESE, including without limitation
Third-Party Representatives. The Company’s determination is subject to the
dispute resolution process satisfactory to the Company. In the event the
Company and ESE are unable to resolve the dispute by mutual agreement
within thirty (30) days of said referral, the dispute shall be referred for
mediation through the Commission’s Office of Administrative Law Judge. A
party may request mediation prior to that time if it appears that informal
resolution is not productive.

d. ESE and Company shall safely secure or encrypt during storage and encrypt
during transmission all Confidential Information.

e. ESE shall establish policies and procedures to provide reasonable and prompt
assistance to Company in responding to any and all requests, complaints, or
other communications received from any individual who is or may be the
subject of a Data Security Incident involving Confidential Company Information
Processed by ESE to the extent such request, complaint or other
communication relates to ESE’s Processing of such individual's Confidential
Company Information.

f. ESE shall establish policies and procedures to provide all reasonable and
prompt assistance to Company in responding to any and all requests,
complaints, or other communications received from any individual,
government, government agency, regulatory authority, or other entity that is or
may have an interest in the Confidential Company Information, data theft, or
other unauthorized release of Confidential Company Information, disclosure of
Confidential Company Information, or misuse of Confidential Company
Information to the extent such request, complaint or other communication
relates to ESE’s accessing or Processing of such Confidential Company
Information.

g. ESE will not process Confidential Company Information outside of the United
States or Canada absent a written agreement with Company. For the
avoidance of doubt, Confidential Company Information stored in the United
States or Canada, or other countries as agreed upon in writing will be
maintained in a secure fashion at a secure location pursuant to the terms and
conditions of this Agreement.

Specific Performance. The Parties acknowledge that disclosure or misuse of
Confidential Company Information in violation of this Agreement may result in
irreparable harm to Company, the amount of which may be difficult to ascertain
and which may not be adequately compensated by monetary damages, and that
therefore Company shall be entitled to specific performance and/or injunctive relief
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16.

17.

to enforce compliance with the provisions of this Agreement. Company’s right to
such relief shall be in addition to and not to the exclusion of any remedies otherwise
available under this Agreement, at law or in equity, including monetary damages,
the right to terminate this Agreement for breach and the right to suspend ir
acecordance—with—the UBP—and - UBP-DERS—-the provision or Processing of
Confidential Company Information hereunder. ESE agrees to waive any
requirement for the securing or posting of any bond or other security in connection
with Company obtaining any such injunctive or other equitable relief.

Indemnification. To the fullest extent permitted by law, ESE shall indemnify and
hold Company, its affiliates, and their respective officers, directors, trustees,
shareholders, employees, and agents, harmless from and against any and all loss,
cost, damage, or expense of every kind and nature (including, without limitation,
penalties imposed by the Commission or other regulatory authority or under any
Data Protection Requirements, court costs, expenses, and reasonable attorneys’
fees) arising out of, relating to, or resulting from, in whole or in part, the breach or
non-compliance with this Agreement by ESE or any of its Third-Party
Representatives except to the extent that the loss, cost, damage or expense is
caused by the negligence, gross negligence or willful misconduct of Company.

Notices. With the exception of notices or correspondence relating to potential or
pending disclosure under legal compulsion, all notices and other correspondence
hereunder shall be sent by first class mail, by personal delivery, or by a nationally
recognized courier service. Notices or correspondences relating to potential or
pending disclosure under legal compulsion shall be sent by means of Express Mail
through the U.S. Postal Service or other nationally recognized courier service
which provides for scheduled delivery no later than the business day following the
transmittal of the notice or correspondence and which provides for confirmation of
delivery. All notices and correspondence shall be in writing and addressed as
follows:

If to ESE, to:

ESE Name:
Name of Contact:
Address:

Phone:

Email:

If to Company, to:

Company Name: National Fuel Gas Distribution Corporation
Name of Contact: Rates and Regulatory Affairs Department

Address: 6363 Main Street, Williamsville, NY 14221
Phone: 716-857-6824
Email: NFGratesPAD@natfuel.com

12



A Party may change the address or addressee for notices and other
correspondence to it hereunder by notifying the other Party by written notice given
pursuant hereto.

18.Term and Termination. This Agreement shall be effective as of the date first set

19.

20.

21.

forth above and shall remain in effect until terminated in accordance with the
provisions of the service agreement, if any, between the Parties or the Governing
Documents and upon not less than thirty (30) days’ prior written notice specifying the
effective date of termination, provided, however, that any expiration or termination
shall not affect the respective obligations or rights of the Parties arising under this
Agreement prior to the effective date of termination. Company may terminate this
Agreement if the ESE is-decertified-underthe- UBP-orDER-UBPIoses its status as a
Licensed Supplier, has not served customers for two (2) years, or has not had
electronic communication, other than by email, with Company for one (1) year.
Further, Company may terminate this Agreement immediately upon notice to ESE in
the event of a material breach hereof by ESE or its Third-Party Representatives. For
the purpose of clarity, a breach of Sections 3-4, 6-11, 13, 14, 16, and 24 shall be a
material breach hereof. Upon the expiration or termination hereof, neither ESE nor
its Third-Party Representatives shall have any further right to Process Confidential
Company Information or Customer Information and shall immediately comply with its
obligations under Section 8 and the Company shall not have the right to process
Confidential ESE Information and shall immediately comply with its obligations under
Section 8.

Consent to Jurisdiction; Selection of Forum. ESE irrevocably submits to the
jurisdiction of the Commission and courts located within the Commonwealth of
Pennsylvania with regard to any dispute or controversy arising out of or relating to
this Agreement. ESE agrees that service of process on it in relation to such
jurisdiction may be made by certified or registered mail addressed to ESE at the
address for ESE pursuant to Section 11 hereof and that such service shall be
deemed sufficient even under circumstances where, apart from this Section, there
would be no jurisdictional basis for such service. ESE agrees that service of
process on it may also be made in any manner permitted by law. ESE consents
to the selection of the Pennsylvania and United States courts within Erie County,
Pennsylvania as the exclusive forums for any legal or equitable action or
proceeding arising out of or relating to this Agreement.

Governing Law. This Agreement shall be interpreted and the rights and
obligations of the Parties determined in accordance with the laws of the State-of
New-YerkCommonwealth of Pennsylvania, without recourse to such state's choice
of law rules.

Survival. The obligations of ESE under this Agreement shall continue for so long
as ESE and/or ESE’s Third-Party Representatives continue to have access to, are
in possession of or acquire Confidential Company Information even if all
Agreements between ESE and Company have expired or been terminated.
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22.

23.

24.

25.

26.

27.

28.

Counterparts. This Agreement may be executed in one or more counterparts,
each of which shall be deemed an original, but all of which shall together constitute
one and the same instrument. Copies of this Agreement and copies of signatures
on this Agreement, including any such copies delivered electronically as a .pdf file,
shall be treated for all purposes as originals.

Amendments; Waivers. Except as directed by the Commission, this Agreement
may not be amended or modified except if set forth in writing signed by the Party
against whom enforcement is sought to be effective. No forbearance by any Party
to require performance of any provisions of this Agreement shall constitute or be
deemed a waiver of such provision or the right thereafter to enforce it. Any waiver
shall be effective only if in writing and signed by an authorized representative of
the Party making such waiver and only with respect to the particular event to which
it specifically refers.

Assignment. This Agreement (and the Company’s or ESE’s obligations
hereunder) may not be assigned by Company, ESE or Third Party Representatives
without the prior written consent of the non-assigning Party, and any purported
assignment without such consent shall be void. Consent will not be unreasonably
withheld.

Severability. Any provision of this Agreement which is determined by any court or
regulatory body having jurisdiction over this Agreement to be invalid or
unenforceable will be ineffective to the extent of such determination without
invalidating the remaining provisions of this Agreement or affecting the validity or
enforceability of such remaining provisions.

Entire Agreement. This Agreement (including any Exhibits hereto) constitutes
the entire Agreement between the Parties with respect to the subject matter hereof
and any prior or contemporaneous oral or written Agreements or understandings
with respect to such subject matter are merged herein. This Agreement may not
be amended without the written Agreement of the Parties.

No Third-Party Beneficiaries. This Agreement is solely for the benefit of, and
shall be binding solely upon, the Parties and their respective agents, successors,
and permitted assigns. This Agreement is not intended to benefit and shall not be
for the benefit of any party other than the Parties and the indemnified parties
named herein, and no other party shall have any right, claim, or action as a result
of this Agreement.

Force Majeure. No Party shall be liable for any failure to perform its obligations in
connection with this Agreement, where such failure results from any act of God or
governmental action or order or other cause beyond such Party’s reasonable
control  (including, without limitation, any mechanical, electronic, or
communications failure) which prevents such Party from performing under this
Agreement and which such Party is unable to prevent or overcome after the
exercise of reasonable diligence. For the avoidance of doubt a Data Security
Incident is not a force majeure event.
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29.

30.

31.

Relationship of the Parties. Company and ESE expressly agree they are acting
as independent contractors and under no circumstances shall any of the
employees of one Party be deemed the employees of the other for any purpose.
Except as expressly authorized herein, this Agreement shall not be construed as
authority for either Party to act for the other Party in any agency or other capacity,
or to make commitments of any kind for the account of or on behalf of the other.

Construction. This Agreement shall be construed as to its fair meaning and not
strictly for or against any party.

Binding Effect. No portion of this Agreement is binding upon a Party until it is
executed on behalf of that Party in the space provided below and delivered to the
other Party. Prior to such execution and delivery, neither the submission,
exchange, return, discussion, nor the negotiation of this document, whether or not
this document is then designated as a “draft” document, shall have any binding
effect on a Party.

[signature page follows]
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IN WITNESS WHEREOF, the Parties have executed and delivered this Agreement
as of the date first above written.

NATIONAL FUEL GAS DISTRIBUTION ESE
CORPORATION

By: By:
Name: Name:
Title: Title:

16



EXHIBIT A

SELF-ATTESTATION
OF INFORMATION SECURITY CONTROLS

National Fuel Gas Distribution Corporation (“Company”) represents that for all
information received from Third Party in response or pursuant to this Self-Attestation that is
marked CONFIDENTIAL by Third Party (Confidential Self-Attestation Information) Company
shall: (A) hold such Confidential Self-Attestation Information in strict confidence; (B) not disclose
such Confidential Self-Attestation Information to any other person or entity; (C) not Process such
Confidential Self-Attestation Information outside of the United States or Canada; (D) not Process
such Confidential Self-Attestation Information for any purpose other than to assess the adequate
security of Third party pursuant to this Self-Attestation and to work with Third party to permit it
to achieve adequate security if it has not already done so; (E) limit reproduction of such
Confidential Self-Attestation Information; (F) store such Confidential Self-Attestation Information
in a secure fashion at a secure location in the United States or Canada that is not accessible to any
person or entity not authorized to receive such Confidential Self-Attestation Information under the
provisions hereof; (G) otherwise use at least the same degree of care to avoid publication or
dissemination of such Confidential Self-Attestation Information as Company employs (or would
employ) with respect to its own confidential information that it does not (or would not) desire to
have published or disseminated, but in no event less than reasonable care.

The Requirements to complete the Self-Attestation are as follows (check all that apply to Third
Party's computing environment, leave blank all that do not apply to Third Party's computing
environment. For items that do not apply. If there are plans to address items that do not currently
apply within the next 12 months, place an asterisk in the blank and the month/year the requirement
is projected to apply to the Third Party's computing environment), comments regarding plans for
compliance are encouraged:

This SELF-ATTESTATION OF INFORMATION SECURITY CONTROLS
(“Attestation”), is made as of this day of , 20 by
, a third party (“Third Party”) to Company.




EXHIBIT A

WHEREAS, Third Party desires to retain access to certain Confidential Company
Information? (as defined in this Data Security Agreement), Third Party must THEREFORE self-
attest to Third Party’s compliance with the Information Security Control Requirements
(“Requirements”) as listed herein. Third Party acknowledges that non-compliance with any of
the Requirements may result in the termination of Company data access as per the discretion of
Company, in whole or part, for its or their system(s). Any termination process will proceed
pursuant to the Company’s tarHfTariff.

An Information Security Policy is implemented across the Third Party
corporation which includes officer level approval.

An Incident Response Procedure is implemented that includes notification
within 48 hours of knowledge of a potential incident alerting utilities when
Confidential Company Information is potentially exposed, or of any other

potential security breach.

Role-based access controls are used to restrict system access to authorized
users and limited on a need-to-know basis.

Multi-factor authentication is used for all remote administrative access,
including, but not limited to, access to production environments.

All production systems are properly maintained and updated to include
security patches on a periodic basis. Where a critical alert is raised, time is of
the essence, and patches will be applied as soon as practicable.

Antivirus software is installed on all servers and workstations and is
maintained with up-to-date signatures.

All Confidential Company Information is encrypted in transit utilizing
industry best practice encryption methods.

All Confidential Company Information is secured or encrypted at rest utilizing
industry best practice encryption methods, or is otherwise physically secured.

It is prohibited to store Confidential Company Information on any mobile
forms of storage media, including, but not limited to, laptop PCs, mobile

2 “Confidential Company Information” means, collectively, aggregated and customer-specific information that
Company is: (A) required by 52 Pa. Code § 62.76and or (B) any other Data provided to ESE by Company and
marked confidential by the Company at the time of disclosure, or (C) a Company’s operations and/or systems,
including but not limited to log-in credentials, but excludes (i) information which is or becomes generally available
to the public other than as a result of a disclosure by Receiving Party or its Representatives; (ii) information which
was already known to Receiving Party on a non-confidential basis prior to being furnished to Receiving Party by
Disclosing Party; (iii) information which becomes available to Receiving Party on a non-confidential basis from a
source other than Disclosing Party or a representative of Disclosing Party if such source was not subject to any
prohibition against transmitting the information to Receiving Party and was not bound by a confidentiality
agreement with Disclosing Party; (iv) information which was independently developed by the Receiving Party or its
Representatives without reference to, or consideration of, the Confidential Information; or (v) information provided
by the customer with customer consent where the customer expressly agrees that the information is public.
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EXHIBIT A

phones, portable backup storage media, and external hard drives, unless the
storage media or data is encrypted.

All Confidential Company Information is stored in the United States or
Canada only, including, but not limited to, cloud storage environments and
data management services.

Third Party monitors and alerts their network for anomalous cyber activity on
a 24/7 basis.

Security awareness training is provided to all personnel with access to
Confidential Company Information.

Employee background screening occurs prior to the granting of access to
Confidential Company Information.

Replication of Confidential Company Information to non-company assets,
systems, or locations is prohibited.

Access to Confidential Company Information is revoked when no longer
required, or if employees separate from the Third Party.

Additionally, the attestation of the following item is requested, but is NOT part of the
Requirements:

Third Party maintains an up-to-date SOC Il Type 2 Audit Report, or other
security controls audit report.

IN WITNESS WHEREOF, Third Party has delivered accurate information for this
Attestation as of the date first above written.

Signature:

Name:

Title:

Date:




EXHIBIT B

THIRD-PARTY REPRESENTATIVE AGREEMENT
This Third-Party Agreement to be provided to the Company upon request.

l, , have read the Agreement between

(“Company”) and , (“Company”) dated .,
20__ (the "Agreement”) and agree to the terms and conditions contained therein. My
duties and responsibilities on behalf of require me to have access to the

Confidential Information disclosed by Company to the ESE pursuant to the Agreement.

Signature Date



TUS-5
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-5.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Attachment C, Page 8 — Please
explain why self-attestation is sufficient for section 9 and Exhibit A
rather than requiring a Security Operations Center 2 Type Il report from
each entity.

While requiring a Security Operations Center 2 Type Il report (SOC 2
Report) from each entity would serve as one way to provide an
acceptable means of addressing cybersecurity risk, the Company is aware
that many of the NGSs serving its market do not have the resources to
obtain a SOC 2 Report. For now, the Company believes that self-
attestation, subject to audit — see Data Security Agreement Paragraph 9,
is sufficient to address cybersecurity risk.



TUS-6
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO
BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP
DATA REQUEST
DOCKET No. R-2019-3010744

TUS-6. Reference Tariff Supplement No. 207, Attachment C, Page 9 — Please
explain if cyber warfare and cyber terrorism would be covered under the
insurance policies required by section 12.

Response:  While insurance policies without exclusions for cyber warfare and cyber
terrorism are available, the Company is aware that some insurance
policies do exclude and some insurance companies rely upon a “war
exclusion” to avoid claims related to digital attacks.! Policies can,
however, be written to exclude cyber warfare and cyber terrorism from
the “war exclusion”. The Company cannot say what is typical because
the cybersecurity insurance market is relatively new and rapidly
changing.

! Satariano, A. and Perlroth, N. (April 15, 2019). Big Companies Thought Insurance Covered a Cyberattack. They May
Be Wrong. The New York Times. Retrieved from https://www.nytimes.com/2019/04/15/technology/cyberinsurance-
notpetya-attack.html



https://www.nytimes.com/2019/04/15/technology/cyberinsurance-notpetya-attack.html
https://www.nytimes.com/2019/04/15/technology/cyberinsurance-notpetya-attack.html

TUS-7
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-7.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Attachment C, Page 13 — Please
update section 20 to read “the laws of the Commonwealth of
Pennsylvania” rather than “the laws of the State of New York”.

The Company filed an updated Attachment C on July 11, 2019. The
filing is available from the Commission’s web site at:
http://www.puc.state.pa.us//pcdocs/1627081.pdf In addition to updating
section 20 to read “the laws of the Commonwealth of Pennsylvania”
rather than “the laws of the State of New York”, the Company made
other analogous modifications to remove terms applicable to the New
York regulatory environment and replace them, as necessary, with terms
appropriate for the Pennsylvania regulatory environment. These other
modifications, located in Paragraphs 1, 15 and 18, are provided as a part
of the Company’s response to Data Request TUS-4 in redline format.



http://www.puc.state.pa.us/pcdocs/1627081.pdf

TUS-8
Page 1

NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO
BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP
DATA REQUEST
DOCKET No. R-2019-3010744

TUS-8. Reference Tariff Supplement No. 207, Statement in Support per Pa. Code
8 53.52(a), Section (a)(1) — Please provide the following:

A.  Anexplanation how the daily market index price for the
Tennessee Gas Pipeline’s Zone 4 200 Line Trading Hub
referenced in the last paragraph of page 1 is calculated
(average, weighted average, highest price, etc.);

B.  The internal study referenced on page 2 that was used to
determine the new storage inventory thresholds; and

C.  Anexplanation of the test referenced on page 2 that was
conducted relating to the new storage inventory thresholds.

Response:

A. The daily market index price is a “weighted average” — refer to the Company’s Tariff
— Rule 29. MARKET PRICE OF NATURAL GAS on Page No. 35E, Paragraph 1
which states “For use within rate schedules in this Tariff, the Monthly Market Index
(“MMI”) shall be equal to the MCF equivalent of the highest volume weighted average
price during the month, at Tennessee Gas Pipeline’s Zone 4 200 Line Trading Hub,
referred in the SNL Natural Gas Index (“SNL”) as “TGP Z 4 200L” which will serve
as the Company’s Market Index Point. The Daily Market Index (“DMI”) shall be equal
to the MCF equivalent of the volume weighted average price for the applicable date, at
the Market Index Point.”

B. A copy of the internal study referenced on page 2 that was used to determine the new
storage inventory thresholds is provided as an attachment to this response.

C. The Company operated as if the new thresholds were in effect for the past two winter
periods, November 2017-March 2018 and November 2018-March 2019. These winter
periods were 2.0% colder than normal and 0.1% warmer than normal, respectively but
contained some months with much colder average temperatures. For example,



TUS-8
Page 2

December 2017 was 11.6% colder than normal, February 2018 was 17.5% colder than
normal and November 2018 was 22.1% colder than normal. The Company believes
that despite the generally relaxed limits, there was no degradation to system reliability.
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Approval:

Asst. General Manager

Pennsylvania Storage Study
Effective November 2017

Executive
Weather Model
November December January February March Overall

Warmer Than Normal (WTN) 25% 25% 25% 25% 25% 25%
Colder Than Normal (CTN) 5% 5% 20% 20% 20% 15%

Heating Degree Day Distribution by Month
Erie November December January February March Total
Normal HDD's (NOAA 1981-2010) 653 1,012 1,170 1,027 911 4,773
WTN (25%) 490 759 878 770 683 3,580
CTN (15%) 686 1,063 1,404 1,232 1,093 5,478

Historical Weather Extremes Last 30 years

Percentage Year Percentage Year
Coldest 15.6 2013-2014 |Warmest 23.0 2011-2012
2nd Coldest 14.7 2014-2015 |2nd Warmest 19.1 2015-2016
Model 15% Colder Model 25% Warmer
2017-2018 Design Day Capacity
Pipeline/Citygate | Winter Gas Call Storage
Total Contracted (11/17) 95,748 216,646
SATS releases (11/17) (14,225) (16,177)
Available 81,523 29,528 200,469
Proposed Storage Maximums and Minimums Targets

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
PA (25% WTN) Proposed 97% 93% 78% 59% 43% 31%
PA (15% CTN) Proposed 96% 86% 68% 45% 28% 10%

Current Storage Maximums and Minimums Targets

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
PA (20% WTN) Current 97% 92% 80% 60% 45% 31%
PA (15% CTN) Current 96% 87% 65% 44% 29% 10%

Change

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
PA (25% WTN) 0% 1% -2% -1% -2% 0%
PA (15% CTN) 0% -1% 3% 1% -1% 0%
Marketer Program - ESS Inventory Levels

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
Marketer Minimums (2011) 95% 90% 75% 50% 28% 0%
Marketer Minimums Proposed 95% 86% 68% 45% 28% 0%
Change from Proposed 0% -4% 7% -5% 0% 0%

Guidelines for Study:
March EOM is 10% as a Safety factor

February EOM is 28% to preserve deliverability

WTN changed to 25% in 2017 vs 20% previous to match more closely to the 2011-2012 warmest winter in last 30 years

CTN is modeled as occurring late in the winter for reliability purposes

7/12/2019



Pennsylvania Storage Study
Effective November 2017

NORMAL
Nov-17 Dec-17 Jan-18 Feb-18 Mar-18
Total retail (RARA forecast Jun-17) MDT  2,305.270 3,368.334  4,310.759  3,488.029 2,984.874  16,457.266
EOM Storage Bal. If 97% full Nov 1 88% 73% 51% 36% 23%
Storage Available 2017-18 8,787,734
Pipeline and
Pipeline Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Utilized Gas Calls  Storage Total Market Calls Utilized  Storage Max Available | Available/Day | Storage Bal Storage
November 1,482,769 - 822,501 2,305,270 64.32% 35.68%| 2,445,690 962,921 32,097 87.6% 7,965,233
December 2,060,107 - 1,308,227 3,368,334 61.16% 38.84%| 2,527,213 467,106 15,068 72.7% 6,657,006
January 1,958,940 442,920 1,908,899 4,310,759 55.72% 44.28%| 2,527,213 568,273 18,331 50.9% 4,748,107
February 1,730,318 442,920 1,314,791 3,488,029 62.31% 37.69%| 2,282,644 552,326 19,726 35.9% 3,433,316
March 1,822,923 - 1,161,951 2,984,874 61.07% 38.93% 2,527,213 704,290 22,719 22.6% 2,271,365
9,055,057 - 6,516,369 16,457,266 12,309,973 3,254,916 107,942
15% COLD LATE SCENARIO
5% CTN 5% CTN 20% CTN 20% CTN 20% CTN 15% CTN
Nov-17 Dec-17 Jan-18 Feb-18 Mar-18 Winter
Total retail - MDT  2,400.194 3,5616.303  5,090.770  4,103.683 3,500.127  18,611.076
EOM Storage Bal. If 97% full Nov 1 86% 68% 45% 28% 10%
Storage Available 2017-18 8,787,734
Pipeline and
Pipeline Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Utilized Gas Calls  Storage Total Market Calls Utilized  Storage Max Available | Available/Day | Storage Bal Storage
November| 1,464,690 - 935,507 2,400,197 61.02% 38.98%| 2,445,690 981,000 32,700 86.4% 7,852,227
December| 2,178,463 - 1,337,838 3,516,301 61.95% 38.05%| 2,527,213 348,750 11,250 67.6% 6,514,389
January 2,217,213 590,560 2,283,000 5,090,773 55.15% 44.85%| 2,527,213 310,000 10,000 45.1% 4,231,389
February 2,282,644 295280 1,525,756 4,103,680 62.82% 37.18%| 2,282,644 - - 27.6% 2,705,633
March 1,961,463 - 1,538,664 3,500,127 56.04% 43.96% 2,527,213 565,750 18,250 10.1% 1,166,969
10,104,473 885,840 7,620,765 18,611,078 12,309,973 2,205,500 72,200
Winter 2013-14 (15.6% CTN) Actuals Storage Available 2013-14 8,738,677
Pipeline and
Pipeline Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Utilized Gas Calls  Storage Total Market Calls Utilized  Storage Max Available | Available/Day | Storage Bal Storage Weather
November| 1,956,334 - 619,539 2,575,873 75.95% 24.05%| 2,033,430 77,096 2,570 87.6% 8,119,138 | 15.62% CTN
December 1,979,759 - 1,390,996 3,370,755 58.73% 41.27% 2,033,430 53,671 1,731 71.4% 6,728,142 | 3.06% CTN
January 2,509,330 - 2,231,068 4,740,398 52.94% 47.06%| 2,033,430 (475,900), (15,352) 45.2% 4,497,074 | 14.44% CTN
February 2,676,292 - 1,326,470 4,002,762 66.86% 33.14%| 2,033,430 (642,862), (22,959) 29.6% 3,170,604 | 20.74% CTN
March 2,089,570 - 1,430,576 3,520,146 59.36% 40.64% 2,033,430 (56,140) (1,811) 12.8% 1,740,028 | 25.03% CTN
11,211,285 - 6,098,649 18,209,934 10,167,150 (1,044,135) (35,821) 15.60% CTN
25% WARMER THAN NORMAL SCENARIO
25% WTN 25% WTN 25% WTN 25% WTN 25% WTN 25% WTN
Nov-17 Dec-17 Jan-18 Feb-18 Mar-18 Winter
Total retail - MDT ~ 1,830.653 2,628.490 3,335.747 2,718.464 2,340.811 12,854.165
EOM Storage Bal. If 97% full Nov 1 93% 78% 59% 43% 31%
Storage Available 2017-18 8,787,734
Pipeline and
Pipeline Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Utilized Gas Calls  Storage Total Market Calls Utilized Storage Max Available Available/Day | Storage Bal Storage
November 1,455,690 - 374,945 1,830,635 79.52% 20.48%| 2,445,690 990,000 33,000 92.9% 8,412,789
December 1,318,213 - 1,310,268 2,628,481 50.15% 49.85%| 2,527,213 1,209,000 39,000 77.9% 7,102,521
January 1,667,893 - 1,667,858 3,335,751 50.00% 50.00%| 2,527,213 859,320 27,720 58.8% 5,434,663
February 1,358,644 - 1,359,824 2,718,468 49.98% 50.02%| 2,282,644 924,000 33,000 43.3% 4,074,839
March 1,271,713 - 1,069,097 2,340,810 54.33% 45.67% 2,527,213 1,255,500 40,500 31.1% 3,005,742
7,072,153 = 5,781,992 12,854,145 12,309,973 5,237,820 173,220
Winter 2011-12 (23.0 % WTN) Actuals Storage Available 2011-12 9,427,691
Pipeline and
Pipeline Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Utilized Gas Calls  Storage Total Market Calls Utilized Storage Max Available Available/Day | Storage Bal Storage Weather
November| 1,530,297 - 169,391 1,699,688 90.03% 9.97%| 2,346,840 816,543 27,218 94.9% 9,258,300 | 25.04% WTN
December 1,388,274 120,000 1,441,191 2,949,465 51.14% 48.86% 2,425,068 916,794 29,574 79.5% 7,817,109 | 17.22% WTN
January 1,904,597 65,748 1,808,735 3,779,080 52.14% 47.86%| 2,425,068 454,723 14,668 60.3% 6,008,374 | 15.22% WTN
February| 1,404,093 142,454 1,568,750 3,115,297 49.64% 50.36% 2,268,612 722,065 24,899 43.5% 4,439,624 | 17.59% WTN
March 1,022,621 76,706 729,237 1,828,564 60.12% 39.88% 2,425,068 1,325,741 42,766 35.7% 3,710,387 | 44.56% WTN
7,249,882 404,908 5,717,304 13,372,094 11,890,656 4,235,866 139,125 23.00% WTN
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General Manager

Pennsylvania Storage Study
Effective November 2018

Executive
Weather Model
November December January February March Overall

Warmer Than Normal (WTN) 25% 25% 25% 25% 25% 25%
Colder Than Normal (CTN) 5% 5% 20% 20% 20% 15%

Heating Degree Day Distribution by Month
Erie November December January February March Total
Normal HDD's (NOAA 1981-2010) 653 1,012 1,170 1,027 911 4,773
WTN (25%) 490 759 878 770 683 3,580
CTN (15%) 686 1,063 1,404 1,232 1,093 5,478

Historical Weather Extremes Last 30 years

Percentage Year Percentage Year
Coldest 15.6 2013-2014 |Warmest 23.0 2011-2012
2nd Coldest 14.7 2014-2015 |2nd Warmest 19.1 2015-2016
Model 15% Colder Model 25% Warmer
2018-2019 Design Day Capacity
Pipeline/Citygate | Winter Gas Call Storage
Total Contracted (11/18) 95,748 216,646
SATS releases (11/18) (13,732) (15,707)
Available 82,016 29,319 200,939
Proposed Storage Maximums and Minimums Targets

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
PA (25% WTN) Proposed 97% 93% 78% 60% 44% 31%
PA (15% CTN) Proposed 96% 86% 68% 46% 28% 10%

Current Storage Maximums and Minimums Targets

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
PA (25% WTN) Current 97% 93% 78% 59% 43% 31%
PA (15% CTN) Current 96% 86% 68% 45% 28% 10%

Change

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
PA (25% WTN) 0% 0% 0% 1% 1% 0%
PA (15% CTN) 0% 0% 0% 1% 0% 0%
Marketer Program - ESS Inventory Levels

Oct 31 Nov 30 Dec 31 Jan 31 Feb 28 Mar 31
Marketer Minimums (2011) 95% 90% 75% 50% 28% 0%
Marketer Minimums (2017) 95% 86% 68% 45% 28% 0%

No adjustment to marketer requirements needed for 2018-2019

Guidelines for Study:
March EOM is 10% as a Safety factor

February EOM is 28% to preserve deliverability
CTN is modeled as occurring late in the winter for reliability purposes
To address the 2017 marketer changes, waivers were posted after speaking with state's staff. Any further changes would require a tarriff change by April

9/14/2018



Pennsylvania Storage Study
Effective November 2018

NORMAL
Nov-18 Dec-18 Jan-19 Feb-19 Mar-19
Total retail (RARA forecast Jun-18) MDT  2,278.448 3,329.392 4,260.854  3,447.402 2,950.285 16,266.381
EOM Storage Bal. If 97% full Nov 1 90% 73% 50% 34% 20%
Storage Available 2018-19 8,777,402
Planned Winter Purchases Pipeline Pipeline Pipeline Ending Unutilized
Purchases Gas Calls  Storage Total Market Utilized Storage Max Available | Available/Day | Storage Bal Storage
November 1,635,480 - 642,970 2,278,450 71.78% 28.22%| 2,460,480 825,000 27,500 89.8% 8,134,432
December 1,891,496 - 1,437,898 3,329,394 56.81% 43.19%| 2,542,496 651,000 21,000 73.4% 6,696,534
January 1,798,496 439,785 2,022,574 4,260,855 52.53% 47.47%| 2,542,496 744,000 24,000 50.4% 4,673,960
February 1,568,448 439,785 1,439,169 3,447,402 58.25% 41.75%| 2,296,448 728,000 26,000 34.0% 3,234,791
March 1,705,496 - 1,244,796 2,950,292 57.81% 42.19%| 2,542,496 837,000 27,000 19.8% 1,989,995
8,599,416 - 6,787,407 16,266,393 52.87% 41.73%| 12,384,416 3,785,000 125,500
15% COLD LATE SCENARIO
5% CTN 5% CTN 20% CTN 20% CTN 20% CTN 15% CTN
Nov-18 Dec-18 Jan-19 Feb-19 Mar-19 Winter
Total retail - MDT  2,372.267 3,475.639 5,031.754  4,055.882 3,459.543  18,395.085
EOM Storage Bal. If 97% full Nov 1 87% 68% 46% 28% 10%
Storage Available 2018-19 8,777,402
Planned Winter Purchases Pipeline Pipeline Pipeline Ending Unutilized
Purchases Gas Calls _ Storage Total Market Utilized Storage Max Available | Available/Day | Storage Bal Storage
November 1,710,480 - 661,788 2,372,268 72.10% 27.90%| 2,460,480 750,000 25,000 86.6% 8,115,614
December 1,829,496 - 1,646,144 3,475,640 52.64% 47.36%| 2,542,496 713,000 23,000 68.1% 6,469,470
January 2,542,496 586,380 1,902,877 5,031,753 62.18% 37.82%| 2,542,496 - - 46.4% 4,566,593
February 1,932,448 293,190 1,830,244 4,055,882 54.87% 45.13%| 2,296,448 364,000 13,000 28.1% 2,736,349
March 1,852,746 - 1,606,790 3,459,536 53.55% 46.45%| 2,542,496 689,750 22,250 10.1% 1,129,559
9,867,666 879,570 7,647,843 18,395,079 58.42% 41.58%| 12,384,416 2,516,750 83,250
Winter 2013-14 (15.6% CTN) Actuals Storage Available 2013-14 8,738,677
Pipeline and
Actual Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Purchases Gas Calls  Storage Total Market  Calls Utilized Storage Max Available | Available/Day | Storage Bal Storage Weather
November 1,956,334 - 619,539 2,575,873 75.95% 24.05%| 2,033,430 77,096 2,570 87.6% 8,119,138 | 15.62% CTN
December 1,979,759 - 1,390,996 3,370,755 58.73% 41.27%| 2,033,430 53,671 1,731 71.4% 6,728,142 | 3.06% CTN
January 2,509,330 - 2,231,068 4,740,398 52.94% 47.06%| 2,033,430 (475,900) (15,352) 45.2% 4,497,074 | 14.44% CTN
February 2,676,292 - 1,326,470 4,002,762 66.86% 33.14%| 2,033,430 (642,862) (22,959) 29.6% 3,170,604 | 20.74% CTN
March 2,089,570 - 1,430,576 3,520,146 59.36% 40.64%| 2,033,430 (56,140) (1,811) 12.8% 1,740,028 | 25.03% CTN
11,211,285 - 6,998,649 18,209,934 61.57% 38.43%| 10,167,150  (1,044,135) (35,821) 15.60% CTN
25% WARMER THAN NORMAL SCENARIO
25% WTN 25% WTN 25% WTN  25% WTN 25% WTN 25% WTN
Nov-18 Dec-18 Jan-19 Feb-19 Mar-19 Winter
Total retail - MDT  1,809.357 2,598.158 3,297.228 2,686.803 2,313.711  12,705.256
EOM Storage Bal. If 97% full Nov 1 93% 78% 60% 44% 31%
Storage Available 2018-19 8,777,402
Planned Winter Purchases Pipeline Pipeline Pipeline Ending Unutilized
Purchases Gas Calls _ Storage Total Market Utilized Storage Max Available | Available/Day | Storage Bal Storage
November 1,432,980 - 376,383 1,809,363 79.20% 20.80%| 2,460,480 1,027,500 34,250 92.9% 8,401,019
December 1,302,496 - 1,295,668 2,598,164 50.13% 49.87%| 2,542,496 1,240,000 40,000 78.1% 7,105,351
January 1,674,496 - 1,622,737 3,297,233 50.78% 49.22%| 2,542,496 868,000 28,000 59.6% 5,482,614
February 1,344,448 - 1,342,354 2,686,802 50.04% 49.96%| 2,296,448 952,000 34,000 44.3% 4,140,260
March 1,147,496 - 1,166,241 2,313,737 49.59% 50.41%| 2,542,496 1,395,000 45,000 31.0% 2,974,019
6,901,916 - 5,803,383 12,705,299 54.32% 45.68%| 12,384,416 5,482,500 181,250
Winter 2011-12 (23.0 % WTN) Actuals Storage Available 2011-12 9,427,691
Pipeline and
Actual Winter Winter Gas Pipeline Pipeline Pipeline Ending Unutilized
Purchases Gas Calls  Storage Total Market  Calls Utilized Storage Max Available | Available/Day | Storage Bal Storage Weather
November 1,530,297 - 169,391 1,699,688 90.03% 9.97%| 2,346,840 816,543 27,218 94.9% 9,258,300 | 25.04% WTN
December 1,388,274 120,000 1,441,191 2,949,465 51.14% 48.86%| 2,425,068 916,794 29,574 79.5% 7,817,109 | 17.22% WTN
January 1,904,597 65,748 1,808,735 3,779,080 52.14% 47.86%| 2,425,068 454,723 14,668 60.3% 6,008,374 | 15.22% WTN
February 1,404,093 142,454 1,568,750 3,115,297 49.64% 50.36%| 2,268,612 722,065 24,899 43.5% 4,439,624 | 17.59% WTN
March 1,022,621 76,706 729,237 1,828,564 60.12% 39.88%| 2,425,068 1,325,741 42,766 35.7% 3,710,387 | 44.56% WTN
7,249,882 404,908 5,717,304 13,372,094 57.24% 42.76%| 11,890,656 4,235,866 139,125 23.00% WTN
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NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-9.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Statement in Support per Pa. Code
8 53.52(a), Section (a)(10) — Please provide the date(s) that the natural
gas suppliers, Daily Metered Transportation customers, and Daily
Metered Large Manufacturing Transportation customers were notified of
the changes in Supplement No. 207.

Natural Gas Suppliers were notified of the changes in Supplement No.
207 via web posting (to the Company’s web site) on June 14, 2019 and
email on June 16, 2019. The Daily Metered Transportation customers,
and Daily Metered Large Manufacturing Transportation customers were
notified of the changes in Supplement No. 207 via mail on June 26, 2019.
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NATIONAL FUEL GAS DISTRIBUTION CORPORATION
PENNSYLVANIA DIVISION
RESPONSE TO

BUREAU OF TECHNICAL UTILITY SERVICES-ENERGY INDUSTRY GROUP

TUS-10.

Response:

DATA REQUEST
DOCKET No. R-2019-3010744

Reference Tariff Supplement No. 207, Attachment C — Please explain if
all natural gas suppliers’ electronic data interchange service providers
will be required to sign a Data Security Agreement.

No — as provided in a footnote to Data Security Agreement (“DSA”)
Section 2, Scope of the Agreement: “This Agreement shall govern
security practices of ESEs that have electronic communications, other
than email, with the Company...” The Company utilizes a third-party
EDI Service Provider (“Company EDISP”) which acts as a buffer
between the Company’s data systems and those of the natural gas
suppliers’ EDI service providers (“NGS EDISPs”). As a result NGS
EDISPs do not have electronic communications, other than email, with
the Company, rather they have electronic communications with the
Company’s EDISP.

This EDI configuration is not typical; most utilities provide EDI
functionality in-house and thereby have direct electronic
communications, other than email, with those utilities.

The Company EDISP will be required to sign a DSA and will be subject
to the audit provisions therein. NGS EDISPs are subcontractors to each
NGS; whereas the Company has a direct contractual relationship with
each NGS, the Company has no relationship with the NGS EDISPs
except for the cases where the NGS happens to use the same third-party
EDI Service Provider as does the Company.

Within the DSA, NGS EDISPs are Third-Party Representatives. The
NGS, which is the party that has a direct contractual relationship with its
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EDI service provider, is responsible for ensuring that its EDISP does not
cause the NGS to breach the DSA.



Verification

I, Michael E. Novak, hereby state that the facts above set forth are true and correct to the best of my
knowledge, information and belief, and that | expect to be able to prove the same at a hearing held in
this matter. | understand that the statements herein are made subject to the penalties of 18 Pa. C.S. §

4904 (relating to unsworn falsification to authorities).

Michael E. Novak

This 16th day of July, 2019
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