po T 17 North Second Street
& 12th Floor
CI_IE I I _ Harrisburg, PA 17101-1601
717-731-1970 Main

ATTORNEYS AT LAW 717-731-1885 Main Fax
www.postschell.com

Devin Ryan

dryan@postschell.com
717-612-6052 Direct
717-731-1981 Direct Fax
File #: 167945

Tuly 17, 2019

VIA ELECTRONIC FILING

Rosemary Chiavetta, Secretary
Pennsylvania Public Utility Commission
Commonwealth Keystone Building

400 North Street, 2nd Floor North

P.O. Box 3265

Harrisburg, PA 17105-3265

Re:  Lawrence and Debra Esposito v. PPL Electric Utilities Corporation
Docket No. C-2019-3007334

Dear Secretary Chiavetta:

Enclosed for filing is the Motion of PPL Electric Utilities Corporation to Compel Responses to
Discovery Propounded on Lawrence and Debra Esposito — Set I in the above-referenced
proceeding. Copies will be provided as indicated on the Certificate of Service.

Respectfully submitted,
Devin Ryanﬁf\

DTR/dmc
Enclosure

cc: Honorable Elizabeth Barnes (w/enclosure)
Certificate of Service

ALLENTOWN  HARRISBURG LANCASTER PHILADELPHIA PITTSBURGH PRINCETON WASHINGTON, D.C.

A PENNSYLVANIA PROFESSIONAL CORPORATION



CERTIFICATE OF SERVICE

I hereby certify that a true and correct copy of the foregoing has been served upon the following
persons, in the manner indicated, in accordance with the requirements of 52 Pa. Code § 1.54
(relating to service by a participant).

VIA E-MAIL AND REGULAR MAIL

Lawrence and Debra Esposito
4239 High Road

Cresco, PA 18326
E-mail:choochcavone@verizon.net

Date: July 17,2019 ?

Devin T. Ryan

18304886v1
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BEFORE THE
PENNSYLVANIA PUBLIC UTILITY COMMISSION
Lawrence and Debra Esposito,
Complainants,
v. Docket No. C-2019-3007334
PPL Electric Utilities Corporation, .

Respondent.

MOTION OF PPL ELECTRIC UTILITIES CORPORATION TO
COMPEL RESPONSES TO
DISCOVERY PROPOUNDED ON LAWRENCE AND DEBRA ESPOSITO —-SET I

TO ADMINISTRATIVE LAW JUDGE ELIZABETH H. BARNES:

Pursuant to 52 Pa. Code §§ 5.342(g) and 5.349(d), PPL Electric Utilities Corporation
(“PPL Electric” or the “Company”) hereby files this Motion to Compel Responses to Discovery
Propounded on Lawrence and Debra Esposito (“Complainants”) — Set I. In support of its
Motion, PPL Electric states as follows:

I INTRODUCTION

1. On June 11, 2019, PPL Electric served Interrogatories and Requests for
Production of Documents on the Complainants — Set [ (“PPL to Complainants Set I”’) via email
and certified mail. A true and correct copy of PPL to Complainants Set I is attached hereto and
marked as Appendix A.

2. Pursuant to the Commission’s regulations, objections to PPL to Complainants Set

I were due on or before June 21, 2019, and responses were due on or before July 1, 2019.

18997829v4



3. The Complainants pever served any objections to PPL to Complainants Set I by
June 21, 2019.

4. On July 8, 2019, the Complainants served their responses to PPL to Complainants
Set I. However, the Complainants refused to provide or did not provide the information and
materials requested in PPL to Complainants Set I, Questions 2, 3, and 4. A true and correct copy
of the Complainants’ responses PPL to Complainants Set I is attached hereto and marked as
Appendix B.

5. On July 16, 2019, counsel for PPL Electric sent the Complainants a detailed email
about the deficiencies with the discovery responses.

6. As of filing this Motion, the Complainant has not responded to the Company’s
email about the deficiencies in their discovery responses.

7. To date, the Complainants have never sent complete responses to PPL to
Complainant Set I, Questions 2, 3, and 4.

11 MOTION TO COMPEL

8. PPL Electric requests that Administrative Law Judge Elizabeth H. Barnes
(“ALJ”) compel responses to PPL to Complainants Set I, Questions 2, 3, and 4.

0. Under 52 Pa. Code § 5.321(c), a party is entitled to obtain discovery of any matter
not privileged that is relevant to the pending proceeding, or any matter that is reasonably
calculated to lead to the discovery of admissible evidence. Discovery is permitted regardless of
whether the information sought “relates to the claim or defense of the party seeking discovery or
to the claim or defense of another party.” Id.

10.  Objections to interrogatories and requests for production of documents must be
served within 10 days of the date the discovery was served. 52 Pa. Code §§ 5.342(e), 5.349(d).
Objecting parties remain under an obligation to provide timely answers to interrogatories or
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subparts of interrogatories to which they did not object. Id. § 5.342(f). Further, objections must
be contained in a document separate from an answer. Id. §§ 5.342(c), 5.349(d).!

11.  Answers to written interrogatories must “[ajnswer each interrogatory fully and
completely unless an objection is made.” Id. § 5.342(a)(4). Answers must be served within 20
days after service of the interrogatories. Id. § 5.342(d).

12.  Similarly, a party shall serve a response to a request for documents within 20 days
after the service of the request. Jd. § 5.349(d). The requesting party may move to compel a
response to a request for documents with respect to a failure to respond to the request. See id.

13.  As explained herein, the Complainants have failed to comply with the
Commission’s discovery rules by failing to provide full and complete responses to PPL to
Complainants Set I, Questions 2, 3, and 4 and produce the documents sought by these requests.

14, For the reasons stated in more detail below, the ALJ should direct the
Complainants to answer fully PPL to Complainants Set I, Questions 2, 3, and 4. Moreover,
should the ALJ grant PPL Electric’s Motion to Compel and the Complainants fail to timely
provide full and complete responses to Complainants Set I, Questions 2, 3, and 4, PPL Electric
intends to file a Motion for Sanctions pursuant to 52 Pa. Code §§ 5.371(a) and 5.372(a).

A. PPL TO COMPLAINANTS SET I, QUESTION 2

15.  PPL to Complainants-I-2 requests the following:

Please identify all wireless phones, cellphones, microwaves,
wireless routers, wifi networks, tablets, computers, Bluetooth
speakers, wireless security systems, smart speakers (e.g., Amazon
Echo), garage door openers, baby monitors, and walkie talkies that
are contained in or used in the house.

16.  The Complainants’ response to PPL to Complainants-I-2 states:

! The Complainants did not serve objections to discovery. Therefore, Complainants’ failure to provide full
and complete responses to discovery requests operate, in effect, as untimely objections.

3
18997829v4



1. Listed below are all such devices which we are being forced by
law to have in our home against our will, and against our rights as
U.S. citizens. The devices listed below are all the devices listed in
your request that you have the right to know about without a
warrant.

a. SUCH DEVICES: NONE

17.  As explained above, Section 5.342(a)(4) requires a party to fully and completely
answer an interrogatory. 52 Pa. Code § 5.342(a)(4). In addition, a party has a duty to amend its
prior responses to discovery réquests when the information contained therein is incomplete. Id.
§ 5.332(2).

18.  The response served by the Complainants was non-responsive and incomplete
because they refused to answer the interrogatory on the grounds that the Company allegedly
cannot have access to this information “without a warrant.”

19.  However, the deadline to serve any objections was June 21, 2019.

20.  The Complainants’ response was served on July 8, 2019.

21.  Therefore, the Complainants waived their right to object to this interrogatory.

22.  In addition, PPL Electric’s interrogatory does not and cannot violate the
Compl\ainants’ constitutional rights.

23.  For there to be a deprivation of constitution rights, two elements must be met: (1)
“the deprivation must be caused by the exercise of some right or privilege created by the state™;

and (2) “the party charged with the deprivation must be a person who may fairly said to be a

state actor.” Commonwealth v. Corley, 491 A.2d 829, 832 (Pa. 1985) (emphasis added) (quoting
Lugar v. Edmonson Oil Co., 457 U.S. 922, 937 (1982)); see Commonwealth v. Demor, 942 A.2d
898, 899-900 (Pa. Super. 2008) (applying principles outlined in Corley to Fourth Amendment

analysis); W. Pa. Socialist Workers 1982 Campaign v. Conn. General Life Ins. Co., 485 A.2d 1,
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5-6 (Pa. Super. 1984) (“[T]he search and seizure provisions of Article 1, section 8, have been
held inapplicable to the conduct of private parties.”) (citations omitted).

24.  Here, PPL Electric is a utility corporation, not a state actor. In Jackson v.
Metropolitan Edison Co., the U.S. Supreme Court found that a fellow Pennsylvania electric
utility, i.e., Metropolitan Edison Company, was not a state actor, even though it arguably had
“monopoly power” and “provided an essential public service required to be supplied on a
reasonably continuous basis.” Jackson v. Metropolitan Edison Co., 419 U.S. 345, 351-53
(1974). Therefore, in keeping with the U.S. Supreme Court’s holding in Jackson, PPL Electric
similarly is not a state actor.

25.  Thus, PPL Electric cannot, by propounding this interrogatory and demanding a
response, violate the Complainants’ constitutional rights, including the Fourth Amendment of the
U.S. Constitution.

26.  Moreover, the information requested about Complainants’ exposure to other
devices that emit radio frequency (“RF”) fields is highly relevant to the issues raised in the case.

27.  The Complainants claim that they have health concerns about RF fields from AMI
meters. As the testimony of PPL Electric’s expert witness on RF exposures — Dr. Christopher
Davis — will demonstrate, however, the RF exposure received from use of a cell phone and other
devices is far higher than from an AMI meter.

28.  Infact, in the Formal Complaint, the Complainants provided a cell phone number.
(Complaint 1.)

29.  PPL Electric is entitled to show how the RF exposures from the Complainants’

devices and appliances, including any cell phones, compare to those from the AMI meter.
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30.  Finally, PPL Electric did not ask about the “devices which [the Complainants] are
being forced by law to have in [their] home,” as interpreted by the Complainants.

31.  PPL Electric specifically requested that the Complainants “identify all wireless
phones, cellphones, microwaves, wireless routers, wifi networks, tablets, computers, Bluetooth
speakers, wireless security systems, smart speakers (e.g., Amazon Echo), garage door openers,
baby monitors, and walkie talkies that are contained in or used in the house.”

32.  Therefore, any attempt by the Complainants to limit the scope of the interrogatory
otherwise should be rejected.

33.  For these reasons, the ALJ should direct the Complainant to answer fully PPL to
Complainant Set I, Question 2.

B. PPL TO COMPLAINANTS SET I, QUESTION 3

34,  PPL to Complainants-I-3 requests the following:

Please state whether you or any member of your household uses a
cell phone. If so, please provide the make and model of each cell
phone and, for each phone identified, provide 12 months of phone
bills or other records of actual cell phone usage.

35.  The Complainants’ response to PPL to Complainants-I-3 states:
1. Listed below are all such devices which we are being forced by
law to have in our home against our will, and against our rights as
U.S. citizens. The devices listed below are all the devices listed in

your request that you have the right to know about without a
warrant.

a. SUCH DEVICES: NONE

36.  As explained above, Section 5.342(a)(4) requires a party to fully and completely
answer an interrogatory. 52 Pa. Code § 5.342(a)(4). In addition, a party has a duty to amend its
prior responses to discovery requests when the information contained therein is incomplete. /d

§ 5.332(2).
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37.  The response served by the Complainants was non-responsive and incomplete
because they refused to answer the interrogatory on the grounds that the Company allegedly
cannot have access to this information “without a warrant.”

38.  However, the deadline to serve any objections was June 21, 2019.

39.  The Complainants’ response was served on July 8, 2019.

40.  Therefore, the Complainants waived their right to object to this interrogatory.

41. In addition, PPL Electric’s interrogatory does not and cannot violate the
Complainants’ constitutional rights.

42.  For there to be a deprivation of constitution rights, two elements must be met: (1)
“the deprivation must be caused by the exercise of some right or privilege created by the state”;

and (2) “the party charged with the deprivation must be a person who may fairly said to be a

state actor.” Commonwealth v. Corley, 491 A.2d 829, 832 (Pa. 1985) (emphasis added) (quoting
Lugar v. Edmonson Oil Co., 457 U.S. 922, 937 (1982)); see Commonwealth v. Demor, 942 A.2d
898, 899-900 (Pa. Super. 2008) (applying principles outlined in Corley to Fourth Amendment
analysis); W. Pa. Socialist Workers 1982 Campaign v. Conn. General Life Ins. Co., 485 A.2d 1,
5-6 (Pa. Super. 1984) (“[TThe search and seizure provisions of Article 1, section 8, have been
held inapplicable to the conduct of private parties.”) (citations omitted).

43,  Here, PPL Electric is a utility corporation, not a state actor. In Jackson v.
Metropolitan Edison Co., the U.S. Supreme Court found that a fellow Pennsylvania electric
utility, i.e., Metropolitan Edison Company, was not a state actor, even though it arguably had
“monopoly power” and “provided an essential public service required to be supplied on a

reasonably continuous basis.” Jackson v. Metropolitan Edison Co., 419 U.S. 345, 351-53
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(1974). Therefore, in keeping with the U.S. Supreme Court’s holding in Jackson, PPL Electric
similarly is not a state actor.

44.  Thus, PPL Electric cannot, by propounding this interrogatory and demanding a
response, violate the Complainants’ constitutional rights, including the Fourth Amendment of the
U.S. Constitution.

45.  Moreover, the information requested about Complainants’ exposure to other
devices that emit RF fields is highly relevant to the issues raised in the case.

46.  The Complainants claim that they have health concerns about RF fields from AMI
meters. As the testimony of PPL Electric’s expert witness on RF exposures — Dr. Christopher
Davis — will demonstrate, however, the RF exposure received from use of a cell phone and other
devices is far higher than from an AMI meter.

47.  In fact, in the Formal Complaint, the Complainants provided a cell phone number.
(Complaint § 1.)

48.  PPL Electric is entitled to: (1) show how the RF exposures from the cell phone
use compare to those from the AMI meter; and (2) discover the billing records needed to
quantify the amount of time that the Complainants choose to use their cell phones.

49.  Finally, PPL Electric did not ask about the “devices which [the Complainants] are
being forced by law to have in [their] home,” as interprgted by the Complainants.

50.  PPL Electric specifically requested that the Complainants “identify all wireless
phones, cellphones, microwaves, wireless routers, wifi networks, tablets, computers, Bluetooth
speakers, wireless security systems, smart speakers (e.g., Amazon Echo), garage door openers,

baby monitors, and walkie talkies that are contained in or used in the house.”
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51.

Therefore, any attempt by the Complainants to limit the scope of the interrogatory

otherwise should be rejected.

52.

Based on the foregoing, the ALJ should direct the Complainant to answer fully

PPL to Complainant Set I, Question 3.

C.

53.

54.

18997829v4

PPL TO COMPLAINANTS SET I, QUESTION 4

PPL to Complainants-I-4 requests the following:

(@)

(b)

(d)

(©)

Please state every health condition you claim was caused by a smart meter
or will be caused or worsened by the installation of PPL Electric’s new
smart meter.

Please provide the date that every health condition identified in subpart (a)
began.

Please provide copies of all your medical records of every health condition
identified in subpart (a).

For each alleged health condition that you do not have medical records for
in response to subpart (c), please state whether such condition was
diagnosed by a medical professional. If so, please provide the name,
address, and telephone number of the medical professional and the date of
the diagnosis.

For each of the alleged health conditions identified in subpart (a), please
state whether you have been prescribed any therapy or treatment for the
condition by a medical professional. If so, please identify the therapy or
treatment, provide the name, address, and telephone number of the
prescribing medical professional, and provide the date the therapy or
treatment was prescribed.

The Complainants’ response to the question states:

1. We choose not to disclose any Personal Health Information.

a. PA Code Title 28, Health and Safety. Chapter 115,
Medical Record Services. Section 115.27, Confidentiality
of Medical Records. - “All records shall be treated as
confidential. Only authorized personnel shall have access to
the records. The written authorization of the patient shall be
presented and then maintained in the original record as
authority for release of medical information outside the
hospital.”



b. PA Code Title 28, Health and Safety, Chapter 563.
Medical Records, section 563.9, Confidentiality of Medical
Records - “Records shall be treated as confidential. Only
authorized personnel shall have access to the records. The
written authorization of the patient shall be presented and
then maintained in the original record as authority for
release of medical information outside the ASF.”

55. As explained above, Section 5.342(a)(4) réquires a party to fully and completely
answer an interrogatory. 52 Pa. Code § 5.342(a)(4). In addition, a party has a duty to amend its
prior responses to discovery requests when the information contained therein is incomplete. Id
§ 5.332(2).

56. The response served by the Complainants to Question 4 was non-responsive and
incomplete.

57.  The Complainants simply state that they refuse “to disclose any Personal Health

Information” and cite 28 Pa. Code §§ 115.27 and 563.9 as support that such information is

confidential.
58.  However, the deadline to serve any objections was June 21, 2019.
59.  The Complainants’ response was served on July §, 2019.
60.  Therefore, the Complainants waived their right to object to interrogatory.
61.  Moreover, the Complainants allege that the new AMI meter will cause, contribute

to, or exacerbate adverse health effects.

62.  Therefore, the Complainants’ medical records and conditions are highly relevant
to this case.

63.  Yet, the Complainants have refused to provide: (1) any medical records about the
health conditions that they allege will be caused by, contributed to, or exacerbated by the new
AMI meter; and (2) if there are no medical records for those health conditions, information about
whether those conditions were diagnosed by a medical professional.

10
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64.  The Complainants should be directed to provide a full and complete response to
this interrogatory.
65.  Furthermore, Section 5.365(c)(4) of the Commission’s regulations states:
Prior to the issuance of a protective order, a party may not refuse to
provide information which the party reasonably believes to be
proprietary to a party who agrees to treat the information as if it
were covered by a protective order until the presiding officer or the
Commission issues the order or determines that issuance of the
order would not be appropriate. The party claiming the privilege

shall file a petition for protective order under subsection (a) within
14 days of the date the request for information was received.

52 Pa. Code § 5.365(c)(4).

66. Here, concurrent with the filing of the instant Motion, PPL Electric is filing a
Motion for Protective Order, which would protect the Complainants’ medical records and
information from unauthorized public disclosure.

67.  PPL Electric hereby agrees to treat such information as confidential as though it
were governed by the terms of a protective order. Thus, under Section 5.365(c)(4), the
Complainant cannot refuse to provide this information to the Company.

68.  Finally, Sections 115.27 and 563.9 of the Department of Health’s regulations
apply to licensed general and special hospitals and to ambulatory surgical facilities (“ASFs”),
respectively. See 28 Pa. Code §§ 101.1, 101.3, 551.1, 551.2.

69.  PPL Electric is not such an institution, so those regulations do not apply to the
Company.

70.  Nevertheless, PPL Electric recognizes the Complainants wish to protect their
medical records and information from public disclosure.

71.  Therefore, as mentioned previously, PPL Electric agrees to treat such records and

-

information as confidential and will file a Motion for Protective Order.

11
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72.  For these reasons, the ALJ should direct the Complainant to answer fully PPL to
Complainant Set I, Question 4.

M. SANCTIONS

73.  Upon the motion of a party, the presiding officer may make an appropriate order
for sanctions if a party fails to answer or otherwise respond to a discovery request or refuses to
obey an order of the presiding officer respecting discovery. See 52 Pa. Code § 5.371(a).

74.  In ruling upon a motion for sanctions, the presiding officer may, among other
things, issue: (1) “[a]n order that the matters regarding which the questions were asked, the
character or description of the thing or land, the contents of the paper, or other designated fact
shall be taken to be established for the purposes of the action in accordance with the claim of the
party obtaining the order”; (2) [a]n order refusing to allow the disobedient party to support or
oppose designated claims or defenses, or prohibiting the party from introducing in evidence
designated documents, things or testimony”; and (3) “[a]n order striking out pleadings or parts
thereof, staying further proceedings until the order is obeyed, or entering a judgment against the
disobedient party or individual advising the disobedience.” Id. § 5.372(a)(1)-(3).

75.  If the Complainants fail to provide full and complete responses to PPL Electric’s
discovery requests by approximately 30 days before the September 9, 2019 hearing, PPL Electric
will be deprived of a reasonable opportunity to prepare for the hearing and respond to the
Complainant’s claims. |

76.  Accordingly, the Company respectfully requests that if the Complainants fail to
produce the information and documents related to any of their claims by August 12, 2019, then
the Complainants should be barred from litigating the corresponding claim(s).

77.  For example, if the Complainants fail to produce their medical records to verify
the existence of any claimed medical conditions or issues, then the Complainants would be
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precluded from litigating claims that the installation of PPL Electric’s AMI meter would cause,
contribute to, or exacerbate adverse health effects.

78.  Similarly, if the Complainants fail to produce information about their current
exposure to RF fields as requested in Questions 2 and 3, including but not limited to bills
showing the extent of their cell phone use, then the Complainants would be precluded from
litigating claims that PPL Electric’s AMI meter would expose them to unreasonable levels of RF
fields.

79.  Finally, to the extent that this Motion is granted and the Complainants fail to
answer fully PPL to Complainants Set I, or otherwise comply with the ALJ’s order, PPL Electric
intends to file an appropriate motion pursuant to 52 Pa. Code §§ 5.371(a) and 5.372(a) to dismiss
the Complaint with prejudice.

80.  The Commission has regularly dismissed AMI meter complaints with prejudice
due to the complainants’ failure to answer discovery in compliance with the presiding
administrative law judge’s orders granting motions to compel. See, e.g., Carol Sojda & Carol
Lutzkanin v. Metropolitan Edison Co., Docket No. C-2017-2638350, pp. 7-8 (Jan. 9, 2019),
adopted, Docket No. C-2017-2638350 (Order entered Mar. 28, 2019); Kimberly Beckmann v.
Metropolitan Edison Co., Docket No. C-2017-2613702, pp. 7-10 (Jan. 31, 2019), adopted,
Docket No. C-2017-2613702 (Order entered Apr. 11, 2019); Darlene Stanton v. Pennsylvania
Electric Co., Docket No. C-2018-3001144, pp. 6-11 (May 10, 2019), adopted, Docket No. C-
2018-3001144 (Order entered July 11, 2019); Diana Cook v. West Penn Power Co., Docket No.
C-2018-3003051, pp. 6-10 (May 1, 2019), adopted, Docket No. C-2018-3003051 (Order entered

Tuly 11, 2019).
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IV. CONCLUSION

For the reasons set forth above, PPL Electric Utilities Corporation respectfully requests
that Administrative Law Judge Elizabeth H. Barnes grant this Motion to Compel Responses to
Discovery and direct Lawrence and Debra Esposito to answer fully PPL to Complainant Set L, as

described above within three (3) days from the date of the order.

Respectfully submitted,
_ =
Kimberly A. Klock (ID # 89716) Devin T. Ryan (ID # 316602)
Michael J. Shafer (ID # 205681) Garrett P. Lent (ID # 321566)
PPL Services Corporation Post & Schell, P.C.
Two North Ninth Street 17 North Second Street, 12th Floor
Allentown, PA 18101 Harrisburg, PA 17101-1601
Phone: 610-774-2599 Phone: 717-731-1970
Fax: 610-774-4102 Fax:  717-731-1985
E-mail: kklock@pplweb.com E-mail: dryan@postschell.com
mjshafer@pplweb.com glent@postschell.com

Curtis S. Renner (ID # 326488)
Watson & Renner

1901 Pennsylvania Avenue, NW
Suite 1005 - ENS

Washington, DC 20006

Phone: 202-737-6302

E-mail: crenner@w-r.com

Date: July 17, 2019 Attorneys for PPL Electric Utilities Corporation
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APPENDIX A

Interrogatories and Requests for Production of Documents
Propounded by PPL Electric Utilities Corporation on
Lawrence and Debra Esposito — Set I
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poST& \\ 17 North Second Street
12th Floor
C] l EI l Harrisburg, PA 17101-1601
re 717-731-1970 Main
ATTORNEYS AT LAW 717-731-1985 Main Fax
www.postschell.com

Devin Ryan

dryan@postschell.com
717-612-6052 Direct
717-731-1981 Direct Fax
File #: 167945

June 11, 2019

VIA CERTIFIED MAIL (7017 1450 0002 3778 1144)
VIA E-MAIL

Lawrence & Debra Esposito
4239 High Road
Cresco, PA 18326

Re:  Lawrence and Debra Esposito v. PPL Electric Utilities Corporation
Docket No. C-2019-3007334

Dear Mr. & Mrs. Esposito:

Enclosed are the Interrogatories and Requests for Production of Documents Propounded by PPL
Electric Utilities Corporation on Lawrence & Debra Esposito — Set I in the above-referenced
proceeding. Copies will be provided as indicated on the Certificate of Service.

Please provide answers to the enclosed discovery within twenty (20) days of the date of service,
pursuant to 52 Pa. Code § 5.342.

Sincerely,

-

DevindI'{yan
DTR/jl

Enclosures

cc: Rosemary Chiavetta, Secretary (Letter & Certificate of Seri{ice Only)
Certificate of Service

ALLENTOWN HARRISEURG LANCASTER PHILADELPHIA PITTSBURGH PRINCETON WASHINGTON, D.C.

A PENNSYLVANIA PROFESSIONAL CORPORATION
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CERTIFICATE OF SERVICE

I hereby certify that a true and correct copy of the foregoing has been served upon the following
persons, in the manner indicated, in accordance with the requirements of 52 Pa. Code § 1.54
(relating to service by a participant).

VIA E-MAIL AND CERTIFIED MAIL

Lawrence and Debra Esposito
4239 High Road

Cresco, PA 18326
E-mail:choochcavone(@verizon.net

Date: June 11,2019 e T R ]
Devin T. Ryan
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BEFORE THE
PENNSYLVANIA PUBLIC UTILITY COMMISSION

Lawrence and Debra Esposito,
Complainant
V. Docket No. C-2019-3007334
PPL Electric Utilities Corporation, : |

Respondent

INTERROGATORIES AND REQUESTS FOR
PRODUCTION OF DOCUMENTS PROPOUNDED BY
PPL ELECTRIC UTILITIES CORPORATION ON
LAWRENCE & DEBRA ESPOSITO - SET 1

Pursuant to 66 Pa.C.S. § 333 and 52 Pa. Code §§ 5.341 et seq., PPL Electric Utilities
Corporation (“PPL Electric”) propounds the following Interrogatories and Requests for
Production of Documents (hereinafter, “discovery requests”) on Lawrence & Debra Esposito
(“Complainant’) — Set L.

INSTRUCTIONS AND DEFINITIONS
1. The “Responding Party,” “you,” or “your” means the party to which these
discovery requests are propounded and/or all attorneys, agents, affiliates, subsidiaries,

employees, consultants, members, constituents, and representatives acting on behalf of the

Responding Party.
2. “Commission” means the Pennsylvania Public Utility Commission,
3. To “identify” a natural person means to state that person’s full name, title or

position, employer, last known address, and last known telephone number.
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4, To “identify” a business entity means to state the full name of such business, the
form of the business, and its location or address.
5. To “identify” a “document” means to provide all of the following information

irrespective of whether the document is deemed privileged or subject to any claim of privilege:

a. The title or other means of identification of each such document;

b. The date of each such document;

C. The author, preparer or signer of each such document; and

d. A description of the subject matter of such document sufficient to permit

an understanding of its contents and importance to the testimony or
position being examined and the present or last known location of the
document. The specific nature of the document should also be stated (e.g.,
letter, business record, memorandum, computer print-out, etc.).

In lieu of “identifying” any document, it shall be deemed a sufficient compliance with these
discovery requests to attach a copy of each such document to the answers hereto and reference
said document in the particular interrogatory to which the document is responsive.

6. “Document” means the original and all drafts of all written and graphic matter,
however produced or reproduced, of any kind or description, whether or not sent or received,
and all copies thereof which are different in any way from the original (whether by
interlineation, date-stamp, notarization, indication of copies sent or received, or otherwise),
including without limitation, any paper, book, account, photograph, blueprint, drawing, sketch,
schematic, agreement, contract, memorandum, press release, circular, advertising material,
correspondence, letter, telegram, telex, object, report, opinion, investigation, record, transcript,
hearing, meeting, study, notation, working paper, summary, intra-office communication, diary,
chart, minutes, index sheet, computer software, computer-generated records or files, however
stored, check, check stub, delivery ticket, bill of lading, invoice, record or recording or
summary of any telephone or other conversation, or of any interview or of any conference, or
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any other written, recorded, transcribed, punched, taped, filmed, or graphic matter of which the
Responding Party has or has had possession, custody or control, or of which the Responding
Party has knowledge.

7. “Communication” means any manner or form of information or message
transmission, however produced or reproduced, whether as a document as herein defined, or
orally or otherwise, which is made, distributed, or circulated between or among persons, or

data storage or processing units.

3. “Date” means the exact day, month, and year, if ascertainable, or if not, the best
approximation thereof.
9. Items referred to in the singular include those in the plural, and items referred to

in the plural include those in the singular.

10,  Items referred to in the masculine inélude those in the feminine, and items
referred to in the feminine include those in the masculine.

11,  The answers provided to these discovery requests should first restate the
question asked and identify the person(s) supplying the information.

12.  In answeting these discovery requests, the Responding Party is requested to
furnish all information that is available to the Responding Party, including information in the
possession of the Responding Party’s attorneys, agents, consultants, or investigators, and not
merely such information of the Responding Party’s own knowledge. If any of the discovery
requests cannot be answered in full after exercis'mg' due diligence to secure the requested
information, please so state and answer to the extent possible, specifying the Responding

Party’s inability to answer the remainder, and stating whatever information the Responding

18495373v!1



Party has concerning the unanswered portions. If the Responding Party’s answer is qualified in
any particular, please set forth the details of such qualification.

13.  If the Responding Party objects to providing any document requested on any
ground, identify such document by describing it as set forth in Instruction 5 and state the basis
of the objection.

14.  If the Responding Party objects to part of a discovery rcqﬁest and refuses to
answer that part, state the Responding Party’s objection and answer the remaining portion of
that discovery request. If the Responding Party objects to the scope or time period of a
discovery request and refuses to answer for that scope or time period, state the Responding
Party’s objection and answer the discovery request for the scope or time period that the
Responding Party believes is appropriate.

15.  If, in connection with a discovery request, the Responding Party contends that
any information, otherwise subject to discovery, is- covered by either the attorney-client
privilege, the so-called “attorneys’ work product doctrine,” or any other privilege or doctrine,
then specify the general subject matter of the information and the basis to support each such
objection.

16.  If any information is withheld on grounds of privilege or other protection from
disclosure, provide the following information: (a) every person to whom such information has
been communicated and from whom such information was learned; (b) the nature and subject
matter of the information; and (c) the basis on which the privilege or other protection from

disclosure is claimed.
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17.  As set forth in 52 Pa. Code § 5.342(g), these discovery requests are continuing,
and the Responding Party is obliged to change, supplement, and correct all answers given to
conform to new or changing information.

18.  “Formal Complaint” means the Formal Complaint filed by the Complainant at

Docket No. C-2019-3007334.
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INTERROGATORIES AND REQUESTS FOR
PRODUCTION OF DOCUMENTS PROPOUNDED ON
LAWRENCE & DEBRA ESPOSITO - SET 1

PPL to Complainant-I-1
Re:  Formal Complaint.

(a) Please explain in detail the reasons why you are challenging the
Company’s installation of the new smart meter.

(b)  Please describe in detail all health concerns, if any, raised by the
Company’s new smart meter, state the bases for such claims, and provide
all documents relied upon by you in your response,

(c) Please describe in detail all safety concerns, if any, raised by the
Company’s new smart meter, state the bases for such claims, and provide
all documents relied upon by you in your response.

(d)  Please describe in detail all privacy concerns, if any, raised by the
Company’s new smart meter, state the bases for such claims, and provide
all documents relied upon by you in your response.

(¢)  Please describe in detail all reasons you believe the Company’s new smart
meter violates the law.

PPL to Complainant-1-2

Please identify all wireless phones, cellphones, microwaves, wireless routers, wifi
networks, tablets, computers, Bluetooth speakers, wireless security systems, smart
speakers (e.g., Amazon Echo), garage door openers, baby monitors, and walkie
talkies that are contained in or used in the house,

PPL to Complainant-I-3

Please state whether you or any member of your household uses a cell phone. If
so, please provide the make and model of each cell phone and, for each phone
identified, provide 12 months of phone bills or other records of actual cell phone
usage.

PPL to Complainant-1-4
(a) Please state every health condition you claim was caused by a smart meter
or will be caused or worsened by the installation of PPL Electric’s new

smart meter.

(b)  Please provide the date that every health condition identified in subpart (a)
began.
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(d)

(e)

Please provide copies of all your medical records of every health condition
identified in subpart (a).

For each alleged health condition that you do not have medical records for
in response to subpart (c), please state whether such condition was
diagnosed by a medical professional. If so, please provide the name,
address, and telephone number of the medical professional and the date of
the diagnosis.

For each of the alleged health conditions identified in subpart (a), please
state whether you have been prescribed any therapy or treatment for the
condition by a medical professional. If so, please identify the therapy or
treatment, provide the name, address, and telephone number of the
prescribing medical professional, and provide the date the therapy or
treatment was prescribed.

PPL to Complainant-I-5

Please identify each person you plan to call as a fact witness in this proceeding. For each

person, please:

(a)

(b)

()

Provide the person’s name, home and business address, background, and
qualifications;

Explain in detail the subject matter(s) on which the witness is expected to
testify; and

Provide the source(s) of information relied upon or referenced by the
witness,

PPL to Complainant-I1-6

Please identify each person you plan to call as an expert witness in this proceeding. For
each person, please:

(@)

(b)

(©

(d)
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Provide the person’s name, home and business address, background, and
qualifications;

Explain in detail the subject matter(s) on which the witness is expected to
testify,

Provide the source(s) of information relied upon or referenced by the
witness; and

Provide a copy of the expert witness’s current curriculum vitae.



PPL to Complainant-I-7

Please provide copies of all exhibits you intend to present or utilize at the evidentiary
hearing in this proceeding. For each exhibit to be used as part of your direct case, please
identify the witness who will be sponsoring the exhibit.
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APPENDIX B

Lawrence and Debra Esposito’s Answers to PPL Electric
Utilities Corporation’s Interrogatories and Requests for
Production of Documents — Set I

18997829v4






lof 11

RESPONSE TO PPL INTERROGATORIES AND REQUESTS FOR
PRODUCTION OF DOCUMENTS PROPOUNDED ON
LAWRENCE & DEBRA ESPOSITO - SET I

Responses to PPL to Complainant-I-1

Re: Formal Complaint.

(a) Please explain in detail the reasons why you are challenging the
Company s installation of the new smart meter.

RESPONSE:

1. We do not want a smart meter installed on our house.
a. The long term health effects of the type of radiation emitted by smart meters is,
at best UNKNOWN with many studies pointing to definite deleterious health
effects, despite the claims of parties with a vested interest in their installation.
Uncertainty about the health safety of smart meters leads us to conclude that we do
not want to risk our family’s health on a device without scientific proof that it is, in
fact, safe. (Historical references: the Tobacco Industry, the Asbestos industry)

b. Each member of our family has health conditions that may be exacerbated by
the presence of such a microwave device.
c. 41 states with smart meter laws also allow constituents to "opt-out". The original
PA law included an opt-out provision that was later removed by a subsequent act.
New bills to restore the opt-out provision that have been passed by the PA State
House of Representatives have been continuously blocked for over a decade by one
person — the Chairman of the House ' Consumer Affairs Committee."
2. New “opt-out” bills are being proposed in the Pennsylvania State Senate and House of
Representatives. Example:
a. PA House Bill No. 311, Session of 2019:
(iii) In accordance with a depreciation schedule not to exceed 15 years.]
Customers may opt out of receiving smart meter technology under this
paragraph by notifying, in writing, the electric distribution company.
3. Forty-one states now have smart meter opt-out for consumers. (List attached)
4. There is no material benefit for our household from installation of a smart meter. There
are no reasonable justifications for installing smart meters as an issue of “Homeland
Security”, “National Defense”, safety, or reduction of energy consumption.
5. We do not need a smart meter to tell us how to reduce our energy consumption. Every
month we receive in the mail two items: 1. a “Home Energy Report” describing our
energy use and suggesting possible ways to save energy and 2. a “Bill” from PPL which is
always an incentive to reduce consumption.
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6. As citizens of the United States of America and the Commonwealth of Pennsylvania w e

are protected from and wish to affirm our desire to be protected from laws that violate our

basic human rights as stated in the:
A. Constitution of Pennsylvania: Article I, Section 27 — Natural resources and the
public estate - The people have a right to clean air, pure water, and to the preservation of
the natural, scenic, historic and aesthetic values of the environment. Pennsylvania's
public natural resources are the common property of all the people, including
generations yet to come. As trustee of these resources, the Commonwealth shall
conserve and maintain them for the benefit of all the people.

B. United States Constitution: Amendment 1V -
The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated.

C. United States Constitution: Amendment XIV - Section 1: All persons born or
naturalized in the United States, and subject to the jurisdiction thereof, are citizens of the
United States and of the State wherein they reside. No State shall make or enforce any
law which shall abridge the privileges or immunities of citizens of the United States; nor
shall any State deprive any person of life, liberty, or property, without due process of
law; nor deny to any person within its jurisdiction the equal protection of the laws.

D. Carpenter v United States: U.S. Supreme Court decision, June, 2018. “As Justice
Brandeis explained in his famous dissent, the Court is obligated—as “subtler and more
far-reaching means of invading privacy have become available to the Government”—to
ensure that the “progress of science” does not erode Fourth Amendment protections.
Olmstead v. United States, 277 U. S. 438, 473—474 (1928). Here the progress of science
has afforded law enforcement a powerful new tool to carry out its important
responsibilities. At the same time, this tool risks Government encroachment of the sort
the Framers, “after consulting the lessons of history,” drafted the Fourth Amendment to
prevent. Di Re, 332 U. S., at 595.

We decline to grant the state unrestricted access to a wireless carrier’s database of
physical location information. In light of the deeply revealing nature of CSLI, its depth,
breadth, and comprehensive reach, and the inescapable and automatic nature of its
collection, the fact that such information is gathered by a third party does not make it
any less deserving of Fourth Amendment protection. The Government’s acquisition of
the cell-site records here was a search under that Amendment.

The judgment of the Court of Appeals is reversed, and the case is remanded for further
proceedings consistent with this opinion. It is so ordered.
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(b)Please describe in detail all health concerns, if any, raised by the Company s new smart
meter, state the bases for such claims, and provide all documents relied upon by you in your
response.

RESPONSE:

1. Cancer (Leukemia, Breast Cancer, Brain Cancer)

2. Alzheimer’s Disease, Parkinson’s Disease

3. Genotoxicity (Genetic Damage)

4. Autism Spectrum Conditions

5. Reproductive Damage (sperm damage, fetal damage)
6. Damage to the blood/brain barrier

The basis for the preceding claims is

A. “The Bioinitiative 2012 Report, Updated 2014-2019: A Rationale for
Biologically-based Exposure Standards for Low-Intensity Electromagnetic
Radiation”,

Authors: Biolnitiative Working Group 2012
Jitendra Behari, PhD, India

Paulraj Rajamani, PhD, India

Carlo V. Bellieni, MD, Ttaly

Igor Belyaev, Dr.Sc., Slovak Republic
Carl F. Blackman, PhD, USA

Martin Blank, PhD, USA

Michael Carlberg, MSc, Sweden
David 0 Carpenter, MD, USA

Zoreh Davanipour, DVM, PhD USA
Adamantia F. Fragopoulou, PhD, Greece
David Gee, Denmark

Yuri Grigoriev, MD, Russia

Kjell Hansson Mild, PhD, Sweden
Lennart Hardell, MD, PhD, Sweden
Martha Herbert, PhD, MD, USA

Paul Heroux, PhD, Canada

Michael Kundi, PhD, Austria

Henry Lai, PhD, USA

Ying Li, PhD, Canada

Abraham R. Liboff, PhD, USA

Lukas H. Margaritis, PhD, Greece
Henrietta Nittby, MD, PhD, Sweden
Gerd Oberfeld, MD, Austria

Bertil R. Persson, PhD, MD, Sweden
Iole Pinto, PhD, Italy

Cindy Sage, MA, USA

Leif Salford, MD, PhD, Sweden
Eugene Sobel, PhD, USA
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Amy Thomsen, MPH, MSPAS, USA

The referenced pages from the study document are attached: “The Bioinitiative 2012 Report,
Updated 2014-2019: A Rationale for Biologically-based Exposure Standards for Low-
Intensity Electromagnetic Radiation — Summary for the Public (pages 16-104)”

Cindy Sage, MA, Sage Associates, USA

Prepared for the Biolnitiative Working Group

August 2007, Revised 2014-2019

B. Written evidence submitted by Dr Andrew Goldsworthy (SMR46) to the House
of Commons Select Committee on Energy and Climate Change, United Kingdom,
Regarding Smart Meters (Attached)

(c) Please describe in detail all safety concerns, if any, raised by the Company s new smart
meter, state the bases for such claims, and provide all documents relied upon by you in your
response.

RESPONSE: NOT A PART OF THE ORIGINAL COMPLAINT

(d) Please describe in detail all privacy concerns, if any, raised by the Company s new smart
meter, state the bases for such claims, and provide all documents relied upon by you in your
response.

RESPONSE:

The installation of smart meters will increase the possibility of the following invasions of
privacy:

1. Identity Theft

2. Determine Personal Behavior Patterns

3. Determine Specific Appliances Used

4. Perform Real-Time Surveillance

5. Reveal Activities Through Residual Data

6. Targeted Home Invasions (latch key children, elderly, etc.)
7. Provide Accidental Invasions

8. Activity Censorship

9. Decisions and Actions Based Upon Inaccurate Data

10. Profiling

11. Unwanted Publicity and Embarrassment

12. Tracking Behavior Of Renters/Leasers

13. Behavior Tracking (possible combination with Personal Behavior Patterns)
14. Public Aggregated Searches Revealing Individual Behavior
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A. SUPPORTING DOCUMENT: New Jersey Senate Bill A2994
Introduced Session: 2018-2019 Regular Session
An Act concerning the installation of smart meters, and supplementing Title 48 of the

Revised Statutes
Be It Enacted by the Senate and General Assembly of the State of New Jersey:

1. a. An electric public utility shall not install an advanced or smart energy meter unless
the electric public utility has obtained the customer’s written consent, as determined by
the board, and has provided the customer with a written disclosure detailing the type of
data that will be transmitted from a customer’s advanced or smart energy meter to the
electric public utility, how the data will be used, and any potential disclosure of the data
to a third-party.

b. As used in this section: “Advanced or smart energy meter” means an electrical
meter that identifies a customer’s electric power consumption in greater detail than a
conventional meter in order to provide a customer with real-time usage information and
pricing data on at least an hourly basis, to record and store hourly usage data, to report
the status of the electric power supply to an electric public utility for the customer’s
premises, and to turn the electric power to the customer’s premises on or off through
remote disconnection or connection of service.

“Board” and “electric public utility” shall have the same meaning as prescribed for those
terms under section 3 of P.L..1999, ¢.23 (C.48:3-51).

2. This act shall take effect on the 90th day after the date of enactment.

Bill Summary:

This bill prohibits an electric public utility (utility) from installing a smart meter unless
the utility obtains the customer's written consent and provides the customer with a
written disclosure detailing the type of data that will be transmitted from the customer’s
smart meter to the utility, how the data will be used, and any potential disclosure of the
data to a third-party. Under the bill, a smart meter means an electrical meter that
identifies a customer's electric power consumption in greater detail than a conventional
meter. A smart meter provides a customer with real-time usage information and pricing
data on at least an hourly basis, records, and stores hourly usage data, reports the status
of the electric power supply for a customer's premises to a utility, and turns electric
power to a customer's premises on or off through remote disconnection or connection of
service. Across the country, utilities are installing smart meter technology. This
technology has raised privacy concerns because the information gathered from smart
meters includes unencrypted data that can reveal when a homeowner is away from their
residence for long periods of time. The information gathered from smart meters can also
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decipher what type of activities a customer is engaged in, such as watching television,
using a computer, or how long someone spends cooking. In response to privacy
concerns, Oklahoma has enacted legislation concerning smart meters and customer
privacy which limits the sharing of smart meter data. In addition, the Vermont affiliate
of the American Civil Liberties Union has proposed certain guidelines regarding smart
meters, including requiring law enforcement to obtain a warrant prior to accessing smart
meter data. The purpose of this bill is for customers to be informed of the privacy issues
that may arise from smart meter technology. Since the use of smart meters raises a
number of privacy concerns, electric utilities should inform customers of privacy issues
prior to installing a smart meter.

Bill Subjects:
Telecommunications and Utilities
Sponsors (1): Ron Dancer, R

B. Supporting Document: Carpenter v United States: U.S. Supreme Court decision, June,
2018.

“As Justice Brandeis explained in his famous dissent, the Court is obligated—as
“[s]ubtler and more far-reaching means of invading privacy have become available to
the Government”—to ensure that the “progress of science” does not erode Fourth
Amendment protections. Olmstead v. United States, 277 U. S. 438, 473-474 (1928).
Here the progress of science has afforded law enforcement a powerful new tool to carry
out its important responsibilities. At the same time, this tool risks Government
encroachment of the sort the Framers, “after consulting the lessons of history,” drafted
the Fourth Amendment to prevent. Di Re, 332 U. S., at 595.

We decline to grant the state unrestricted access to a wireless carrier’s database of
physical location information. In light of the deeply revealing nature of CSLI, its depth,
breadth, and comprehensive reach, and the inescapable and automatic nature of its
collection, the fact that such information is gathered by a third party does not make it
any less deserving of Fourth Amendment protection. The Government’s acquisition of
the cell-site records here was a search under that Amendment.

The judgment of the Court of Appeals is reversed, and the case is remanded for further
proceedings consistent with this opinion.
1t is so ordered.

(e) Please describe in detail all reasons you believe the Company s new smart meter violates the
law.

RESPONSE:
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1. PPL’s Smart meter violates our rights under the United States Constitution and the
Constitution of the Commonwealth of Pennsylvania. As citizens of the United States of
America and the Commonwealth of Pennsylvania we are protected from laws that violate
our basic human rights as stated in the:

A. Constitution of Pennsylvania: Article I, Section 27 — Natural resources and the
public estate - The people have a right to clean air, pure water, and to the preservation of
the natural, scenic, historic and aesthetic values of the environment. Pennsylvania's
public natural resources are the common property of all the people, including
generations yet to come. As trustee of these resources, the Commonwealth shall
conserve and maintain them for the benefit of all the people.

B. United States Constitution: Amendment IV -
The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated.

C. United States Constitution: Amendment XIV - Section 1: All persons born or
naturalized in the United States, and subject to the jurisdiction thereof, are citizens of the
United States and of the State wherein they reside. No State shall make or enforce any
law which shall abridge the privileges or immunities of citizens of the United States; nor
shall any State deprive any person of life, liberty, or property, without due process of
law; nor deny to any person within its jurisdiction the equal protection of the laws.

2. The type of data collected by smart meters is a violation of our privacy.

A. Carpenter vs The United States: United States Supreme Court, June 22,2018
(ATTACHED)

Summary conclusion: The government's warrantless acquisition of Carpenter's cell-site
records violated his Fourth Amendment right against unreasonable searches and seizures.
Chief Justice John Roberts authored the opinion for the 5-4 majority. The majority first
acknowledged that the Fourth Amendment protects not only property interests, but also
reasonable expectations of privacy. Expectations of privacy in this age of digital data do
not fit neatly into existing precedents, but tracking person's movements and location
through extensive cell-site records is far more intrusive than the precedents might have
anticipated. The Court declined to extend the "third-party doctrine"—a doctrine where
information disclosed to a third party carries no reasonable expectation of privacy—to
cell-site location information, which implicates even greater privacy concerns than GPS
tracking does. One consideration in the development of the third-party doctrine was the
"nature of the particular documents sought," and the level of intrusiveness of extensive
cell-site data weighs against application of the doctrine to this type of information.
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Additionally, the third-party doctrine applies to voluntary exposure, and while a user
might be abstractly aware that his cell phone provider keeps logs, it happens without any
affirmative act on the user's part. Thus, the Court held narrowly that the government
generally will need a warrant to access cell-site location information.

PPL to Complainant-I-2

Please identify all wireless phones, cellphones, microwaves, wireless routers, wifi networks,
tablets, computers, Bluetooth speakers, wireless security systems, smart speakers (e.g., Amazon
Echo), garage door openers, baby monitors, and walkie talkies that are contained in or used in
the house.

RESPONSE:

1. Listed below are all such devices which we are being forced by law to have in our home
against our will, and against our rights as U.S. citizens. The devices listed below are all the
devices listed in your request that you have the right to know about without a warrant.

a. SUCH DEVICES: NONE

PPL to Complainant-I-3

Please state whether you or any member of your household uses a cell phone. If
so, please provide the make and model of each cell phone and, for each phone
identified, provide 12 months of phone bills or other records of actual cell phone
usage.

RESPONSE:

1. Listed below are all such devices which we are being forced by law to have in our home
against our will, and against our rights as U.S. citizens. The devices listed below are all the
devices listed in your request that you have the right to know about without a warrant.

a. SUCH DEVICES: NONE

PPL to Complainant-I-4

(a) Please state every health condition you claim was caused by a smart meter

or will be caused or worsened by the installation of PPL Electric's new

smart meter.

(b) Please provide the date that every health condition identified in sub part (a) began.
(c) Please provide copies of all your medical records of every health condition
identified in sub part (a).
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(d) For each alleged health condition that you do not have medical records for
in response to sub part (c), please state whether such condition was
diagnosed by a medical professional. If so, please provide the name,

address, and telephone number of the medical professional and the date of
the diagnosis.

(e) For each of the alleged health conditions identified in sub part (a), please
state whether you have been prescribed any therapy or treatment for the
condition by a medical professional. If so, please identify the therapy or
treatment, provide the name, address, and telephone number of the
prescribing medical professional, and provide the date the therapy or
treatment was prescribed.

RESPONSE:

1. We choose not to disclose any Personal Health Information.
a. PA Code Title 28, Health and Safety. Chapter 115, Medical Record Services.
Section 115.27, Confidentiality of Medical Records. - “All records shall be treated as
confidential. Only authorized personnel shall have access to the records. The written
authorization of the patient shall be presented and then maintained in the original record
as authority for release of medical information outside the hospital.”

b. PA Code Title 28, Health and Safety, Chapter 563. Medical Records, section
563.9, Confidentiality of Medical Records - “Records shall be treated as confidential.
Only authorized personnel shall have access to the records. The written authorization of
the patient shall be presented and then maintained in the original record as authority for
release of medical information outside the ASF.”

PPL to Complainant-I-5

Please identify each person you plan to call as a fact witness in this proceeding. For each
person, please:

(a) Provide the person’s name, home and business address, background, and
qualifications;

(b) Explain in detail the subject matter(s) on which the witness is expected to

testify, and

(c) Provide the source(s) of information relied upon or referenced by the

witness.

PPL to Complainant-1-6

Please identify each person you plan to call as an expert witness in this proceeding. For
each person, please:

(a) Provide the person’s name, home and business address, background, and
qualifications;

(b) Explain in detail the subject matter(s) on which the witness is expected to

testify,

(c) Provide the source(s) of information relied upon or referenced by the
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witness, and
(d) Provide a copy of the expert witness's current curriculum vitae.

RESPONSE:

1. No fact or expert witnesses at this time.

PPL to Complainant-I-7

Please provide copies of all exhibits you intend to present or utilize at the evidentiary
hearing in this proceeding. For each exhibit to be used as part of your direct case, please
identify the witness who will be sponsoring the exhibit.

RESPONSE: ATTACHMENTS

1. The Constitution of Pennsylvania — Exhibit Sponsor: Complainants (source:
https://www.legis.state.pa.us/cfdocs/legis/L.I/consCheck.cfm?txt Type=HTM &ttl=00&div=0&ch

pt=1

2. Amendments to the Constitution of the United States of America — Exhibit Sponsor:

Complainants (source: U.S. Government Printing Office -
https://www.congress.gov/content/conan/pdf/GPO-CONAN-2017-7.pdf

3. “The Bioinitiative 2012 Report, Updated 2014-2019: A Rationale for Biologically-based
Exposure Standards for Low-Intensity Electromagnetic Radiation — Summary for the Public
(pages 16-104)”

Cindy Sage, MA, Sage Associates, USA — Exhibit Sponsor: Complainants (source:
https://bioinitiative.org/wp-content/uploads/pdfs/sec01_2007 summary for public.pdf

4. “The Bioinitiative 2012 Report, Updated 2014-2019: A Rationale for Biologically-based
Exposure Standards for Low-Intensity Electromagnetic Radiation” full report. — Exhibit
Sponsor: Complainants (source: https://bioinitiative.org)

5. “Written evidence submitted by Dr Andrew Goldsworthy (SMR46) to the House of
Commons Select Committee on Energy and Climate Change, United Kingdom,Regarding
Smart Meters”, — Exhibit Sponsor: Complainants (source:
https://publications.parliament.uk/pa/cm2013 14/cmselect/cmenergy/161/161vw44.htm)
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6. “CARPENTER v. UNITED STATES” — Exhibit Sponsor: Complainants (source:
https://www.supremecourt.gov/opinions/1 7pdf/16-402 new 075q.pdf)

7. Trans Atlantic Consumer Dialogue DOC No. INFOSOC 44-11: “Resolution on Privacy and
Security Related to Smart Meters” Exhibit Sponsor: Complainants (source:
https://epic.org/privacy/smarterid/Smart Meter TACD Resolution FINAL.pdf)

8. 028 Pa. Code § 115.27. Confidentiality of Medical Records. Exhibit Sponsor: Complainants

9. 028 Pa. Code § 569.9. Confidentiality of Medical Records. Exhibit Sponsor: Complainants

10. PA House Bill No. 311, Session of 2019

11. 50 State Smart Meter Opt-Out Chart



50 State Smart Meter Opt Out Chart

This state smart meter opt-out chart is up to date as of August 1, 2018, using information that is publicly available on
the internet.

Background:

1. Smart meter opt outs take three general forms:

a. State legislation mandating smart meter opt outs.
b. State public utility commission regulations mandating smart meter opt outs.

c. State public utility commission orders approving opt outs and opt out tariffs for different utilities in their
smart meter filings.

2. For several states that are new to smart meter deployment, we were unable to find state mandates, public
utility regulations or tariffs regarding opt out filings, so we left those states blank, because we could find no
references to smart meter opt out or to mandatory smart meter deployment for residential households.



States which have Authority

considered smart
meter harm

Alabama

3. If we were able to find at least one utility in the state which permits smart meter opt outs, we listed that state
as a “YES”, because obviously, there is at least the possibility of opting out of smart meter deployment in that

state.

4. All cited authorities in this chart are compiled and available in full format following this link:

https://www.ehs.group/




Alaska

Arizona

Arkansas

California

Colorado

Connecticut

Delaware

Florida

YES

YES

YES

YES

YES

12/18/2014

10/30/2017

2/1/2012

8/29/2011

1/7/2015

Arizona Corporation Commission Decision No
74871 Docket No E-01345A-13-0069

Arkansas PSC ORDER 8: DOCKET 16-060-U
(Entergy AMI metering application)

CA PSC smart meter opt out order 12-02-014.

Draft Conn PURA opinion Docket 05-10-03RE0O4

Florida PSC order PSC-15-0026-FOF-El, Docket
130223-El



Georgia

Hawaii

Idaho

YES

YES

YES

12/17/2013

2013

8/29/2017

2/7/2018

2015

“Smart Meter Q & A - Georgia Public Service
Commission

On December 17, 2013 the Commission approved
a Smart Meter Opt-Out tariff as part of Georgia
Power's 2013 rate case. Customers who opt out
of having a smart meter installed and prefer

to maintain a mechanical meter at their residence
or facility can now do so with a basic service
charge of $19 per month.”

Georgia Public Service Commission

Docket # 36989

Kauai Island Utility Cooperatives opt out;
August 2017 smart meter optin only:

Hawaiian Electric

Maui Hawaiian Electric proposes opt in only
Hawaii PUC Order No 35268 Docket 2017-0226

Idaho Falls response to CRC opt out
recommendations #6.4



Illinois

Indiana

lowa

Kansas

Kentucky

Louisiana

Maine

Maryland

Massachusetts

Michigan

YES

YES

YES

YES

YES

YES

YES

YES

YES

2/5/2014

6/13/2018

pre 2018

4/13/2016

October
2012

5/19/2011
6/22/2011

1/7/2013

2014

6/28/2013

Illinois Commerce Comm. Com Ed Opt Out
Order 13-0552

Indiana Utility Reg Comm Order Cause 44963

Alliant Energy filings with lowa Utilities Bd
allow opt outs from AMI Meters.

Kentucky PSC Order case 2012-00428

Lafayette Utility System smart meter opt out
tariff approved by City-Parish Council

Maine PUC Part | Opt Out Order,
Maryland Public Service Commission Order No.
85294 Cases no 9207, 9208, 9294

Massachusetts Dept of Public Utilities tariff
13-83-A

Michigan PSC Decision Case No. U-17087

Maine PUC Part Il Opt Out Order.



Minnesota

Mississippi

Missouri

Montana

Nebraska

Nevada

New Hampshire

New Jersey

New Mexico

New York

YES

YES

YES

YES
YES

YES

YES

YES

as of August Connexus Energy Opt out form

2018

5/17/2017

2018

2/4/2013
6/7/2012

May 2013

4/11/2018

10/19/2017

PSC Order docket 2016-UA-261

Missouri City Utilities AMI Opting Out information,
City Utilities website 2018

Nevada PUC Docket No. 12-05003
NH Cons Stat. Title 34 Ch. 374 section 374-62

Orange & Rockland electric utility offers opt outs.

NM Public Reg Comm. Final Order,
Case No. 15-00312-UT

NY PSC Order Case no 14-M-0196



North Carolina

North Dakota

Ohio

Oklahoma

Oregon

Pennsylvania

Rhode Island

South Carolina

YES

YES

YES

YES

NO

YES

YES

6/22/2018

4/27/2016

7/1/2018

5/1/2017

3/21/2017

5/3/2018
6/14/2018

2/1/2013

11/17/2016

North Carolina Utilities Commission Order in
Docket No. E-7, SUB 1115; Docket No. E-100,
SUB 147; DOCKET No. E-100, SUB 153

OHIO PUC Order re Duke Energy Opt Out case
numbers 14-1160-EL-UNC

Okla. Corp Comm. Order No. 679358,
Docket No. PUD 201700496

Okla. Corp Comm. Order No 662059,

Docket No. PUD 201500273

PUC PACIFICORP, d/b/a PACIFIC POWER Order
No. 17-113

PUC final decision C-2015-2474602
PUC final decision C-2015-2475355

RI PUC Case No. 2130

SC PSC DOCKET NO. 2016-354-E - ORDER NO.
2016-791



South Dakota

Tennessee

Texas

Utah

Vermont

Virginia

Washington

West Virginia

Wisconsin

Wyoming

YES

YES

YES

YES

YES

YES

YES

YES

YES

August
2012

8/9/2013

3/7/2017

5/18/2012

5/14/2013

4/10/2018

5/14/2013

11/1/2012

12/23/2013

Cleveland Utilities offers opt outs

TEXAS PUC non standard meter service Project
41111 Rule PUC Regulations Section 25.133

Provo Municipal Council 17-043 AMI Opt Out
Policy and fee request

30 V. Stat. Ann. § 2811

Dominion Energy smart meter opt outs:
Dominion Energy website under
“Location: Virginia”

Wash UTC docket U-180117 Policy Statement

Dominion Energy smart meter opt outs:
Dominion Energy website under
“Location: West Virginia”

Order docket 5-WI-101 Wisconsin Public Service
Commission

Wyoming PSC Docket No. 10012-59-CT-13
(Record No. 13658)
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ARTICLES IN ADDITION TO, AND AMENDMENT OF,
THE CONSTITUTION OF THE UNITED STATES OF
AMERICA, PROPOSED BY CONGRESS, AND RATI-
FIED BY THE SEVERAL STATES, PURSUANT TO THE
FIFTH ARTICLE OF THE ORIGINAL CONSTITUTION !

AwmENDMENT [1.] 2
Congress shall make no law respecting an establishment of
religion, or prohibiting the free exercise thereof; or abridging the
freedom of speech, or of the press; or the right of the people peace-

11In Dillon v. Gloss, 256 U.S. 368 (1921), the Supreme Court stated that it would take judi-
cial notice of the date on which a State ratified a proposed constitutional amendment. Accord-
ingly the Court consulted the State journals to determine the dates on which each house of the
legislature of certain States ratified the Eighteenth Amendment. It, therefore, follows that the
date on which the governor approved the ratification, or the date on which the secretary of
state of a given State certified the ratification, or the date on which the Secretary of State of
the United States received a copy of said certificate, or the date on which he proclaimed that
the amendment had been ratified are not controlling. Hence, the ratification date given in the
following notes is the date on which the legislature of a given State approved the particular
amendment (signature by the speaker or presiding officers of both houses being considered a
part of the ratification of the “legislature”). When that date is not available, the date given is
that on which it was approved by the governor or certified by the secretary of state of the par-
ticular State. In each case such fact has been noted. Except as otherwise indicated information
as to ratification is based on data supplied by the Department of State.

2 Brackets enclosing an amendment number indicate that the number was not specifically
assigned in the resolution proposing the amendment. It will be seen, accordingly, that only the
Thirteenth, Fourteenth, Fifteenth, and Sixteenth Amendments were thus technically ratified by
number. The first ten amendments along with two others that were not ratified were proposed
by Congress on September 25, 1789, when they passed the Senate, having previously passed
the House on September 24 (1 AnnaLs or Concress 88, 913). They appear officially in 1 Stat. 97.
Ratification was completed on December 15, 1791, when the eleventh State (Virginia) approved
these amendments, there being then 14 States in the Union.

The several state legislatures ratified the first ten amendments to the Constitution on the
following dates: New Jersey, November 20, 1789; Maryland, December 19, 1789; North Caro-
lina, December 22, 1789; South Carolina, January 19, 1790; New Hampshire, January 25, 1790;
Delaware, January 28, 1790; New York, February 27, 1790; Pennsylvania, March 10, 1790; Rhode
Island, June 7, 1790; Vermont, November 3, 1791; Virginia, December 15, 1791. The two amend-
ments that then failed of ratification prescribed the ratio of representation to population in the
House, and specified that no law varying the compensation of members of Congress should be
effective until after an intervening election of Representatives. The first was ratified by ten States
(one short of the requisite number) and the second, by six States; subsequently, this second
proposal was taken up by the States in the period 1980-1992 and was proclaimed as ratified as
of May 7, 1992. Connecticut, Georgia, and Massachusetts ratified the first ten amendments in
1939.
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26 CONSTITUTION OF THE UNITED STATES

ably to assemble, and to petition the government for a redress

of grievances.

AmenpMENT [I1.]
A well regulated Militia, being necessary to the security of
a free state, the right of the people to keep and bear Arms, shall
not be infringed.

AvenpMeENT [I11.]
No Soldier shall, in time of peace be quartered in any house,
without the consent of the Owner, nor in time of war, but in a
manner to be prescribed by law.

AwmEeENnDMENT [IV.]

The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and sei-
zures, shall not be violated, and no Warrants shall issue, but
upon probable cause, supported by Oath or affirmation, and par-
ticularly describing the place to be searched, and the persons or
things to be seized.

AMENDMENT [V.]

No person shall be held to answer for a capital, or other-
wise infamous crime, unless on a presentment or indictment of
a Grand Jury, except in cases arising in the land or naval forces,
or in the Militia, when in actual service in time of War or pub-
lic danger; nor shall any person be subject for the same offense
to be twice put in jeopardy of life or limb; nor shall be com-
pelled in any criminal case to be a witness against himself, nor
be deprived of life, liberty, or property, without due process of
law; nor shall private property be taken for public use, without
just compensation.
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AwmeNDMENT [VI]

In all criminal prosecutions, the accused shall enjoy the right
to a speedy and public trial, by an impartial jury of the State
and district wherein the crime shall have been committed, which
district shall have been previously ascertained by law, and to
be informed of the nature and cause of the accusation; to be con-
fronted with the witnesses against him; to have compulsory pro-
cess for obtaining witnesses in his favor, and to have the Assis-
tance of Counsel for his defense.

AwmenpMENT [VIL.]

In Suits at common law, where the value in controversy shall
exceed twenty dollars, the right of trial by jury shall be pre-
served, and no fact tried by a jury, shall be otherwise re-
examined in any Court of the United States, than according to

the rules of the common law.

AwmenpMENT [VIII.]
Excessive bail shall not be required, nor excessive fines im-

posed, nor cruel and unusual punishments inflicted.

AvENDMENT [IX.]

The enumeration in the Constitution, of certain rights, shall
not be construed to deny or disparage others retained by the
people.

AmeNDMENT [X.]

The powers not delegated to the United States by the Con-
stitution, nor prohibited by it to the States, are reserved to the
States respectively, or to the people.
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AwvenpmenT [X1.]3
The Judicial power of the United States shall not be con-
strued to extend to any suit in law or equity, commenced or pros-
ecuted against one on the United States by Citizens of another
State, or by Citizens or Subjects of any Foreign State.

AwnenpmENT [XII.] 4
The Electors shall meet in their respective states and vote
by ballot for President and Vice-President, one of whom, at least,
shall not be an inhabitant of the same state with themselves;
they shall name in their ballots the person voted for as Presi-

3 The Eleventh Amendment was proposed by Congress on March 4, 1794, when it passed
the House, 4 Annars or Concress 477, 478, having previously passed the Senate on January 14,
Id., 30, 31. It appears officially in 1 Stat. 402. Ratification was completed on February 7, 1795,
when the twelfth State (North Carolina) approved the amendment, there being then 15 States
in the Union. Official announcement of ratification was not made until January 8, 1798, when
President John Adams in a message to Congress stated that the Eleventh Amendment had been
adopted by three-fourths of the States and that it “may now be deemed to be a part of the
Constitution.” In the interim South Carolina had ratified, and Tennessee had been admitted
into the Union as the sixteenth State.

The several state legislatures ratified the Eleventh Amendment on the following dates: New
York, March 27, 1794; Rhode Island, March 31, 1794; Connecticut, May 8, 1794; New Hamp-
shire, June 16, 1794; Massachusetts, June 26, 1794; Vermont, between October 9 and Novem-
ber 9, 1794; Virginia, November 18, 1794; Georgia, November 29, 1794; Kentucky, December 7,
1794; Maryland, December 26, 1794; Delaware, January 23, 1795; North Carolina, February 7,
1795; South Carolina, December 4, 1797.

4 The Twelfth Amendment was proposed by Congress on December 9, 1803, when it passed
the House, 13 Annats or Concress 775, 776, having previously passed the Senate on December
2. Id., 209. It was not signed by the presiding officers of the House and Senate until December
12. It appears officially in 2 Stat. 306. Ratification was probably completed on June 15, 1804,
when the legislature of the thirteenth State (New Hampshire) approved the amendment, there
being then 17 States in the Union. The Governor of New Hampshire, however, vetoed this act
of the legislature on June 20, and the act failed to pass again by two-thirds vote then required
by the state constitution. Inasmuch as Article V of the Federal Constitution specifies that amend-
ments shall become effective “when ratified by legislatures of three-fourths of the several States
or by conventions in three-fourths thereof,” it has been generally believed that an approval or
veto by a governor is without significance. If the ratification by New Hampshire be deemed
ineffective, then the amendment became operative by Tennessee’s ratification on July 27, 1804.
On September 25, 1804, in a circular letter to the Governors of the several States, Secretary of
State Madison declared the amendment ratified by three-fourths of the States.

The several state legislatures ratified the Twelfth Amendment on the following dates: North
Carolina, December 22, 1803; Maryland, December 24, 1803; Kentucky, December 27, 1803; Ohio,
between December 5 and December 30, 1803; Virginia, between December 20, 1803 and Febru-
ary 3, 1804; Pennsylvania, January 5, 1804; Vermont, January 30, 1804; New York, February
10, 1804; New Jersey, February 22, 1804; Rhode Island, between February 27 and March 12,
1804; South Carolina, May 15, 1804; Georgia, May 19, 1804; New Hampshire, June 15, 1804;
and Tennessee, July 27, 1804. The amendment was rejected by Delaware on January 18, 1804,
and by Connecticut at its session begun May 10, 1804. Massachusetts ratified this amendment
in 1961.
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dent, and in distinct ballots the person voted for as Vice-
President, and they shall make distinct lists of all persons voted
for as President, and of all persons voted for as Vice-President,
and of the number of votes for each, which lists they shall sign
and certify, and transmit sealed to the seat of the government
of the United States, directed to the President of the Senate;—
The President of the Senate shall, in the presence of the Senate
and House of Representatives, open all the certificates and the
votes shall then be counted;—The person having the greatest
Number of votes for President, shall be the President, if such
number be a majority of the whole number of Electors ap-
pointed; and if no person have such majority, then from the per-
sons having the highest numbers not exceeding three on the list
of those voted for as President, the House of Representatives
shall choose immediately, by ballot, the President. But in choos-
ing the President, the votes shall be taken by states, the repre-
sentation from each state having one vote; a quorum for this
purpose shall consist of a member or members from two-thirds
of the states, and a majority of all the states shall be necessary
to a choice. And if the House of Representatives shall not choose
a President whenever the right of choice shall devolve upon them,
before the fourth day of March next following, then the Vice-
President shall act as President, as in the case of the death or
other constitutional disability of the President—The person hav-
ing the greatest number of votes as Vice-President, shall be the
Vice-President, if such number be a majority of the whole num-
ber of Electors appointed, and if no person have a majority, then
from the two highest numbers on the list, the Senate shall choose
the Vice-President; a quorum for the purpose shall consist of two-
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thirds of the whole number of Senators, and a majority of the
whole number shall be necessary to a choice. But no person con-
stitutionally ineligible to the office of President shall be eligible
to that of Vice-President of the United States.

AwmenDpMENT XIIIL.5
Section 1. Neither slavery nor involuntary servitude, except
as a punishment for crime whereof the party shall have been
duly convicted, shall exist within the United States, or any place
subject to their jurisdiction.

SectioN 2. Congress shall have power to enforce this article
by appropriate legislation.

AvENDMENT XIV.6
Section 1. All persons born or naturalized in the United States,
and subject to the jurisdiction thereof, are citizens of the United

6 The Thirteenth Amendment was proposed by Congress on January 31, 1865, when it passed
the House, Cong. Grose (38th Cong., 2d Sess.) 531, having previously passed the Senate on April
8, 1864. 1d., (38th cong., 1st Sess.), 1940, It appears officially in 13 Stat. 567 under the date of
February 1, 1865. Ratification was completed on December 6, 1865, when the legislature of the
twenty-seventh State (Georgia) approved the amendment, there being then 36 States in the Union.
On December 18, 1865, Secretary of State Seward certified that the Thirteenth Amendment had
become a part of the Constitution, 13 Stat. 774.

The several state legislatures ratified the Thirteenth Amendment on the following dates:
Illinois, February 1, 1865; Rhode Island, February 2, 1865; Michigan, February 2, 1865; Mary-
land, February 3, 1865; New York, February 3, 1865; West Virginia, February 3, 1865; Mis-
souri, February 6, 1865; Maine, February 7, 1865; Kansas, February 7, 1865; Massachusetts,
February 7, 1865; Pennsylvania, February 8, 1865; Virginia, February 9, 1865; Ohio, February
10, 1865; Louisiana, February 15 or 16, 1865; Indiana, February 16, 1865; Nevada, February
16, 1865; Minnesota, February 23, 1865; Wisconsin, February 24, 1865; Vermont, March 9, 1865
(date on which it was “approved” by Governor); Tennessee, April 7, 1865; Arkansas, April 14,
1865; Connecticut, May 4, 1865; New Hampshire, June 30, 1865; South Carolina, November 13,
1865; Alabama, December 2, 1865 (date on which it was “approved” by Provisional Governor);
North Carolina, December 4, 1865; Georgia, December 6, 1865; Oregon, December 11, 1865; Cali-
fornia, December 15, 1865; Florida, December 28, 1865 (Florida again ratified this amendment
on June 9, 1868, upon its adoption of a new constitution); Iowa, January 17, 1866; New Jersey,
January 23, 1866 (after having rejected the amendment on March 16, 1865); Texas, February
17, 1870; Delaware, February 12, 1901 (after having rejected the amendment of February 8,
1865). The amendment was rejected by Kentucky on February 24, 1865, and by Mississippi on
December 2, 1865.

6 The Fourteenth Amendment was proposed by Congress on June 13, 1866, when it passed
the House, Conag. Grose (39th Cong., 1st Sess.) 3148, 3149, having previously passed the Senate
on June 8. Id., 3042. It appears officially in 14 Stat. 358 under date of June 16, 1866. Ratifica-
tion was probably completed on July 9, 1868, when the legislature of the twenty-eighth State
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States and of the State wherein they reside. No State shall make
or enforce any law which shall abridge the privileges or immu-
nities of citizens of the United States; nor shall any State de-
prive any person of life, liberty, or property, without due pro-
cess of law; nor deny to any person within its jurisdiction the
equal protection of the laws.

Section 2. Representatives shall be apportioned among the
several States according to their respective numbers, counting
the whole number of persons in each State, excluding Indians
not taxed. But when the right to vote at any election for the
choice of electors for President and Vice President of the United
States, Representatives in Congress, the Executive and Judicial

(South Carolina or Louisiana) approved the amendment, there being then 37 States in the Union.
However, Ohio and New Jersey had prior to that date “withdrawn” their earlier assent to this
amendment. Accordingly, Secretary of State Seward on July 20, 1868, certified that the amend-
ment had become a part of the Constitution if the said withdrawals were ineffective. 15 Stat.
706-707. Congress on July 21, 1868, passed a joint resolution declaring the amendment a part
of the Constitution and directing the Secretary to promulgate it as such. On July 28, 1868,
Secretary Seward certified without reservation that the amendment was a part of the Constitu-
tion. In the interim, two other States, Alabama on July 13 and Georgia on July 21, 1868, had
added their ratifications.

The several state legislatures ratified the Fourteenth Amendment on the following dates:
Connecticut, June 30, 1866; New Hampshire, July 7, 1866; Tennessee, July 9, 1866; New Jer-
sey, September 11, 1866 (the New Jersey Legislature on February 20, 1868 “withdrew” its con-
sent to the ratification; the Governor vetoed that bill on March 5, 1868; and it was repassed
over his veto on March 24, 1868); Oregon, September 19, 1866 (Oregon “withdrew” its consent
on October 15, 1868); Vermont, October 30, 1866; New York, January 10, 1867; Ohio, January
11, 1867 (Ohio “withdrew” its consent on January 15, 1868); Illinois, January 15, 1867; West
Virginia, January 16, 1867; Michigan, January 16, 1867; Kansas, January 17, 1867; Minnesota,
January 17, 1867; Maine, January 19, 1867; Nevada, January 22, 1867; Indiana, January 23,
1867; Missouri, January 26, 1867 (date on which it was certified by the Missouri secretary of
state); Rhode Island, February 7, 1867; Pennsylvania, February 12, 1867; Wisconsin, February
13, 1867 (actually passed February 7, but was not signed by legislative officers until February
13); Massachusetts, March 20, 1867; Nebraska, June 15, 1867; Iowa, March 9, 1868; Arkansas,
April 6, 1868; Florida, June 9, 1868; North Carolina, July 2, 1868 (after having rejected the
amendment on December 13, 1866); Louisiana, July 9, 1868 (after having rejected the amend-
ment on February 6, 1867); South Carolina, July 8, 1868 (after having rejected the amendment
on December 20, 1866); Alabama, July 13, 1868 (date on which it was “approved” by the Gover-
nor); Georgia, July 21, 1868 (after having rejected the amendment on November 9, 1866—
Georgia ratified again on February 2, 1870); Virginia, October 8, 1869 (after having rejected the
amendment on January 9, 1867); Mississippi, January 17, 1870; Texas, February 18, 1870 (af-
ter having rejected the amendment on October 27, 1866); Delaware, February 12, 1901 (after
having rejected the amendment February 7, 1867). The amendment was rejected (and not sub-
sequently ratified) by Kentucky on January 8, 1867. Maryland and California ratified this amend-
ment in 1959.
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officers of a State, or the members of the Legislature thereof, is
denied to any of the male inhabitants of such State, being twenty-
one years of age, and citizens of the United States, or in any
way abridged, except for participation in rebellion, or other crime,
the basis of representation therein shall be reduced in the pro-
portion which the number of such male citizens shall bear to
the whole number of male citizens twenty-one years of age in
such State.

SectioN 3. No person shall be a Senator or Representative
in Congress, or elector of President and Vice President, or hold
any office, civil or military, under the United States, or under
any State, who, having previously taken an oath, as 2 member
of Congress, or as an officer of the United States, or as a mem-
ber of any State legislature, or as an executive or judicial officer
of any State, to support the Constitution of the United States,
shall have engaged in insurrection or rebellion against the same,
or given aid or comfort to the enemies thereof. But Congress
may by a vote of two-thirds of each House, remove such disabil-
ity.

SectioN 4. The validity of the public debt of the United States,
authorized by law, including debts incurred for payment of pen-
sions and bounties for services in suppressing insurrection or
rebellion, shall not be questioned. But neither the United States
nor any State shall assume or pay any debt or obligation in-
curred in aid of insurrection or rebellion against the United States,
or any claim for the loss or emancipation of any slave; but all
such debts, obligations and claims shall be held illegal and void.
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SectioN 5. The Congress shall have power to enforce, by ap-
propriate legislation, the provisions of this article.

AMENDMENT X V.7
SectioN 1. The right of citizens of the United States to vote
shall not be denied or abridged by the United States or by any
State on account of race, color, or previous condition of servi-
tude.

SectioN 2. The Congress shall have power to enforce this ar-
ticle by appropriate legislation.

AMENDMENT X V.8
The Congress shall have power to lay and collect taxes on

incomes, from whatever source derived, without apportionment

7 The Fifteenth Amendment was proposed by Congress on February 26, 1869, when it passed
the Senate, Cone. GLope (40th Cong., 3rd Sess.) 1641, having previously passed the House on
February 25. Id., 1563, 1564. It appears officially in 15 Stat. 346 under the date of February 27,
1869. Ratification was probably completed on February 3, 1870, when the legislature of the twenty-
eighth State (Iowa) approved the amendment, there being then 37 States in the Union. How-
ever, New York had prior to that date “withdrawn” its earlier assent to this amendment. Even
if this withdrawal were effective, Nebraska’s ratification on February 17, 1870, authorized Sec-
retary of State Fish’s certification of March 30, 1870, that the Fifteenth Amendment had be-
come a part of the Constitution. 16 Stat. 1131.

The several state legislatures ratified the Fifteenth Amendment on the following dates: Ne-
vada, March 1, 1869; West Virginia, March 3, 1869; North Carolina, March 5, 1869; Louisiana,
March 5, 1869 (date on which it was “approved” by the Governor); Illinois, March 5, 1869; Michi-
gan, March 5, 1869; Wisconsin, March 5, 1869; Maine, March 11, 1869; Massachusetts, March
12, 1869; South Carolina, March 15, 1869; Arkansas, March 15, 1869; Pennsylvania, March 25,
1869; New York, April 14, 1869 (New York “withdrew” its consent to the ratification on January
5, 1870); Indiana, March 14, 1869; Connecticut, May 19, 1869; Florida, June 14, 1869; New
Hampshire, July 1, 1869; Virginia, October 8, 1869; Vermont, October 20, 1869; Alabama, No-
vember 16, 1869; Missouri, January 7, 1870 (Missouri had ratified the first section of the 15th
Amendment on March 1, 1869; it failed to include in its ratification the second section of the
amendment); Minnesota, January 13, 1870; Mississippi, January 17, 1870; Rhode Island, Janu-
ary 18, 1870; Kansas, January 19, 1870 (Kansas had by a defectively worded resolution previ-
ously ratified this amendment on February 27, 1869); Ohio, January 27, 1870 (after having re-
jected the amendment on May 4, 1869); Georgia, February 2, 1870; Iowa, February 3, 1870;
Nebraska, February 17, 1870; Texas, February 18, 1870; New Jersey, February 15, 1871 (after
having rejected the amendment on February 7, 1870); Delaware, February 12, 1901 (date on
which approved by Governor; Delaware had previously rejected the amendment on March 18,
1869). The amendment was rejected (and was not subsequently ratified) by Kentucky, Mary-
land, and Tennessee. California ratified this amendment in 1962 and Oregon in 1959.

8 The Sixteenth Amendment was proposed by Congress on July 12, 1909, when it passed
the House, 44 Cone. Rec. (61st Cong., 1st Sess.) 4390, 4440, 4441, having previously passed the
Senate on July 5. Id., 4121. It appears officially in 36 Stat. 184. Ratification was completed on
February 3, 1913, when the legislature of the thirty-sixth State (Delaware, Wyoming, or New
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among the several States, and without regard to any census of

enumeration.

AwmenDMENT [XVII.]®

The Senate of the United States shall be composed of two
Senators from each state, elected by the people thereof, for six
years; and each Senator shall have one vote. The electors in each
State shall have the qualifications requisite for electors of the
most numerous branch of the State legislatures.

When vacancies happen in the representation of any State
in the Senate, the executive authority of such State shall issue

Mexico) approved the amendment, there being then 48 States in the Union. On February 25,
1913, Secretary of State Knox certified that this amendment had become a part of the Constitu-
tion. 37 Stat. 1785.

The several state legislatures ratified the Sixteenth Amendment on the following dates: Ala-
bama, August 10, 1909; Kentucky, February 8, 1910; South Carolina, February 19, 1910; Illi-
nois, March 1, 1910; Mississippi, March 7, 1910; Oklahoma, March 10, 1910; Maryland, April 8,
1910; Georgia, August 3, 1910; Texas, August 16, 1910; Ohio, January 19, 1911; Idaho, January
20, 1911; Oregon, January 23, 1911; Washington, January 26, 1911; Montana, January 27, 1911;
Indiana, January 30, 1911; California, January 31, 1911; Nevada, January 31, 1911; South Da-
kota, February 1, 1911; Nebraska, February 9, 1911; North Carolina, February 11, 1911; Colo-
rado, February 15, 1911; North Dakota, February 17, 1911; Michigan, February 23, 1911; Iowa,
February 24, 1911; Kansas, March 2, 1911; Missouri, March 16, 1911; Maine, March 31, 1911;
Tennessee, April 7, 1911; Arkansas, April 22, 1911 (after having rejected the amendment at the
session begun January 9, 1911); Wisconsin, May 16, 1911; New York, July 12, 1911; Arizona,
April 3, 1912; Minnesota, June 11, 1912; Louisiana, June 28, 1912; West Virginia, January 31,
1913; Delaware, February 3, 1913; Wyoming, February 3, 1913; New Mexico, February 3, 1913;
New Jersey, February 4, 1913; Vermont, February 19, 1913; Massachusetts, March 4, 1913; New
Hampshire, March 7, 1913 (after having rejected the amendment on March 2, 1911). The amend-
ment was rejected (and not subsequently ratified) by Connecticut, Rhode Island, and Utah.

9 The Seventeenth Amendment was proposed by Congress on May 13, 1912, when it passed
the House, 48 Conc. Rec. (62d Cong., 2d Sess.) 6367, having previously passed the Senate on
June 12, 1911, 47 Cone. Rec. (62d Cong., 1st Sess.) 1925. It appears officially in 37 Stat. 648.
Ratification was completed on April 8, 1913, when the thirty-sixth State (Connecticut) approved
the amendment, there being then 48 States in the Union. On May 31, 1913, Secretary of State
Bryan certified that it had become a part of the Constitution. 38 Stat. 2049.

The several state legislatures ratified the Seventeenth Amendment on the following dates:
Massachusetts, May 22, 1912; Arizona, June 3, 1912; Minnesota, June 10, 1912; New York, Janu-
ary 15, 1913; Kansas, January 17, 1913; Oregon, January 23, 1913; North Carolina, January
25, 1913; California, January 28, 1913; Michigan, January 28, 1913; Iowa, January 30, 1913;
Montana, January 30, 1913; Idaho, January 31, 1913; West Virginia, February 4, 1913; Colo-
rado, February 5, 1913; Nevada, February 6, 1913; Texas, February 7, 1913; Washington, Feb-
ruary 7, 1913; Wyoming, February 8, 1913; Arkansas, February 11, 1913; Illinois, February 13,
1913; North Dakota, February 14, 1913; Wisconsin, February 18, 1913; Indiana, February 19,
1913; New Hampshire, February 19, 1913; Vermont, February 19, 1913; South Dakota, Febru-
ary 19, 1913; Maine, February 20, 1913; Oklahoma, February 24, 1913; Ohio, February 25, 1913;
Missouri, March 7, 1913; New Mexico, March 13, 1913; Nebraska, March 14, 193; New Jersey,
March 17, 1913; Tennessee, April 1, 193; Pennsylvania, April 2, 1913; Connecticut, April 8, 1913;
Louisiana, June 5, 1914, The amendment was rejected by Utah on February 26, 1913.



AUTHENTICATED
US. GOVERNMENT
INFORMATION

GPO,

CONSTITUTION OF THE UNITED STATES 35

writs of election to fill such vacancies: Provided, That the legis-
lature of any State may empower the executive thereof to make
temporary appointments until the people fill the vacancies by
election as the legislature may direct.

This amendment shall not be so construed as to affect the
election or term of any Senator chosen before it becomes valid
as part of the Constitution.

AwmenpMENT [XVIIL.] 10
SectioN 1. After one year from the ratification of this article
the manufacture, sale, or transportation of intoxicating liquors
within, the importation thereof into, or the exportation thereof
from the United States and all territory subject to the jurisdic-
tion thereof for beverage purposes is hereby prohibited.

SectioN 2. The Congress and the several States shall have
concurrent power to enforce this article by appropriate legisla-
tion.

10 The Eighteenth Amendment was proposed by Congress on December 18, 1917, when it
passed the Senate, Cong. Rec. (65th Cong. 2d Sess.) 478, having previously passed the House
on December 17. Id., 470. Tt appears officially in 40 Stat. 1059. Ratification was completed on
January 16, 1919, when the thirty-sixth State approved the amendment, there being then 48
States in the Union. On January 29, 1919, Acting Secretary of State Polk certified that this
amendment had been adopted by the requisite number of States. 40 Stat. 1941. By its terms
this amendment did not become effective until 1 year after ratification.

The several state legislatures ratified the Eighteenth Amendment on the following dates:
Mississippi, January 8, 1918; Virginia, January 11, 1918; Kentucky, January 14, 1918; North
Dakota, January 28, 1918 (date on which approved by Governor); South Carolina, January 29,
1918; Maryland, February 13, 1918; Montana, February 19, 1918; Texas, March 4, 1918; Dela-
ware, March 18, 1918; South Dakota, March 20, 1918; Massachusetts, April 2, 1918; Arizona,
May 24, 1918; Georgia, June 26, 1918; Louisiana, August 9, 1918 (date on which approved by
Governor); Florida, November 27, 1918; Michigan, January 2, 1919; Ohio, January 7, 1919; Okla-
homa, January 7, 1919; Idaho, January 8, 1919; Maine, January 8, 1919; West Virginia, Janu-
ary 9, 1919; California, January 13, 1919; Tennessee, January 13, 1919; Washington, January
13, 1919; Arkansas, January 14, 1919; Kansas, January 14, 1919; Illinois, January 14, 1919;
Indiana, January 14, 1919; Alabama, January 15, 1919; Colorado, January 15, 1919; Iowa, Janu-
ary 15, 1919; New Hampshire, January 15, 1919; Oregon, January 15, 1919; Nebraska, Janu-
ary 16, 1919; North Carolina, January 16, 1919; Utah, January 16, 1919; Missouri, January 16,
1919; Wyoming, January 16, 1919; Minnesota, January 17, 1919; Wisconsin, January 17, 1919;
New Mexico, January 20, 1919; Nevada, January 21, 1919; Pennsylvania, February 25, 1919;
New Jersey, March 9, 1922; New York, January 29, 1919; Vermont, January 29, 1919.
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SectioN 3. This article shall be inoperative unless it shall
have been ratified as an amendment to the Constitution by the
legislatures of the several States, as provided in the Constitu-
tion, within seven years from the date of the submission hereof
to the States by the Congress.

AMENDMENT [XIX.] 12
The right of citizens of the United States to vote shall not
be denied or abridged by the United States or by any State on
account of sex.
Congress shall have power to enforce this article by appro-
priate legislation.

AMENDMENT [XX.] 12
SecTioON 1. The terms of the President and Vice President
shall end at noon on the 20th day of January, and the terms of

11 The Nineteenth Amendment was proposed by Congress on June 4, 1919, when it passed
the Senate, Cone. Rec. (66th Cong., 1st Sess.) 635, having previously passed the house on May
21. Id., 94. It appears officially in 41 Stat. 362. Ratification was completed on August 18, 1920,
when the thirty-sixth State (Tennessee) approved the amendment, there being then 48 States
in the Union. On August 26, 1920, Secretary of Colby certified that it had become a part of the
Constitution. 41 Stat. 1823.

The several state legislatures ratified the Nineteenth Amendment on the following dates:
Illinois, June 10, 1919 (readopted June 17, 1919); Michigan, June 10, 1919; Wisconsin, June 10,
1919; Kansas, June 16, 1919; New York, June 16, 1919; Ohio, June 16, 1919; Pennsylvania,
June 24, 1919; Massachusetts, June 25, 1919; Texas, June 28, 1919; Iowa, July 2, 1919 (date on
which approved by Governor); Missouri, July 3, 1919; Arkansas, July 28, 1919; Montana, Au-
gust 2, 1919 (date on which approved by governor); Nebraska, August 2. 1919; Minnesota, Sep-
tember 8, 1919; New Hampshire, September 10, 1919 (date on which approved by Governor);
Utah, October 2, 1919; California, November 1, 1919; Maine, November 5, 1919; North Dakota,
December 1, 1919; South Dakota, December 4, 1919 (date on which certified); Colorado, Decem-
ber 15, 1919 (date on which approved by Governor); Kentucky, January 6, 1920; Rhode Island,
January 6, 1920; Oregon, January 13, 1920; Indiana, January 16, 1920; Wyoming, January 27,
1920; Nevada, February 7, 1920; New Jersey, February 9, 1920; Idaho, February 11, 1920; Ari-
zona, February 12, 1920; New Mexico, February 21, 1920 (date on which approved by govrnor);
Oklahoma, February 28, 1920; West Virginia, March 10, 1920 (confirmed September 21, 1920);
Washington, March 22, 1920; Tennessee, August 18, 1920; Vermont, February 8, 1921. The amend-
ment was rejected by Georgia on July 24, 1919; by Alabama, on September 22, 1919; by South
Carolina on January 29, 1920; by Virginia on February 12, 1920; by Maryland on February 24,
1920; by Mississippi on March 29, 1920; by Louisiana on July 1, 1920, This amendment was
subsequently ratified by Virginia in 1952, Alabama in 1953, Florida in 1969, and Georgia and
Louisiana in 1970.

12 The Twentieth Amendment was proposed by Congress on March 2, 1932, when it passed
the Senate, Cong. Rec. (72d Cong., 1st Sess.) 5086, having previously passed the House on March
1. Id., 5027. It appears officially in 47 Stat. 745. Ratification was completed on January 23,
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Senators and Representatives at noon on the 3d day of Janu-
ary, of the years in which such terms would have ended if this
article had not been ratified; and the terms of their successors
shall then begin.

SecTioN 2. The Congress shall assemble at least once in ev-
ery year, and such meeting shall begin at noon on the 3d day of
January, unless they shall by law appoint a different day.

Secrion 3. If, at the time fixed for the beginning of the term
of the President, the President elect shall have died, the Vice
President elect shall become President. If a President shall not
have been chosen before the time fixed for the beginning of his
term, or if the President elect shall have failed to qualify, then
the Vice President elect shall act as President until a President
shall have qualified; and the Congress may by law provide for
the case wherein neither a President elect nor a Vice President
elect shall have qualified, declaring who shall then act as Presi-
dent, or the manner in which one who is to act shall be se-
lected, and such person shall act accordingly until a President
or Vice President shall have qualified.

1933, when the thirty-sixth State approved the amendment, there being then 48 States in the
Union. On February 6, 1933, Secretary of State Stimson certified that it had become a part of
the Constitution. 47 Stat. 2569.

The several state legislatures ratified the Twentieth Amendment on the following dates:
Virginia, March 4, 1932; New York, March 11, 1932; Mississippi, March 16, 1932; Arkansas March
17, 1932; Kentucky, March 17, 1932; New Jersey, March 21, 1932; South Carolina, March 25,
1932; Michigan, March 31, 1932; Maine, April 1, 1932; Rhode Island, April 14, 1932; Illinois,
April 21, 19382; Louisiana, June 22, 1932; West Virginia, July 30, 1932; Pennsylvania, August
11, 1932; Indiana, August 15, 1932; Texas, September 7, 1932; Alabama, September 13, 1932;
California, January 3, 1933; North Carolina, January 5, 1933; North Dakota, January 9, 1933;
Minnesota, January 12, 1933; Arizona, January 13, 1933; Montana, January 13, 1933; Ne-
braska, January 13, 1933; Oklahoma, January 13, 1933; Kansas, January 16, 1933; Oregon,
January 16, 1938; Delaware, January 19, 1933; Washington, January 19, 1933; Wyoming, Janu-
ary 19, 1933; Iowa, January 20, 1933; South Dakota, January 20, 1933; Tennessee, January 20,
1933; Idaho, January 21, 1933; New Mexico, January 21, 1933; Georgia, January 23, 1933; Mis-
souri, January 23, 1933; Ohio, January 23, 1933; Utah, January 23, 1933; Colorado, January
24, 1933; Massachusetts, January 24, 1933; Wisconsin, January 24, 1933; Nevada, January 26,
1933; Connecticut, January 27, 1933; New Hampshire, January 31, 1933; Vermont, February 2,
1933; Maryland, March 24, 1933; Florida, April 26, 1933.
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Section 4. The Congress may by law provide for the case of
the death of any of the persons from whom the House of Repre-
sentatives may choose a President whenever the right of choice
shall have devolved upon them, and for the case of the death of
any of the persons from whom the Senate may choose a Vice
President whenever the right of choice shall have devolved upon
them.

SectioN 5. Sections 1 and 2 shall take effect on the 15th day
of October following the ratification of this article.

SectioN 6. This article shall be inoperative unless it shall
have been ratified as an amendment to the Constitution by the
legislatures of three-fourths of the several States within seven

years from the date of its submission.

AmeENDMENT [XXI.] 18
SectioN 1. The eighteenth article of amendment to the Con-
stitution of the United State is hereby repealed.

13 The Twenty-first Amendment was proposed by Congress on February 20, 1933, when it
passed the House, Cong. Rrc. (72d Cong., 2d Sess.) 4516, having previously passed the Senate
on February 186. Id., 4231. It appears officially in 47 Stat. 1625. Ratification was completed on
December 5, 1933, when the thirty-sixth State (Utah) approved the amendment, there being
then 48 States in the Union. On December 5, 1933, Acting Secretary of State Phillips certified
that it had been adopted by the requisite number of States. 48 Stat. 17489.

The several state conventions ratified the Twenty-first Amendment on the following dates:
Michigan, April 10, 1933; Wisconsin, April 25, 1933; Rhode Island, May 8, 1933; Wyoming, May
25, 1933; New Jersey, June 1, 1933; Delaware, June 24, 1933; Indiana, June 26, 1933; Massa-
chusetts, June 26, 1933; New York, June 27, 1933; Illinois, July 10, 1933; Iowa, July 10, 1933;
Connecticut, July 11, 1933; New Hampshire, July 11, 1933; California, July 24, 1933; West Vir-
ginia, July 25, 1933; Arkansas, August 1, 1933; Oregon, August 7, 1933; Alabama, August 8,
1933; Tennessee, August 11, 1933; Missouri, August 29, 1933; Arizona, September 5, 1933; Ne-
vada, September 5, 1933; Vermont, September 23, 1933; Colorado, September 26, 1933; Wash-
ington, October 3, 1933; Minnesota, October 10, 1933; Idaho, October 17, 1933; Maryland, Octo-
ber 18, 1933; Virginia, October 25, 1933; New Mexico, November 2, 1933; Florida, November
14, 1933; Texas, November 24, 1933; Kentucky, November 27, 1933; Ohio, December 5, 1933;
Pennsylvania, December 5, 1933; Utah, December 5, 1933; Maine, December 6, 1933; Montana,
August 6, 1934. The amendment was rejected by a convention in the State of South Carelina,
on December 4, 1933. The electorate of the State of North Carolina voted against holding a
convention at a general election held on November 7, 1933.
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SectioN 2. The transportation or importation into any State,
territory, or possession of the United States for delivery or use
therein of intoxicating liquors, in violation of the laws thereof,

is hereby prohibited.

SectioN 3. This article shall be inoperative unless it shall
have been ratified as an amendment to the Constitution by con-
ventions in the several States, as provided in the Constitution,
within seven years from the date of the submission hereof to
the States by the Congress.

AmeENDMENT [XXTI.] 14

SectioN 1. No person shall be elected to the office of the Presi-
dent more than twice, and no person who has held the office of
President, or acted as President, for more than two years of a
term to which some other person was elected President shall be
elected to the office of the President more than once. But this
Article shall not apply to any person holding the office of Presi-
dent, when this Article was proposed by the Congress, and shall
not prevent any person who may be holding the office of Presi-

14 The Twenty-second Amendment was proposed by Congress on March 24, 1947, having
passed the House on March 21, 1947, Cong. Rec. (80th Cong., 1st Sess.) 2392, and having previ-
ously passed the Senate on March 12, 1947. 1d., 1978. It appears officially in 61 Stat. 959. Rati-
fication was completed on February 27, 1951, when the thirty-sixth State (Minnesota) approved
the amendment, there being then 48 States in the Union. On March 1, 1951, Jess Larson, Ad-
ministrator of General Services, certified that it had been adopted by the requisite number of
States. 16 Fep, Rec. 2019.

A total of 41 state legislatures ratified the Twenty-second Amendment on the following dates:
Maine, March 31, 1947; Michigan, March 31, 1947; Towa, April 1, 1947; Kansas, April 1, 1947;
New Hampshire, April 1, 1947; Delaware, April 2, 1947; Illinois, April 3, 1947; Oregon, April 3,
1947; Colorado, April 12, 1947; California, April 15, 1947; New Jersey, April 15, 1947; Vermont,
April 15, 1947; Ohio, April 16, 1947; Wisconsin, April 16, 1947; Pennsylvania, April 29, 1947;
Connecticut, May 21, 1947; Missouri, May 22, 1947; Nebraska, May 23, 1947; Virginia, January
928, 1948; Mississippi, February 12, 1948; New York, March 9, 1948; South Dakota, January 21,
1949; North Dakota, February 25, 1949; Louisiana, May 17, 1950; Montana, January 25, 1951;
Indiana, January 29, 1951; Idaho, January 30, 1951; New Mexico, February 12, 1951; Wyo-
ming, February 12, 1951; Arkansas, February 15, 1951; Georgia, February 17, 1915; Tennessee,
February 20, 1951; Texas, February 22, 1951; Utah, February 26, 1951; Nevada, February 26,
1951; Minnesota, February 27, 1951; North Carolina, February 28, 1951; South Carolina, March
13, 1951; Maryland, March 14, 1951; Florida, April 16, 1951; and Alabama, May 4, 1951,
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dent, or acting as President, during the term within which this
Article becomes operative from holding the office of President or
acting as President during the remainder of such term.

Section 2. This article shall be inoperative unless it shall
have been ratified as an amendment to the Constitution by the
legislatures of three-fourths of the several States within seven
years from the date of its submission to the States by the Con-
gress.

AwmenDMENT [XXIII.] 15

SectioN 1. The District constituting the seat of Government
of the United States shall appoint in such manner as the Con-
gress may direct:

A number of electors of President and Vice President equal
to the whole number of Senators and Representatives in Con-
gress to which the District would be entitled if it were a State,
but in no event more than the least populous State; they shall
be in addition to those appointed by the States, but they shall
be considered, for the purposes of the election of President and
Vice President, to be electors appointed by a State; and they shall

16 The Twenty-third Amendment was proposed by Congress on June 16, 1960, when it passed
the Senate, Cong. Rec. (86th Cong., 2d Sess.) 12858, having previously passed the House on
June 14, Id., 12571, It appears officially in 74 Stat. 1057. Ratification was completed on March
29, 1961, when the thirty-eighth State (Ohio) approved the amendment, there being then 50
States in the Union. On April 3, 1961, John L. Moore, Administrator of General Services, certi-
fied that it had been adopted by the requisite number of States. 26 Fep. Rec. 2808.

The several state legislatures ratified the Twenty-third Amendment on the following dates:
Hawaii, June 23, 1960; Massachusetts, August 22, 1960; New Jersey, December 19, 1960; New
York, January 17, 1961; California, January 19, 1961; Oregon, January 27, 1961; Maryland,
January 30, 1961; Idaho, January 31, 1961; Maine, January 31, 1961; Minnesota, January 31,
1961; New Mexico, February 1, 1961; Nevada, February 2, 1961; Montana, February 6, 1961;
Colorado, February 8, 1961; Washington, February 9, 1961; West Virginia, February 1961; Alaska,
February 10, 1961; Wyoming, February 13, 1961; South Dakota, February 14, 1961; Delaware,
February 20, 1961; Utah, February 21, 1961; Wisconsin, February 21, 1961; Pennsylvania, Feb-
ruary 28, 1961; Indiana, March 3, 1961; North Dakota, March 3, 1961; Tennessee, March 6,
1961; Michigan, March 8, 1961; Connecticut, March 9, 1961; Arizona, March 10, 1961; Illinois,
March 14, 1961; Nebraska, March 15, 1961; Vermont, March 15, 1961; Iowa, March 16, 1961;
Missouri, March 20, 1961; Oklahoma, March 21, 1961; Rhode Island, March 22, 1961; Kansas,
March 29, 1961; Ohio, March 29, 1961; and New Hampshire, March 30, 1961.
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meet in the District and perform such duties as provided by the
twelfth article of amendment.

SecrioN 2. The Congress shall have power to enforce this ar-
ticle by appropriate legislation.

AMENDMENT [XXIV.] 16
SecrioN 1. The right of citizens of the United States to vote
in any primary or other election for President or Vice Presi-
dent, for electors for President or Vice President, or for Senator
or Representative in Congress, shall not be denied or abridged
by the United States or any State by reason of failure to pay
any poll tax or other tax.

Section 2. The Congress shall have power to enforce this ar-
ticle by appropriate legislation.

16 The Twenty-fourth Amendment was proposed by Congress on September 14, 1962, hav-
ing passed the House on August 27, 1962. Conc. Rec. (87th Cong., 2d Sess.) 17670 and having
previously passed the Senate on March 27, 1962. Id., 5105. It appears officially in 76 Stat. 1259.
Ratification was completed on January 23, 1964, when the thirty-eighth State (South Dakota)
approved the Amendment, there being then 50 States in the Union. On February 4, 1964, Ber-
nard L. Boutin, Administrator of General Services, certified that it had been adopted by the
requisite number of States. 25 Fep. Rea. 1717. President Lyndon B. Johnson signed this certifi-
cate.

Thirty-eight state legislatures ratified the Twenty-fourth Amendment on the following dates:
Tllinois, November 14, 1962; New Jersey, December 3, 1962; Oregon, January 25, 1963; Mon-
tana, January 28, 1963; West Virginia, February 1, 1963; New York, February 4, 1963; Mary-
land, February 6, 1963; California, February 7, 1963; Alaska, February 11, 1963; Rhode Island,
February 14, 1963; Indiana, February 19, 1963; Michigan, February 20, 1963; Utah, February
20, 1963; Colorado, February 21, 1963; Minnesota, February 27, 1963; Ohio, February 27, 1963;
New Mexico, March 5, 1963; Hawaii, March 6, 1963; North Dakota, March 7, 1963; Idaho, March
8, 1963; Washington, March 14, 1963; Vermont, March 15, 1963; Nevada, March 19, 1963; Con-
necticut, March 20, 1963; Tennessee, March 21, 1963; Pennsylvania, March 25, 1963; Wiscon-
sin, March 26, 1963; Kansas, March 28, 1963; Massachusetts, March 28, 1963; Nebraska, April
4, 1963; Florida, April 18, 1963; lowa, April 24, 1963; Delaware, May 1, 1963; Missouri, May
13, 1963; New Hampshire, June 16, 1963; Kentucky, June 27, 1963; Maine, January 16, 1964;
South Dakota, January 23, 1964.
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AmMENDMENT [XXV] 17
SectioN 1. In case of the removal of the President from of-
fice or of his death or resignation, the Vice President shall be-

come President.

SecTioN 2. Whenever there is a vacancy in the office of the
Vice President, the President shall nominate a Vice President
who shall take office upon confirmation by a majority vote of
both Houses of Congress.

SectioN 3. Whenever the President transmits to the Presi-
dent pro tempore of the Senate and the Speaker of the House of
Representatives has written declaration that he is unable to dis-
charge the powers and duties of his office, and until he trans-
mits to them a written declaration to the contrary, such powers
and duties shall be discharged by the Vice President as Acting
President.

17 This Amendment was proposed by the Eighty-ninth Congress by Senate Joint Resolution
No. 1, which was approved by the Senate on February 19, 1965, and by the House of Represen-
tatives, in amended form, on April 13, 1965. The House of Representatives agreed to a Confer-
ence Report on June 30, 1965, and the Senate agreed to the Conference Report on July 6, 1965.
It was declared by the Administrator of General Services, on February 23, 1967, to have been
ratified.

This Amendment was ratified by the following States:

Nebraska, July 12, 1965; Wisconsin, July 13, 1965; Oklahoma, July 16, 1965; Massachu-
setts, August 9, 1965; Pennsylvania, August 18, 1965; Kentucky, September 15, 1965; Arizona,
September 22, 1965; Michigan, October 5, 1965; Indiana, October 20, 1965; California, October
21, 1965; Arkansas, November 4, 1965; New Jersey, November 29, 1965; Delaware, December 7,
1965; Utah, January 17, 1966; West Virginia, January 20, 1966; Maine, January 24, 1966; Rhode
Island, January 28, 1966; Colorado, February 3, 1966; New Mexico, February 3, 1966; Kansas,
February 8, 1966; Vermont, February 10, 1966; Alaska, February 18, 1966; Idaho, March 2, 1966;
Hawaii, March 3, 1966; Virginia, March 8, 1966; Mississippi, March 10, 1966; New York, March
14, 1966; Maryland, March 23, 1966; Missouri, March 30, 1966; New Hampshire, June 13, 1966;
Louisiana, July 5, 1966; Tennessee, January 12, 1967, Wyoming, January 25, 1967; Washing-
ton, January 26, 1967; Iowa, January 26, 1967; Oregon, February 2, 1967; Minnesota, February
10, 1967; Nevada, February 10, 1967; Connecticut, February 14, 1967; Montana, February 15,
1967; South Dakota, March 6, 1967; Ohio, March 7, 1967; Alabama, March 14, 1967; North
Carolina, March 22, 1967 Illinois, March 22, 1967; Texas, April 25, 1967; Florida, May 25, 1967.

Publication of the certifying statement of the Administrator of General Services that the
Amendment had become valid was made on February 25, 1967, F.R. Doc 67—2208, 32 Fep. REa.
3287.
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Section 4. Whenever the Vice President and a majority of
either the principal officers of the executive departments or of
such other body as Congress may by law provide, transmit to
the President pro tempore of the Senate and the Speaker of the
House of Representatives their written declaration that the Presi-
dent is unable to discharge the powers and duties of his office,
the Vice President shall immediately assume the powers and du-
ties of the office as Acting President.

Thereafter, when the President transmits to the President
pro tempore of the Senate and the Speaker of the House of Rep-
resentatives has written declaration that no inability exists, he
shall resume the powers and duties of his office unless the Vice
President and a majority of either the principal officers of the
executive department or of such other body as Congress may by
law provide, transmit within four days to the President pro tem-
pore of the Senate and the Speaker of the House of Representa-
tives their written declaration that the President is unable to
discharge the powers and duties of his office. Thereupon Con-
gress shall decide the issue, assembling within forty-eight hours
for that purpose if not in session. If the Congress, within twenty-
one days after receipt of the latter written declaration, or, if Con-
gress is not in session, within twenty-one days after Congress
is required to assemble, determines by two-thirds vote of both
Houses that the President is unable to discharge the powers and
duties of his office, the Vice President shall continue to dis-
charge the same as Acting President; otherwise, the President
shall resume the powers and duties of his office.
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AMENDMENT [XXVI.] 18
SectioN 1. The right of citizens of the United States, who
are eighteen years of age or older, to vote shall not be denied or
abridged by the United States or any State on account of age.

SectioN 2. The Congress shall have the power to enforce this
article by appropriate legislation.

AveNDMENT [XXVII.] 19
No law varying the compensation for the services of the Sena-
tors and Representatives shall take effect, until an election of
Representatives shall have intervened.

18 The Twenty-sixth Amendment was proposed by Congress on March 23, 1971, upon pas-
sage by the House of Representatives, the Senate having previously passed an identical resolu-
tion on March 10, 1971. It appears officially in 85 Stat. 825. Ratification was completed on July
1, 1971, when action by the legislature of the 38th State, North Carolina, was concluded, and
the Administrator of the General Services Administration officially certified it to have been duly
ratified on July 5, 1971. 36 Fep. Rec. 12725.

As of the publication of this volume, 42 States had ratified this Amendment:

Connecticut, March 23, 1971; Delaware, March 23, 1971; Minnesota, March 23, 1971; Ten-
nessee, March 23, 1971; Washington, March 23, 1971; Hawaii, March 24, 1971, Massachusetts,
March 24, 1971; Montana, March 29, 1971; Arkansas, March 30, 1971; Idaho, March 30, 1971;
Towa, March 30, 1971; Nebraska, April 2, 1971; New Jersey, April 3, 1971; Kansas, April 7,
1971; Michigan, April 7, 1971; Alaska, April 8, 1971; Maryland, April 8, 1971; Indiana, April 8,
1971; Maine, April 9, 1971; Vermont, April 16, 1971; Louisiana, April 17, 1971; California, April
19, 1971; Colorado, April 27, 1971; Pennsylvania, April 27, 1971; Texas, April 27, 1971; South
Carolina, April 28, 1971; West Virginia, April 28, 1971; New Hampshire, May 13, 1971; Ari-
zona, May 14, 1971; Rhode Island, May 27, 1971; New York, June 2, 1971; Oregon, June 4,
1971; Missouri, June 14, 1971; Wisconsin, June 22, 1971; Illinois, June 29, 1971; Alabama, June
30, 1971; Ohio, June 30, 1971; North Carolina, July 1, 1971; Oklahoma, July 1, 1971; Virginia,
July 8, 1971; Wyoming, July 8, 1971; Georgia, October 4, 1971.

19 This purported amendment was proposed by Congress on September 25, 1789, when it
passed the Senate, having previously passed the House on September 24. (1 Annars or CoNgress
88, 913). It appears officially in 1 Stat. 97. Having received in 1789-1791 only six state ratifica-
tions, the proposal then failed of ratification while ten of the 12 sent to the States by Congress
were ratified and proclaimed and became the Bill of Rights. The provision was proclaimed as
having been ratified and having become the 27th Amendment, when Michigan ratified on May
7, 1992, there being 50 States in the Union. Proclamation was by the Archivist of the United
States, pursuant to 1 U.S.C. § 106b, on May 19, 1992. FR.Doc. 92-11951, 57 Fen. Rec. 21187. It
was also proclaimed by votes of the Senate and House of Representatives. 138 Cong. Rec. (pamy
ED) S 6948-49, H 3505-06.

The several state legislatures ratified the proposal on the following dates: Maryland, Decem-
ber 19, 1789; North Carolina, December 22, 1789; South Carolina, January 19, 1790; Delaware,
January 28, 1790; Vermont, November 3, 1791; Virginia, December 15, 1791; Ohio, May 6, 1873;
Wyoming, March 6, 1978; Maine, April 27, 1983; Colorado, April 22, 1984; South Dakota, Febru-
ary 1985; New Hampshire, March 7, 1985; Arizona, April 3, 1985; Tennessee, May 28, 1985;
Oklahoma, July 10, 1985; New Mexico, February 14, 1986; Indiana, February 24, 1986; Utah,
February 25, 1986; Arkansas, March 13, 1987, Montana, March 17, 1987; Connecticut, May 13,
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1987; Wisconsin, July 15, 1987; Georgia, February 2, 1988; West Virginia, March 10, 1988; Loui-
siana, July 7, 1988; Iowa, February 9, 1989; Idaho, March 23, 1989; Nevada, May 25, 1989;
Kansas, April 5, 1990; Florida, May 31, 1990; North Dakota, Mary 25, 1991; Alabama, May 5,
1992; Missouri, May 5, 1992; Michigan, May 7, 1992. New Jersey subsequently ratified on May
7, 1992.
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I. SUMMARY FOR THE PUBLIC
A. Introduction

You cannot see it, taste it or smell it, but it is one of the most pervasive environmental exposures
in industrialized countries today. Electromagnetic radiation (EMR) or electromagnetic fields
(EMFs) are the terms that broadly describe exposures created by the vast array of wired and
wireless technologies that have altered the landscape of our lives in countless beneficial ways.
However, these technologies were designed to maximize energy efficiency and convenience; not
with biological effects on people in mind. Based on new studies, there is growing evidence

among scientists and the public about possible health risks associated with these technologies.

Human beings are bioelectrical systems. Our hearts and brains are regulated by internal
bioelectrical signals. Environmental exposures to artificial EMFs can interact with fundamental
biological processes in the human body. In some cases, this can cause discomfort and disease.
Since World War II, the background level of EMF from electrical sources has risen exponentially,
most recently by the soaring popularity of wireless technologies such as cell phones (two billion
and counting in 2006), cordless phones, WI-FI and WI-MAX networks. Several decades of
international scientific research confirm that EMFs are biologically active in animals and in

humans, which could have major public health consequences.

In today’s world, everyone is exposed to two types of EMFs: (1) extremely low frequency
electromagnetic fields (ELF) from electrical and electronic appliances and power lines and (2)
radiofrequency radiation (RF) from wireless devices such as cell phones and cordless phones,
cellular antennas and towers, and broadcast transmission towers. In this report we will use the
term EMFs when referring to all electromagnetic fields in general; and the terms ELF and RF
when referring to the specific type of exposure. They are both types of non-ionizing radiation,
which means that they do not have sufficient energy to break off electrons from their orbits
around atoms and ionize (charge) the atoms, as do x-rays, CT scans, and other forms of ionizing
radiation. A glossary and definitions are provided in Section 18 to assist you. Some handy
definitions you will probably need when reading about ELF and RF in this summary section (the

language for measuring it) are shown with the references for this section.



B. Purpose of the Report

This report has been written by 14 (fourteen) scientists, public health and public policy
experts to document the scientific evidence on electromagnetic fields. Another dozen
outside reviewers have looked at and refined the Report.

The purpose of this report is to assess scientific evidence on health impacts from
electromagnetic radiation below current public exposure limits and evaluate what changes
in these limits are warranted now to reduce possible public health risks in the future.

Not everything is known yet about this subject; but what is clear is that the existing public
safety standards limiting these radiation levels in nearly every country of the world look to
be thousands of times too lenient. Changes are needed.

New approaches are needed to educate decision-makers and the public about sources of
exposure and to find alternatives that do not pose the same level of possible health risks,
while there is still time to make changes.

A working group composed of scientists, researchers and public health policy professionals (The
Biolnitiative Working Group) has joined together to document the information that must be
considered in the international debate about the adequacy (or inadequacy) of existing public
exposure standards.

This Report is the product of an international research and public policy initiative to give an
overview of what is known of biological effects that occur at low-intensity EMFs exposures (for
both radiofrequency radiation RF and power-frequency ELF, and various forms of combined
exposures that are now known to be bioactive). The Report examines the research and current
standards and finds that these standards are far from adequate to protect public health.

Recognizing that other bodies in the United States, United Kingdom, Australia, many European
Union and eastern European countries as well as the World Health Organization are actively
debating this topic, the Biolnitiative Working Group has conducted a independent science and
public health policy review process. The report presents solid science on this issue, and makes
recommendations to decision-makers and the public. Conclusions of the individual authors, and
overall conclusions are given in Table 2-1 (Biolnitiative Overall Summary Chart).

Eleven (11) chapters that document key scientific studies and reviews identifying low-intensity
effects of electromagnetic fields have been written by members of the Biolnitiative Working
Group. Section 16 and 17 have been prepared by public health and policy experts. These sections
discusses the standard of evidence which should be applied in public health planning, how the
scientific information should be evaluated in the context of prudent public health policy, and
identifies the basis for taking precautionary and preventative actions that are proportionate to the
knowledge at hand. They also evaluate the evidence for ELF that leads to a recommendation for
new public safety limits (not precautionary or preventative actions, as need is demonstrated).




Other scientific review bodies and agencies have reached different conclusions than we have by
adopting standards of evidence so unreasonably high as to exclude any conclusions likely to lead
to new public safety limits. Some groups are actually recommending a relaxation of the existing
(and inadequate) standards. Why is this happening? One reason is that exposure limits for ELF
and RF are developed by bodies of scientists and engineers that belong to professional societies
who have traditionally developed recommendations; and then government agencies have adopted
those recommendations. The standard-setting processes have little, if any, input from other
stakeholders outside professional engineering and closely-related commercial interests. Often,
the industry view of allowable risk and proof of harm is most influential, rather than what public
health experts would determine is acceptable.

Main Reasons for Disagreement among Experts

1) Scientists and public health policy experts use very different definitions of the standard of
evidence used to judge the science, so they come to different conclusions about what to
do. Scientists do have a role, but it is not exclusive and other opinions matter.

2) We are all talking about essentially the same scientific studies, but use a different
way of measuring when “enough is enough” or “proof exists”.

3) Some experts keep saying that all studies have to be consistent (turn out the same way
every time) before they are comfortable saying an effect exists.

4) Some experts think that it is enough to look only at short-term, acute effects.

5) Other experts say that it is imperative we have studies over longer time (showing the
effects of chronic exposures) since that is what kind of world we live in.

6) Some experts say that everyone, including the very young, the elderly, pregnant women,
and people with illnesses have to be considered — others say only the average person (or
in the case of RF, a six-foot tall man) matter.

7) There is no unexposed population, making it harder to see increased risk of diseases.

8) The lack of consensus about a single biological mechanism of action.

9) The strength of human epidemiological studies reporting risks from ELF and RF
exposures, but animal studies don’t show a strong toxic effect.

10) Vested interests have a substantial influence on the health debate.

Public Policy Decisions
Safety limits for public exposure to EMFs need to be developed on the basis of interaction among
not only scientists, but also public health experts, public policy makers and the general public.

“In principle, the assessment of the evidence should combine with judgment based on other
societal values, for example, costs and benefits, acceptability of risks, cultural preferences, etc.
and result in sound and effective decision-making. Decisions on these matters are eventually
taken as a function of the views, values and interests of the stakeholders participating in the
process, whose opinions are then weighed depending on several factors. Scientific evidence
perhaps carries, or should carry, velatively heavy weight, but grants no exclusive status,
decisions will be evidence-based but will also be based on other factors.” (1)

The clear consensus of the BioInitiative Working Group members is that the existing public

safety limits are inadequate for both ELF and RF.




These proposals reflect the evidence that a positive assertion of safety with respect to
chronic exposure to low-intensity levels of ELF and RF cannot be made. As with many
other standards for environmental exposures, these proposed limits may not be totally
protective, but more stringent standards are not realistic at the present time. FEven a
small increased risk for cancer and neurodegenerative diseases translates into an enormous
public health consequence. Regulatory action for ELF and preventative actions for RF are
warranted at this time to reduce exposures and inform the public of the potential for
increased risk; at what levels of chronic exposure these risks may be present; and what
measures may be taken to reduce risks.

C. Problems with Existing Public Health Standards (Safety Limits)

Today’s public exposure limits for telecommunications are based on the presumption that heating
of tissue (for RF) or induced electric currents in the body (for ELF) are the only concerns when
living organisms are exposed to RF. These exposures can create tissue heating that is well known
to be harmful in even very short-term doses. As such, thermal limits do serve a purpose. For
example, for people whose occupations require them to work around radar facilities or RF heat-
sealers, or for people who install and service wireless antenna tower, thermally-based limits are
necessary to prevent damage from heating (or, in the case of power-frequency ELF from induced
current flow in tissues). In the past, scientists and engineers developed exposure standards for
electromagnetic radiation based what we now believe are faulty assumptions that the right way to
measure how much non-ionizing energy humans can tolerate (how much exposure) without harm
is to measure only the heating of tissue (RF) or induced currents in the body (ELF).

In the last few decades, it has been established beyond any reasonable doubt that bioeffects and
some adverse health effects occur at far lower levels of RF and ELF exposure where no heating
(or induced currents) occurs at all; some effects are shown to occur at several hundred thousand
times below the existing public safety limits where heating is an impossibility.

It appears it is the INFORMATION conveyed by electromagnetic radiation (rather than
heat) that causes biological changes - some of these biological changes may lead to loss of

wellbeing, disease and even death.

Effects occur at non-thermal or low-intensity exposure levels thousands of times below the levels
that federal agencies say should keep the public safe. For many new devices operating with
wireless technologies, the devices are exempt from any regulatory standards. The existing
standards have been proven to be inadequate to control against harm from low-intensity, chronic
exposures, based on any reasonable, independent assessment of the scientific literature. It means
that an entirely new basis (a biological basis) for new exposure standards is needed. New
standards need to take into account what we have learned about the effects of ELF and RF (all
non-ionizing electromagnetic radiation and to design new limits based on biologically-
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demonstrated effects that are important to proper biological function in living organisms. It is
vital to do so because the explosion of new sources has created unprecedented levels of artificial
electromagnetic fields that now cover all but remote areas of the habitable space on earth. Mid-
course corrections are needed in the way we accept, test and deploy new technologies that expose
us to ELF and RF in order to avert public health problems of a global nature.

Recent opinions by experts have documented deficiencies in current exposure standards. There is
widespread discussion that thermal limits are outdated, and that biologically-based exposure
standards are needed. Section 4 describes concerns expressed by WHO, 2007 in its ELF Health
Criteria Monograph; the SCENIHR Report, 2006 prepared for the European Commission; the UK
SAGE Report, 2007; the Health Protection Agency, United Kingdom in 2005; the NATO
Advanced Research Workshop in 2005; the US Radiofrequency Interagency Working Group in
1999; the US Food and Drug Administration in 2000 and 2007; the World Health Organization
in 2002; the International Agency for Cancer Research (IARC, 2001), the United Kingdom
Parliament Independent Expert Group Report on Mobile Phones — Stewart Report, 2000) and
others.

A pioneer researcher, the late Dr. Ross Adey, in his last publication in Bioelectromagnetic
Medicine (P. Roche and M. Markov, eds. 2004) concluded:

“There are major unanswered questions about possible health risks that may arise from
exposures to various man-made electromagnetic fields where these human exposures are
intermittent, recurrent, and may extend over a significant portion of the lifetime of the
individual.”

“Epidemiological studies have evaluated ELF and radiofrequency fields as possible risk
factors for human health, with historical evidence relating rising visks of such factors as
progressive rural electrification, and more recently, to methods of electrical power
distribution and utilization in commercial buildings. Appropriate models describing
these bioeffects are based in non-equilibrium thermodynamics, with nonlinear
electrodynamics as an integral feature. Heating models, based in equilibrium
thermodynamics, fail to explain an impressive new frontier of much greater significance.
..... Though incompletely understood, tissue free radical interactions with magnetic fields
may extend to zero field levels.” (2)

There may be no lower limit at which exposures do not affect us. Until we know if
there is a lower limit below which bioeffects and adverse health impacts do not
occur, it is unwise from a public health perspective to continue “business-as-usual”
deploying new technologies that increase ELF and RF exposures, particularly
involuntary exposures.




II. SUMMARY OF THE SCIENCE
A. Evidence for Cancer
1. Childhood Leukemia

The evidence that power lines and other sources of ELF are consistently associated with higher
rates of childhood leukemia has resulted in the International Agency for Cancer Research (an arm
of the World Health Organization) to classify ELF as a Possible Human Carcinogen (in the Group
2B carcinogen list). Leukemia is the most common type of cancer in children.

There is little doubt that exposure to ELF causes childhood leukemia.

The exposure levels for increased risk are quite low — just above background or ambient levels
and much lower than current exposure limits. The existing ICNIRP limit is 1000 mG (904 mG in
the US) for ELF. Increased risk for childhood leukemia starts at levels almost one thousand times
below the safety standard. Leukemia risks for young boys are reported in one study to double at
only 1.4 mG and above (7) Most other studies combine older children with younger children (0
to 16 years) so that risk levels do not reach statistical significance until exposure levels reach 2
mG or 3 mG. Although some reviews have combined studies of childhood leukemia in ways
that indicate the risk level starts at 4 mG and above; this does not reflect many of the studies
reporting elevated risks at the lower exposure levels of 2 mG and 3 mG.

2. Other Childhood Cancers

Other childhood cancers have been studied, including brain tumors, but not enough work has
been done to know if there are risks, how high these risks might be or what exposure levels might
be associated with increased risks. The lack of certainty about other childhood cancers should not
be taken to signal the “all clear”; rather it is a lack of study.

The World Health Organization ELF Health Criteria Monograph No 322 (2007) says that other
childhood cancers “cannot be ruled out”. (8)

There is some evidence that other childhood cancers may be related to ELF

exposure but not enough studies have been done.

Several recent studies provide even stronger evidence that ELF is a risk factor for childhood
leukemia and cancers later in life. In the first study (9), children who were recovering in high-
ELF environments had poorer survival rates (a 450% increased risk of dying if the ELF fields
were 3 mG and above). In the second study, children who were recovering in 2 mG and above
ELF environments were 300% more likely to die than children exposed to 1 mG and below. In




this second study, children recovering in ELF environments between 1 and 2 mG also had poorer
survival rates, where the increased risk of dying was 280%. (10) These two studies give powerful
new information that ELF exposures in children can be harmful at levels above even 1 mG. The
third study looked what risks for cancer a child would have later in life, if that child was raised in
a home within 300 meters of a high-voltage electric power line. (11) For children who were
raised for their first five years of life within 300 meters, they have a life-time risk that is 500%
higher for developing some kinds of cancers.

Children who have leukemia and are in recovery have poorer survival rates if their
ELF exposure at home (or where they are recovering) is between 1mG and 2 mG in

one study; over 3 mG in another study.

Given the extensive study of childhood leukemia risks associated with ELF, and the relatively
consistent findings that exposures in the 2 mG to 4 mG range are associated with increased risk to
children, a 1 mG limit for habitable space is recommended for new construction. While it is
difficult and expensive to retrofit existing habitable space to a 1 mG level, and is also
recommended as a desirable target for existing residences and places where children and pregnant
women may spend prolonged periods of time.

New ELF public exposure limits are warranted at this time, given the existing

scientific evidence and need for public health policy intervention and prevention.

3. Brain Tumors and Acoustic Neuromas

Radiofrequency radiation from cell phone and cordless phone exposure has been linked in more
than one dozen studies to increased risk for brain tumors and/or acoustic neuromas (a tumor in the
brain on a nerve related to our hearing).

People who have used a cell phone for ten years or more have higher rates of malignant
brain tumor and acoustic neuromas. It is worse if the cell phone has been used primarily

on one side of the head.

For brain tumors, people who have used a cell phone for 10 years or longer have a 20% increase
in risk (when the cell phone is used on both sides of the head). For people who have used a cell
phone for 10 years or longer predominantly on one side of the head, there is a 200% increased
risk of a brain tumor. This information relies on the combined results of many brain tumor/cell
phone studies taken together (a meta-analysis of studies).




People who have used a cordless phone for ten years or more have higher rates of malignant
brain tumor and acoustic neuromas. It is worse if the cordless phone has been used

primarily on one side of the head.

The risk of brain tumor (high-grade malignant glioma) from cordless phone use is 220% higher
(both sides of the head). The risk from use of a cordless phone is 470% higher when used mostly
on only one side of the head.

For acoustic neuromas, there is a 30% increased risk with cell phone use at ten years and longer;
and a 240% increased risk of acoustic neuroma when the cell phone is used mainly on one side of
the head. These risks are based on the combined results of several studies (a meta-analysis of
studies).

For use of cordless phones, the increased risk of acoustic neuroma is three-fold higher (310%)
when the phone is mainly used on one side of the head.

The current standard for exposure to the emissions of cell phones and cordless phones is not

safe considering studies reporting Jong-term brain tumor and acoustic neuroma risks.

Other indications that radiofrequency radiation can cause brain tumors comes from exposures to
low-level RF other than from cell phone or cordless phone use. Studies of people who are
exposed in their work (occupational exposure) show higher brain tumor rates as well. Kheifets
(1995) reported a 10% to 20% increased risk of brain cancer for those employed in electrical
occupations. This meta-analysis surveyed 29 published studies of brain cancer in relation to
occupational EMFs exposure or work in electrical occupations. (6). The evidence for a link
between other sources of RF exposure like working at a job with EMFs exposure is consistent
with a moderately elevated risk of developing brain tumors.

4, Other Adult Cancers

There are multiple studies that show statistically significant relationships between occupational
exposure and leukemia in adults (see Chapter 11), in spite of major limitations in the exposure
assessment. A very recent study by Lowenthal et al. (2007) investigated leukemia in adults in
relation to residence near to high-voltage power lines. While they found elevated risk in all
adults living near to the high voltage power lines, they found an OR of 3.23 (95% CI = 1.26-8.29)
for individuals who spent the first 15 years of life within 300 m of the power line. This study
provides support for two important conclusions: adult leukemia is also associated with EMF
exposure, and exposure during childhood increases risk of adult disease.

A significant excess risk for adult brain tumors in electrical workers and those adults with
occupational EMF exposure was reported in a meta-analysis (review of many individual studies)
by Kheifets et al., (1995). This is about the same size risk for lung cancer and secondhand smoke
(US DHHS, 2006). A total of 29 studies with populations from 12 countries were included in this
meta-analysis. The relative risk was reported as 1.16 (CI = 1.08 — 1.24) or a 16% increased risk
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for all brain tumors. For gliomas, the risk estimate was reported to be 1.39 (1.07 — 1.82) or a 39%
increased risk for those in electrical occupations. A second meta-analysis published by Kheifets
et al., ((2001) added results of 9 new studies published after 1995. It reported a new pooled
estimate (OR = 1,16, 1.08 — 1.01) that showed little change in the risk estimate overall from 1995.

The evidence for a relationship between exposure and breast cancer is relatively strong in men
(Erren, 2001), and some (by no means all) studies show female breast cancer also to be elevated
with increased exposure (see Chapter 12). Brain tumors and acoustic neuromas are more
common in exposed persons (see Chapter 10). There is less published evidence on other cancers,
but Charles et al. (2003) report that workers in the highest 10% category for EMF exposure were
twice as likely to die of prostate cancer as those exposed at lower levels (OR 2.02, 95% Cl =
1.34-3.04). Villeneuve et al. (2000) report statistically significant elevations of non-Hodgkin’s
lymphoma in electric utility workers in relation to EMF exposure, while Tynes et al. (2003)
report elevated rates of malignant melanoma in persons living near to high voltage power lines.
While these observations need replication, they suggest a relationship between exposure and
cancer in adults beyond leukemia.

In total the scientific evidence for adult disease associated with EMF exposure is sufficiently
strong for adult cancers that preventive steps are appropriate, even if not all reports have shown
exactly the same positive relationship. This is especially true since many factors reduce our
ability to see disease patterns that might be related to EMF exposure: there is no unexposed
population for comparison, for example, and other difficulties in exposure assessment, The
evidence for a relationship between EMF exposure and adult cancers and neurodegenerative
diseases is sufficiently strong at present to merit preventive actions to reduce EMF exposure.

5. Breast Cancer

There is rather strong evidence from multiple areas of scientific investigation that ELF is related
to breast cancer. Over the last two decades there have been numerous epidemiological studies
(studies of human illness) on breast cancer in both men and women, although this relationship
remains controversial among scientists. Many of these studies report that ELF exposures are
related to increased risk of breast cancer (not all studies report such effects, but then, we do not
expect 100% or even 50% consistency in results in science, and do not require it to take
reasonable preventative action).

The evidence from studies on women in the workplace rather strongly suggests that ELF is

a risk factor for breast cancer for women with long-term exposures of 10 mG and higher.

Breast cancer studies of people who work in relatively high ELF exposures (10 mG and above)
show higher rates of this disease. Most studies of workers who are exposed to ELF have defined
high exposure levels to be somewhere between 2 mG and 10 mG; however this kind of mixing of
relatively low to relatively high ELF exposure just acts to dilute out real risk levels. Many of the
occupational studies group exposures so that the highest group is exposed to 4 mG and above.
What this means is that a) few people are exposed to much higher levels and b) illness patterns
show up at relatively low ELF levels of 4 mG and above. This is another way of demonstrating

11




that existing ELF limits that are set at 933-1000 mG are irrelevant to the exposure levels reporting
increased risks.

Laboratory studies that examine human breast cancer cells have shown that ELF exposure
between 6 mG and 12 mG can interfere with protective effects of melatonin that fights the growth
of these breast cancer cells. For a decade, there has been evidence that human breast cancer cells
grow faster if exposed to ELF at low environmental levels. This is thought to be because ELF
exposure can reduce melatonin levels in the body. The presence of melatonin in breast cancer
cell cultures is known to reduce the growth of cancer cells. The absence of melatonin (because of
ELF exposure or other reasons) is known to result in more cancer cell growth.

Laboratory studies of animals that have breast cancer tumors have been shown to have more
tumors and larger tumors when exposed to ELF and a chemical tumor promoter at the same time.
These studies taken together indicate that ELF is a likely risk factor for breast cancer, and that
ELF levels of importance are no higher than many people are exposed to at home and at work. A
reasonable suspicion of risk exists and is sufficient evidence on which to recommend new ELF
limits; and to warrant preventative action.

Given the very high lifetime risks for developing breast cancer, and the critical importance
of prevention; ELF exposures should be reduced for all people who are in high ELF

environments for prolonged periods of time.

Reducing ELF exposure is particularly important for people who have breast cancer. The
recovery environment should have low ELF levels given the evidence for poorer survival rates for
childhood leukemia patients in ELF fields over 2 mG or 3 mG. Preventative action for those who
may be at higher risk for breast cancer is also warranted (particularly for those taking tamoxifen
as a way to reduce the risk of getting breast cancer, since in addition to reducing the effectiveness
of melatonin, ELF exposure may also reduce the effectiveness of tamoxifen at these same low
exposure levels). There is no excuse for ignoring the substantial body of evidence we already
have that supports an association between breast cancer and ELF exposure; waiting for
conclusive evidence is untenable given the enormous costs and societal and personal burdens
caused by this disease.

Studies of human breast cancer cells and some animal studies show that ELF is likely to be
a risk factor for breast cancer. There is supporting evidence for a link between breast
cancer and exposure to ELF that comes from cell and animal studies, as well as studies of

human breast cancers.

These are just some of the cancer issues to discuss. It may be reasonable now to make the
assumption that all cancers, and other disease endpoints might be related to, or worsened by
exposures to EMFs (both ELF and RF).

If one or more cancers are related, why would not all cancer risks be at issue? It can no longer be
said that the current state of knowledge rules out or precludes risks to human health. The
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enormous societal costs and impacts on human suffering by not dealing proactively with this
issue require substantive public health policy actions; and actions of governmental agencies
charged with the protection of public health to act on the basis of the evidence at hand.

B. Changes in the Nervous System and Brain Function

Exposure to electromagnetic fields has been studies in connection with Alzheimer’s disease,
motor neuron disease and Parkinson’s disease. (4) These diseases all involve the death of specific
neurons and may be classified as neurodegenerative diseases. There is evidence that high levels
of amyloid beta are a risk factor for Alzheimer’s disease, and exposure to ELF can increase this
substance in the brain. There is considerable evidence that melatonin can protect the brain
against damage leading to Alzheimer’s disease, and also strong evidence that exposure to ELF
can reduce melatonin levels. Thus it is hypothesized that one of the body’s main protections
against developing Alzheimer’s disease (melatonin) is less available to the body when people are
exposed to ELF. Prolonged exposure to ELF fields could alter calcium (Ca2+) levels in neurons
and induce oxidative stress (4). It is also possible that prolonged exposure to ELF fields may
stimulate neurons (particularly large motor neurons) into synchronous firing, leading to damage
by the buildup of toxins.

Bvidence for a relationship between exposure and the neurodegenerative diseases, Alzheimer’s
and amyotrophic lateral sclerosis (ALS), is strong and relatively consistent (see Chapter 12).
While not every publication shows a statistically significant relationship between exposure and
disease, ORs of 2.3 (95% CI= 1.0-5.1 in Qio et al., 2004), of 2.3 (95% CI = 1.6-3.3 in Feychting
et al., 2003) and of 4.0 (95% CI = 1.4-11.7 in Hakansson et al., 2003) for Alzheimer’s Disease,
and of 3.1 (95% CI = 1.0-9.8 in Savitz et al., 1998) and 2.2 (95% CI = 1.0-4.7 in Hakansson et al.,
2003) for ALS cannot be simply ignored.

Alzheimer’s disease is a disease of the nervous system. There is strong evidence that long-

term exposure to ELF is a risk factor for Alzheimer’s disease.

Concern has also been raised that humans with epileptic disorders could be more susceptible to
RF exposure. Low-level RF exposure may be a stressor based on similarities of neurological
effects to other known stressors; low-level RF activates both endogenous opioids and other
substances in the brain that function in a similar manner to psychoactive drug actions. Such
effects in laboratory animals mimic the effects of drugs on the part of the brain that is involved in
addiction.

Laboratory studies show that the nervous system of both humans and animals is sensitive to ELF
and RF. Measurable changes in brain function and behavior occur at levels associated with new
technologies including cell phone use. Exposing humans to cell phone radiation can change
brainwave activity at levels as low as 0.1 watt per kilogram SAR (W/Kg)*** in comparison to the
US allowable level of 1.6 W/Kg and the International Commission for Non-ionizing Radiation
Protection (ICNIRP) allowable level of 2.0 W/Kg. It can affect memory and learning. It can
affect normal brainwave activity. ELF and RF exposures at low levels are able to change
behavior in animals.
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There is little doubt that electromagnetic fields emitted by cell phones and cell phone use

affect electrical activity of the brain.

Effects on brain function seem to depend in some cases on the mental load of the subject during
exposure (the brain is less able to do two jobs well simultaneously when the same part of the
brain is involved in both tasks). Some studies show that cell phone exposure speeds up the
brain’s activity level; but also that the efficiency and judgment of the brain are diminished at the
same time. One study reported that teenage drivers had slowed responses when driving and
exposed to cell phone radiation, comparable to response times of elderly people. Faster thinking
does not necessarily mean better quality thinking.

Changes in the way in which the brain and nervous system react depend very much on the
specific exposures. Most studies only look at short-term effects, so the long-term

consequences of exposures are not known.

Factors that determine effects can depend on head shape and size, the location, size and shape of
internal brain structures, thinness of the head and face, hydration of tissues, thickness of various
tissues, dialectric constant of the tissues and so on. Age of the individual and state of health also
appear to be important variables. Exposure conditions also greatly influence the outcome of
studies, and can have opposite results depending on the conditions of exposure including
frequency, waveform, orientation of exposure, duration of exposure, number of exposures, any
pulse modulation of the signal, and when effects are measured (some responses to RF are
delayed). There is large variability in the results of ELF and RF testing, which would be
expected based on the large variability of factors that can influence test results. However, it is
clearly demonstrated that under some conditions of exposure, the brain and nervous system
functions of humans are altered. The consequence of long-term or prolonged exposures have not
been thoroughly studied in either adults or in children.

The consequence of prolonged exposures to children, whose nervous systems continue to
develop until late adolescence, is unknown at this time. This could have serious implications
to adult health and functioning in society if years of exposure of the young to both ELF and

RF result in diminished capacity for thinking, judgment, memory, learning, and control

over behavior.

People who are chronically exposed to low-level wireless antenna emissions report symptoms
such as problems in sleeping (insomnia), fatigue, headache, dizziness, grogginess, lack of
concentration, memory problems, ringing in the ears (tinnitus), problems with balance and
orientation, and difficulty in multi-tasking. In children, exposures to cell phone radiation have
resulted in changes in brain oscillatory activity during some memory tasks. Although scientific
studies as yet have not been able to confirm a cause-and-effect relationship; these complaints are

14




widespread and the cause of significant public concern in some countries where wireless
technologies are fairly mature and widely distributed (Sweden, Denmark, France, Germany, Italy,
Switzerland, Austria, Greece, Israel). For example, the roll-out of the new 3™ Generation
wireless phones (and related community-wide antenna RF emissions in the Netherlands) caused
almost immediate public complaints of illness.(5)

Conflicting results from those few studies that have been conducted may be based on the
difficulty in providing non-exposed environments for testing to compare to environments that are
intentionally exposed. People traveling to laboratories for testing are pre-exposed to a multitude
of RF and ELF exposures, so they may already be symptomatic prior to actual testing. Also
complicating this is good evidence that RF exposures testing behavioral changes show delayed
results; effects are observed after termination of RF exposure. This suggests a persistent change
in the nervous system that may be evident only after time has passed, so is not observed during a
short testing period.

The effects of long-term exposure to wireless technologies including emissions from cell
phones and other personal devices, and from whole-body exposure to RF transmissions
from cell towers and antennas is simply not known yet with certainty. However, the body of
evidence at hand suggests that bioeffects and health impacts can and do occur at exquisitely

low exposure levels: levels that can be thousands of times below public safety limits.

The evidence reasonably points to the potential for serious public health consequences (and
economic costs), which will be of global concern with the widespread public use of, and exposure
to such emissions. Even a small increase in disease incidence or functional loss of cognition
related to new wireless exposures would have a large public health, societal and economic
consequences. Epidemiological studies can report harm to health only after decades of exposure,
and where large effects can be seen across “average” populations; so these early warnings of
possible harm should be taken seriously now by decision-makers.

C. Effects on Genes (DNA)

Cancer risk is related to DNA damage, which alters the genetic blueprint for growth and
development. If DNA is damaged (the genes are damaged) there is a risk that these damaged
cells will not die. Instead they will continue to reproduce themselves with damaged DNA, and
this is one necessary pre-condition for cancer. Reduced DNA repair may also be an important
part of this story. When the rate of damage to DNA exceeds the rate at which DNA can be
repaired, there is the possibility of retaining mutations and initiating cancer. Studies on how ELF
and RF may affect genes and DNA is important, because of the possible link to cancer. -

Even ten years ago, most people believed that very weak ELF and RF fields could not possibly
have any effect at all on DNA and how cells work (or are damaged and cannot do their work
properly). The argument was that these weak fields are do not possess enough energy (are not
physically strong enough) to cause damage. However, there are multiple ways we already know
about where energy is not the key factor in causing damage. For example, exposure to toxic
chemicals can cause damage. Changing the balance of delicate biological processes, including
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hormone balances in the body, can damage or destroy cells, and cause illness. In fact, many
chronic diseases are directly related to this kind of damage that does not require any heating at all.
Interference with cell communication (how cells interact) may either cause cancer directly or
promote existing cancers to grow faster.

Using modern gene-testing techniques will probably give very useful information in the future
about how EMFs targets and affects molecules in the body. At the gene level, there is some
evidence now that EMFs (both ELF and RF) can cause changes in how DNA works. Laboratory
studies have been conducted to see whether (and how) weak EMFs fields can affect how genes
and proteins function. Such changes have been seen in some, but not all studies.

Small changes in protein or gene expression might be able to alter cell physiology, and might be
able to cause later effects on health and well-being. The study of genes, proteins and EMFs is
still in its infancy, however, by having some confirmation at the gene level and protein level that
weak EMFs exposures do register changes may be an important step in establishing what risks to
health can occur.

What is remarkable about studies on DNA, genes and proteins and EMFs is that there should be
no effect at all if it were true that EMFs is too weak to cause damage. Scientists who believe that
the energy of EMFs is insignificant and unlikely to cause harm have a hard time explaining these
changes, so are inclined to just ignore them. The trouble with this view is that the effects are
occurring. Not being able to explain these effects is not a good reason to consider them
imaginary or unimportant.

The European research program (REFLEX) documented many changes in normal biological
functioning in tests on DNA (3). The significance of these results is that such effects are directly
related to the question of whether human health risks might occur, when these changes in genes
and DNA happen. This large research effort produced information on EMFs effects from more
than a dozen different researchers. Some of the key findings included:

“Gene mutations, cell proliferation and apoptosis are caused by or result in altered gene
and protein expression profiles. The convergence of these events is vequired for the
development of all chronic diseases.” (3)

“Genotoxic effects and a modified expression of numerous genes and proteins after EMF
exposure could be demonstrated with great certainty.” (3)

“RF-EMF produced genotoxic effects in fibroblasts, HL-60 cells, granulosa cells of rats
and neural progenitor cells derived from mouse embryonic stem cells.” (Participants 2, 3
and 4). (3)

“Cells responded to RF exposure between SAR levels of 0.3 and 2 W/Kg with a
significant increase in single- and double-strand DNA breaks and in micronuclei
JSrequency.” (Participants 2, 3 and 4). (3)

" “In HL-60 cells an increase in intracellular generation of free radicals accompanying
RF-EMF exposure could clearly be demonstrated,” (Participant 2). (3)

“The induced DNA damage was not based on thermal effects and arouses consideration
about the environmental safety limits for ELF-EMF exposure.” (3)
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“The effects were clearly more pronounced in cells from older donors, which could point
to an age-related decrease of DNA repair efficiency of ELF-EMF induced DNA strand
breaks.” (3)

Both ELF and RF exposures can be considered genotoxic (will damage DNA) under certain

conditions of exposure, including exposure levels that are lower than existing safety limits.

D. Effects on Stress Proteins (Heat Shock Proteins)

In nearly every living organism, there is a special protection launched by cells when they are
under attack from environmental toxins or adverse environmental conditions. This is called a
stress response, and what are produced are stress proteins (also known as heat shock proteins).
Plants, animals and bacteria all produce stress proteins to survive environmental stressors like
high temperatures, lack of oxygen, heavy metal poisoning, and oxidative stress (a cause of
premature aging). We can now add ELF and RF exposures to this list of environmental stressors
that cause a physiological stress response.

Very low-level ELF and RF exposures can cause cells to produce stress proteins, meaning
that the cell recognizes ELF and RF exposures as harmful. This is another important way
in which scientists have documented that ELF and RF exposures can be harmful, and it

happens at levels far below the existing public safety standards.

An additional concern is that if the stress goes on too long, the protective effect is diminished.
There is a reduced response if the stress goes on too long, and the protective effect is reduced.
This means the cell is less protected against damage, and it is why prolonged or chronic
exposures may be quite harmful, even at very low intensities.

The biochemical pathway that is activated is the same for ELF and for RF exposures, and it is
non-thermal (does not require heating or induced electrical currents, and thus the safety standards
based on protection from heating are irrelevant and not protective). ELF exposure levels of only
5 to 10 mG have been shown to activate the stress response genes (Table 2, Section 6). The
specific absorption rate or SAR is not the appropriate measure of biological threshold or dose,
and should not be used as the basis for a safety standard, since SAR only regulates against
thermal damage.

E. Effects on the Immune System

The immune system is another defense we have against invading organisms (viruses, bacteria,
and other foreign molecules). It protects us against illness, infectious diseases, and tumor cells.
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There are many different kinds of immune cells; each type of cell has a particular purpose, and is
launched to defend the body against different kinds of exposures that the body determines might
be harmful.

There is substantial evidence that ELF and RF can cause inflammatory reactions, allergy
reactions and change normal immune function at levels allowed

by current public safety standards.

The body’s immune defense system senses danger from ELF and RF exposures, and targets an
immune defense against these fields, much like the body’s reaction in producing stress proteins.
These are additional indicators that very low intensity ELF and RF exposures are a) recognized
by cells and b) can cause reactions as if the exposure is harmful. Chronic exposure to factors that
increase allergic and inflammatory responses on a continuing basis are likely to be harmful to
health. Chronic inflammatory responses can lead to cellular, tissue and organ damage over time.
Many chronic diseases are thought to be related to chronic problems with immune system
function.

The release of inflammatory substances, such as histamine, are well-known to cause skin
reactions, swelling, allergic hypersensitivity and other conditions that are normally associated
with some kind of defense mechanism. The human immune system is part of a general defense
barrier that protects against harmful exposures from the surrounding environment. When the
immune system is aggravated by some kind of attack, there are many kinds of immune cells that
can respond. Anything that triggers an immune response should be carefully evaluated, since
chronic stimulation of the immune system may over time impair the system’s ability to respond in
the normal fashion.

Measurable physiological changes (mast cell increases in the skin, for example that are markers
of allergic response and inflammatory cell response) are triggered by ELF and RF at very low
intensities. Mast cells, when activated by ELF or RF, will break (degranulate) and release
irritating chemicals that cause the symptoms of allergic skin reactions.

There is very clear evidence that exposures to ELF and RF at levels associated with cell phone
use, computers, video display terminals, televisions, and other sources can cause these skin
reactions. Changes in skin sensitivity have been measured by skin biopsy, and the findings are
remarkable. Some of these reactions happen at levels equivalent to those of wireless technologies
in daily life. Mast cells are also found in the brain and heart, perhaps targets of immune response
by cells responding to ELF and RF exposures, and this might account for some of the other
symptoms commonly reported (headache, sensitivity to light, heart arrhythmias and other cardiac
symptoms). Chronic provocation by exposure to ELF and RF can lead to immune dysfunction,
chronic allergic responses, inflammatory diseases and ill health if they occur on a continuing
basis over time.

These clinical findings may account for reports of persons with electrical hypersensitivity, which
is a condition where there is intolerance for any level of exposure to ELF and/or RF. Although
there is not yet a substantial scientific assessment (under controlled conditions, if that is even
possible); anecdotal reports from many countries show that estimates range from 3% to perhaps
5% of populations, and it is a growing problem. Electrical hypersensitivity, like multiple
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chemical sensitivity, can be disabling and require the affected person to make drastic changes in
work and living circumstances, and suffer large economic losses and loss of personal freedom. In
Sweden, electrohypersensitivity (EHS) is officially recognized as fully functional impairment
(i.e., it is not regarded as a disease — see Section 6, Appendix A).

F. Plausible Biological Mechanisms

Plausible biological mechanisms are already identified that can reasonably account for most
biological effects reported for exposure to RF and ELF at low-intensity levels (oxidative stress
and DNA damage from free radicals leading to genotoxicity; molecular mechanisms at very low
energies are plausible links to disease, e.g., effect on electron transfer rates linked to oxidative
damage, DNA activation linked to abnormal biosynthesis and mutation). It is also important to
remember that traditional public health and epidemiological determinations do not require a
proven mechanism before inferring a causal link between EMFs exposure and disease (12).
Many times, proof of mechanism is not known before wise public health responses are
implemented.

“Obviously, melatonin’s ability to protect DNA from oxidative damage has implications for many
types of cancer, including leukemia, considering that DNA damage due to free radicals is
believed to be the initial oncostatic event in a majority of human cancers [Cerutti et al., 1994].

In addition to cancer, free radical damage to the central nervous system is a significant
component of a variety of neurodegenerative diseases of the aged including Alzheimer’s disease
and Parkinsonism. In experimental animal models of both of these conditions, melatonin has
proven highly effective in forestalling their onset, and reducing their severity [Reiter et al.,
2001].” (13)

Oxidative stress through the action of free radical damage to DNA is a plausible biological
mechanism for cancer and diseases that involve damage from ELF to the central nervous

system.

G. Another Way of Looking at EMFs: Therapeutic Uses

Many people are surprised to learn that certain kinds of EMF's treatments actually can heal.
These are medical treatments that use EMFs in specific ways to help in healing bone fractures, to
heal wounds to the skin and underlying tissues, to reduce pain and swelling, and for other post-
surgical needs. Some forms of EMFs exposure are used to treat depression.

EMFs have been shown to be effective in treating conditions of disease at energy levels far below
current public exposure standards. This leads to the obvious question. How can scientists dispute
the harmful effects of EMF exposures while at the same time using forms of EMF treatment that
are proven to heal the body?
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Medical conditions are successfully treated using EMFs at levels below current public safety
standards, proving another way that the body recognizes and responds to low-intensity
EMEF signals. Otherwise, these medical treatments could not work. The FDA has approved

EMFs medical treatment devices, so is clearly aware of this paradox.

Random exposures to EMFs, as opposed to EMFs exposures done with clinical oversight, could
lead to harm just like the unsupervised use of pharmaceutical drugs. This evidence forms a
strong warning that indiscriminate EMF exposure is probably a bad idea.

No one would recommend that drugs used in medical treatments and prevention of disease
be randomly given to the public, especially to children. Yet, random and involuntary

exposures to EMFs occur all the time in daily life.

The consequence of multiple sources of EMFs exposures in daily life, with no regard to
cumulative exposures or to potentially harmful combinations of EMFs exposures means several
things. First, it makes it very difficult to do clinical studies because it is almost impossible to find
anyone who is not already exposed. Second, people with and without diseases have multiple and
overlapping exposures — this will vary from person to person.

Just as ionizing radiation can be used to effectively diagnose disease and treat cancer, it is also a
cause of cancer under different exposure conditions. Since EMFs are both a cause of disease, and
also used for treatment of disease, it is vitally important that public exposure standards reflect our
current understanding of the biological potency of EMF exposures, and develop both new public
safety limits and measures to prevent future exposures.
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III. EMF EXPOSURE AND PRUDENT PUBLIC HEALTH PLANNING

e The scientific evidence is sufficient to warrant regulatory action for ELF; and it is
substantial enough to warrant preventative actions for RF.

« The standard of evidence for judging the emerging scientific evidence necessary to take
action should be proportionate to the impacts on health and well-being

+ The exposures are widespread.

» Widely accepted standards for judging the science are used in this assessment.

Public exposure to electromagnetic radiation (power-line frequencies, radiofrequency and
microwave) is growing exponentially worldwide. There is a rapid increase in electrification in
developing countries, even in rural areas. Most members of society now have and use cordless
phones, cellular phones, and pagers. In addition, most populations are also exposed to antennas
in communities designed to transmit wireless RF signals. Some developing countries have even
given up running land lines because of expense and the easy access to cell phones. Long-term
and cumulative exposure to such massively increased RF has no precedent in human history.
Furthermore, the most pronounced change is for children, who now routinely spend hours each
day on the cell phone. Everyone is exposed to a greater or lesser extent. No one can avoid
exposure, since even if they live on a mountain-top without electricity there will likely be
exposure to communication-frequency RF exposure. Vulnerable populations (pregnant women,
very young children, elderly persons, the poor) are exposed to the same degree as the general
population. Therefore it is imperative to consider ways in which to evaluate risk and reduce
exposure. Good public health policy requires preventative action proportionate to the potential

risk of harm and the public health consequence of taking no action.
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IV. RECOMMENDED ACTIONS

A. Defining new exposure standards for ELF

This chapter concludes that new ELF limits are warranted based on a public health analysis of the
overall existing scientific evidence. The public health view is that new ELF limits are needed
now. They should reflect environmental levels of ELF that have been demonstrated to increase
risk for childhood leukemia, and possibly other cancers and neurological diseases. ELF limits
should be set below those exposure levels that have been linked in childhood leukemia studies to
increased risk of disease, plus an additional safety factor. It is no longer acceptable to build new
power lines and electrical facilities that place people in ELF environments that have been
determined to be risky. These levels are in the 2 to 4 milligauss* (mG) range, not in the 10s of
mG or 100s of mG. The existing ICNIRP limit is 1000 mG (904 mG in the US) for ELF is
outdated and based on faulty assumptions. These limits are can no longer be said to be
protective of public health and they should be replaced. A safety buffer or safety factor should
also be applied to a new, biologically-based ELF limit, and the conventional approach is to add a

safety factor lower than the risk level.

While new ELF limits are being developed and implemented, a reasonable approach would be a 1
mG planning limit for habitable space adjacent to all new or upgraded power lines and a 2 mG
limit for all other new construction. It is also recommended for that a 1 mG limit be established
for existing habitable space for children and/or women who are pregnant (because of the possible
link between childhood leukemia and irn utero exposure to ELF). This recommendation is

based on the assumption that a higher burden of protection is required for children who cannot
protect themselves, and who are at risk for childhood leukemia at rates that are traditionally high
enough to trigger regulatory action. This situation in particular warrants extending the 1 mG
limit to existing occupied space. "Establish" in this case probably means formal public advisories
from relevant health agencies. While it is not realistic to reconstruct all existing electrical
distribution

systems, in the short term; steps to reduce exposure from these existing systems need to be
initiated, especially in places where children spend time, and should be encouraged. These limits
should reflect the exposures that are commonly associated with increased risk of child hood
leukemia (in the 2 to 5 mG range for all children, and over 1.4 mG for children age 6 and

younger). Nearly all of the occupational studies for adult cancers and neurological diseases

22



report their highest exposure category is 4 mG and above, so that new ELF limits should target

the exposure ranges of interest, and not necessarily higher ranges.

Avoiding chronic ELF exposure in schools, homes and the workplace above levels associated
with increased risk of disease will also avoid most of the possible bioactive parameters of ELF

discussed in the relevant literature.

B. Defining preventative actions for reduction in RF exposures

Given the scientific evidence at hand (Chapter 17), the rapid deployment of new wireless
technologies that chronically expose people to pulsed RF at levels reported to cause bioeffects,
which in turn, could reasonably be presumed to lead to serious health impacts, is of public health
concern. Section 17 summarizes evidence that has resulted in a public health recommendation
that preventative action is warranted to reduce or minimize RF exposures to the public. There is
suggestive to strongly suggestive evidence that RF exposures may cause changes in cell
membrane function, cell communication, cell metabolism, activation of proto-oncogenes and can
trigger the production of stress proteins at exposure levels below current regulatory limits.
Resulting effects can include DNA breaks and chromosome aberrations, cell death including
death of brain neurons, increased free radical production, activation of the endogenous opioid
system, cell stress and premature aging, changes in brain function including memory loss,
retarded learning, slower motor function and other performance impairment in children,
headaches and fatigue, sleep disorders, neurodegenerative conditions, reduction in melatonin

secretion and cancers (Chapters 5, 6, 7, 8,9, 10, and 12).

As early as 2000, some experts in bioelectromagnetics promoted a 0.1 pW/cm2 limit (which is
0.614 Volts per meter) for ambient outdoor exposure to pulsed RF, so generally in cities, the
public would have adequate protection against involuntary exposure to pulsed radiofrequency
(e.g., from cell towers, and other wireless technologies). The Salzburg Resolution of 2000 set a
target of 0.1 pW/cm2 (or 0.614 V/m) for public exposure to pulsed radiofrequency. Since then,
there are many credible anecdotal reports of unwellness and illness in the vicinity of wireless
transmitters (wireless voice and data communication antennas) at lower levels. Effects include

sleep disruption, impairment of memory and concentration, fatigue, headache, skin disorders,
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visual symptoms (floaters), nausea, loss of appetite, tinnitus, and cardiac problems (racing
heartbeat), There are some credible articles from researchers reporting that cell tower -level RF
exposures (estimated to be between 0.01 and 0.5 pW/cm2) produce ill-effects in populations

living up to several hundred meters from wireless antenna sites.

This information now argues for thresholds or guidelines that are substantially below current FCC
and ICNIPR standards for whole body exposure. Uncertainty about how low such standards
might have to go to be prudent from a public health standpoint should not prevent reasonable
efforts to respond to the information at hand. No lower limit for bioeffects and adverse health
effects from RF has been established, so the possible health risks of wireless WLAN and WI-FI
systems, for example, will require further research and no assertion of safety at any level of
wireless exposure (chronic exposure) can be made at this time. The lower limit for reported
human health effects has dropped 100-fold below the safety standard (for mobile phones and
PDAs); 1000- to 10,000-fold for other wireless (cell towers at distance; WI-FI and WLAN
devices). The entire basis for safety standards is called into question, and it is not unreasonable to

question the safety of RF at any level.

A cautionary target level for pulsed RF exposures for ambient wireless that could be applied to
RF sources from cell tower antennas, WI-FI, WI-MAX and other similar sources is proposed.
The recommended cautionary target level is 0.1 microwatts per centimeter squared (LW/cm2)**
(or 0.614 Volts per meter or V/m)** for pulsed RF where these exposures affect the general
public; this advisory is proportionate to the evidence and in accord with prudent public health
policy. A precautionary limit of 0.1 pW/cm?2 should be adopted for outdoor, cumulative RF
exposure. This reflects the current RF science and prudent public health response that would
reasonably be set for pulsed RF (ambient) exposures where people live, work and go to school.
This level of RF is experienced as whole-body exposure, and can be a chronic exposure where
there is wireless coverage present for voice and data transmission for cell phones, pagers and
PDAs and other sources of radiofrequency radiation. An outdoor precautionary limit of 0.1
uW/cm2 would mean an even lower exposure level inside buildings, perhaps as low as 0.01
uW/cm2. Some studies and many anecdotal reports on ill health have been reported at lower
levels than this; however, for the present time, it could prevent some of the most disproportionate
burdens placed on the public nearest to such installations. Although this RF target level does not
preclude further rollout of WI-FI technologies, we also recommend that wired alternatives to WI-

FI be implemented, particularly in schools and libraries so that children are not subjected to
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elevated RF levels until more is understood about possible health impacts. This recommendation
should be seen as an interim precautionary limit that is intended to guide preventative actions;

and more conservative limits may be needed in the future.

Broadcast facilities that chronically expose nearby residents to elevated RF levels from AM, FM
and television antenna transmission are also of public health concern given the potential for very
high RF exposures near these facilities (antenna farms). RF levels can be in the 10s to several
100’s of tW/cm2 in residential areas within half a mile of some broadcast sites (for example,
Lookout Mountain, Colorado and Awbrey Butte, Bend, Oregon). Such facilities that are located
in, or expose residential populations and schools to elevated levels of RF will very likely need to

be re-evaluated for safety.

For emissions from wireless devices (cell phones, personal digital assistant or PDA devices, etc)
there is enough evidence for increased risk of brain tamors and acoustic neuromas now to warrant
intervention with respect to their use. Redesign of cell phones and PDAs could prevent direct
head and eye exposure, for example, by designing new units so that they work only with a wired

headset or on speakerphone mode.

These effects can reasonably be presumed to result in adverse health effects and disease with
chronic and uncontrolled exposures, and children may be particularly vulnerable. The young are
also largely unable to remove themselves from such environments. Second-hand radiation, like

second-hand smoke is an issue of public health concern based on the evidence at hand.
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V. CONCLUSIONS

+ We cannot afford ‘business as usual” any longer. It is time that planning for new power lines
and for new homes, schools and other habitable spaces around them is done with routine
provision for low-ELF environments. The business-as-usual deployment of new wireless
technologies is likely to be risky and harder to change if society does not make some educated
decisions about limits soon. Research must continue to define what levels of RF related to new
wireless technologies are acceptable; but more research should not prevent or delay substantive

changes today that might save money, lives and societal disruption tomorrow.

» New regulatory limits for ELF are warranted. ELF limits should be set below those exposure
levels that have been linked in childhood leukemia studies to increased risk of disease, plus an
additional safety factor. It is no longer acceptable to build new power lines and electrical
facilities that place people in ELF environments that have been determined to be risky (at levels

generally at 2 mG and above).

« While new ELF limits are being developed and implemented, a reasonable approach would be
a 1 mG planning limit for habitable space adjacent to all new or upgraded power lines and a 2 mG
limit for all other new construction, It is also recommended for that a 1 mG limit be established
for existing habitable space for children and/or women who are pregnant . This recommendation
is based on the assumption that a higher burden of protection is required for children who cannot
protect themselves, and who are at risk for childhood leukemia at rates that are traditionally high
enough to trigger regulatory action. This situation in particular warrants extending the 1 mG
limit to existing occupied space. "Establish” in this case probably means formal public advisories

from relevant health agencies.

» While it is not realistic to reconstruct all existing electrical distributions systems, in the short
term; steps to reduce exposure from these existing systems need to be initiated, especially in

places where children spend time, and should be encouraged.

+ A precautionary limit of 0.1 (uW/cm2 (which is also 0.614 Volts per meter) should be adopted
for outdoor, curnulative RF exposure. This reflects the current RF science and prudent public

health response that would reasonably be set for pulsed RF (ambient) exposures where people
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live, work and go to school. This level of RF is experienced as whole-body exposure, and can be
a chronic exposure where there is wireless coverage present for voice and data transmission for
cell phones, pagers and PDAs and other sources of radiofrequency radiation. Some studies and
many anecdotal reports on ill health have been reported at lower levels than this; however, for the
present time, it could prevent some of the most disproportionate burdens placed on the public
nearest to such installations. Although this RF target level does not preclude further rollout of
WL-FI technologies, we also recommend that wired alternatives to WI-FI be implemented,
particularly in schools and libraries so that children are not subjected to elevated RF levels until
more is understood about possible health impacts. This recommendation should be seen as an
interim precautionary limit that is intended to guide preventative actions; and more conservative

limits may be needed in the future.
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Some Quick Definitions for Units of Measurement of ELF and RF

*Milligauss (mG)

A milligauss is a measure of ELF intensity and is abbreviated mG. This is used to describe

electromagnetic fields from appliances, power lines, interior electrical wiring.

**Microwatts per centimeter squared (uW/cm2)

Radiofrequency radiation in terms of power density is measured in microwatts per centimeter squared and
abbreviated (uW/em2). It is used when talking about emissions from wireless facilities, and when
describing ambient RF in the environment. The amount of allowable RF near a cell tower is 1000 uW/cm2

Sfor some cell phone frequencies, for example.

*%%Snecific Absorption Rate (SAR is measured in watts per kilogram or W/Kg)

SAR stands for specific absorption rate. It is a calculation of how much RF energy is absorbed into the
body, for example when a cell phone or cordless phone is pressed to the head. SAR is expressed in watts
per kilogram of tissue (W/Kg). The amount of allowable energy into 1 gram of brain tissue from a cell
phone is 1.6 W/Kg in the US. For whole body exposure, the exposure is 0.8 W/Kg averaged over 30
minutes for the general public. International standards in most countries are similar, but not exactly the

same.
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Table 1-1 Biolnitiative Report Overall Conclusions

OVERALL SUMMARY OF CONCLUSIONS
« The existing ICNIRP and FCC limits for public and occupational exposure to ELF and RF are insufficiently protective of public health.

+ Biologically-based public and occupational exposure standards for extra-low frequency and radiofrequency radiation are recommended to address bioeffects and potential
adverse health effects of chronic exposure to ELF and RF. These effects are now widely reported to occur at exposure levels significantly below most current national and
international limits.

* A biologically-based exposure limit is one that is protective against ELF and RF intensity and modulation factors which, with chronic exposure, can reasonably be presumed
to result in significant impacts to health and well-being.

+ Research is needed (but should not delay) regulatory action for ELF and substantive preventative action for RF proportionate to potential health and wellbeing risks from
chronic exposure.

* A biologically-based exposure limit should reflect current scientific knowledge of bioeffects and health effects, and impose new limits based on preventative action as
defined by the Precautionary Principle (EEA, 2001).

+ Biologically-based exposure standards shall be protective against exposures levels of ELF and RF that affect or change normal biological functioning of organisms (humans).
They shall not be based solely on energy absorption or thermal levels of energy input, or resulting tissue heating. They shall be protective against chronic exposure responses.

» The existing standards are based on thermal (heating) limits, and do not address non-thermal (or low-intensity) exposures which are widely reported to cause bioeffects, some
likely leading to adverse health effects with chronic exposure.

* Biological effects may include both potential adverse health effects and loss of homeostasis and well-being.

*+ Biologically-based exposure standards are needed to prevent disruption of normal body processes. Effects are reported for DNS damage (genotoxicity that is directly linked
to integrity of the human genome), cellular communication, cellular metabolism and repair, cancer surveillance within the body; and for protection against cancer and
neurological diseases. Also reported are neurological effects including impairment of sleep and sleep architecture, cognitive function and memory; depression; cardiac effects;
pathological leakage of the blood-brain barrier; and impairment of normal immune function, fertility and reproduction.

+ Frequency, intensity, exposure duration, and the number of exposure episodes can affect the response, and these factors can interact with each other to produce different
effects. In addition, in order to understand the biological consequences of EMF exposure, one must know whether the effect is cumulative, whether compensatory responses
result, and when homeostasis will break down.

+ Plausible biological mechanisms that can account for genotoxicity (DNA damage) are already well known (oxidative damage via free-radical actions) although it should also
be said that there is not yet proof. However, proof of mechanism is not required to set prudent public health policy, nor is it mandatory to set new guidelines or limits if
adverse health effects occur at lower-than-existing IEEE and ICNIRP standards.




Table 1-1 Biolnitiative Report Overall Conclusions

OVERALL SUMMARY OF CONCLUSIONS (continued

« The SCENIHR report (2007) states that “for breast cancer and cardiovascular disease, recent research has indicated that an association with EMF is unlikely.” The WHO
ELF Health Criteria Monograph (2007) states “The evidence does not support an association between ELF exposure and cardiovascular disease” and “(T)he evidence for breast
cancer was also considered to be effectively negative, while for other diseases it was judged to be inadequate.” Neither conclusion is supported by any finding by IARC that
would classify EMF as Class 4 (Not A Carcinogen), so it is premature for either group to dismiss the evidence for EMF as a potential risk factor for either breast cancer or for
cardiovascular disease.

« The standard for taking action should be precautionary; action should not be deferred while waiting for final proof or causal evidence to be established that EMF is harmful
to health and well-being.

» There is great public concern over increasing levels of involuntary exposure to radiofrequency and ELF-modulated radiofrequency exposures from new wireless
technologies; there is widespread public resistance to radiofrequency and extra-low frequency radiation exposures which are allowable under current, thermally-based exposure
standards.

» There is inadequate warning and notice to the public about possible risks from wireless technologies in the marketplace, which is resulting in adoption and use of
technologies that may have adverse health consequences which are still unknown to the public. There is no “informed consent”.

* No positive assertion of safety can be made by governments that continue to support and enforce exposure limits for RF and ELF based on ICNIRP or IEEE criteria (or the
equivalent). Governments that are considering proposals to relax existing RF and ELF standards should reject these proposals given the weight of scientific evidence that is
available; and the clear disconnect between existing public safety limits and their responsibility to provide safe and healthful living environments for all segments of affected
populations.

Section 5 Genotoxicity Based on Proteomics

» EMF exposure can change gene and/or protein expression in certain types of cells, even at intensities lower than ICNIRP recommended values.

« The biological consequences of most of the changed genes/proteins are still unclear, and need to be further explored.

+ The EMF research community should pay equal attention to the negative reports as to the positive ones. Not only the positive findings need to be replicated, all the negative
ones are also needed to be validated.

+ The IEEE and WHO data bases do not include the majority of ELF studies (only 6 of 14 in the WHO; 0 of 16 in IEEE); they do include the majority of the RF studies (14 of
16).
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Section 6 Genotoxicity (DNA Damage from RF and ELF)

» Toxicity to the genome can lead to a change in cellular functions, cancer, and cell death. One can conclude that under certain conditions of exposure RF is genotoxic. Data
available are mainly applicable only to cell phone radiation exposure. One study reports that RF at levels equivalent to the vicinity of base stations and RF- transmission towers

is genotoxic and could cause DNA damage (Phillips et al., 1998).

« RF may be considered genotoxic (cause DNA damage). Of 28 total studies on radiofrequency radiation (RF) and DNA damage, 14 studies reported effects (50%) and 14
reported no significant effect (50%). Of 29 total studies on radiofrequency radiation and micronucleation, 16 studies reported effects (55%) and 13 reported no significant
effect (45%). Of 21 total studies on chromosome and genome damage from radiofrequency radiation, 13 studies (62%) reported effects and 8 studies (38%) reported no

significant effects.

* During cell phone use, a relatively constant mass of tissue in the brain is exposed to radiation at relatively high intensity (peak SAR of 4 - 8 W/kg). Several studies have

reported DNA damage at lower than 4 W/kg.

+ Since critical genetic mutations in one single cell are sufficient to lead to cancer and there are millions of cells in a gram of tissue, it is inconceivable that the base of the

IEEE SAR standard was changed from averaged over 1 gram of tissue to 10 grams.

« Frequency, intensity, exposure duration, and the number of exposure episodes can affect the response, and these factors can interact with each other to produce different
consequences. In order to understand the biological consequence of exposure, one must understand whether the effect is cumulative, whether compensatory responses result

and when homeostasis will break down. The choice of cell type or organism studied can also influence the outcome.

+ Extremely-low frequency (ELF) has also been shown to be genotoxic and cause DNA damage. Of 41 relevant studies of genotoxicity and ELF exposure, 27 studies (66%)
report DNA damage and 14 studies (44%) report no significant effect.
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Section 7: Stress Response

« Scientific research on stress proteins has shown that the public is not being protected from potential damage that can be caused by exposure to EMF, both power frequency
(ELF) and radio frequency (RF).

« Cells react to an EMF as potentially harmful by producing stress proteins (heat shock proteins or hsp).

Direct interaction of ELF and RF with DNA has been documented and both activate the synthesis of stress proteins.

The biochemical pathway that is activated is the same pathway in both ELF and RF and it is non-thermal.

Many biological systems are affected by EMFs (meaning both ELF and RF trigger stress proteins).

Many frequencies are active. Field strength and exposure duration thresholds are very low.

Molecular mechanisms at very low energies are plausible links to disease (¢.g., effect on electron transfer rates linked to oxidative damage, DNA activation linked to
abnormal biosynthesis and mutation). Cells react to an EMF as potentially harmful.

Many lines of research now point to changes in DNA electron transfer as a plausible mechanism of action as a result of non-thermal ELF and RF.

The same biological reaction (production of stress proteins) to an EMF can be activated in more than one division of the EM spectrum.

Direct interaction of ELF and RF with DNA has been documented and both activate the synthesis of stress proteins.

Thresholds triggering stress on biological systems occur at environment levels on the order of 0.5 to 1.0 pT for ELF.

+ DNA damage (e.g., strand breaks), a cause of cancer, occurs at levels of ELF and RF that are below the safety limits. Also, there is no protection against cumulative effects
stimulated by different parts of the EM spectrum.

« The scientific basis for EMF safety limits is flawed when the same biological mechanisms are activated in ELF and RF ranges at vastly different levels of the Specific
Absorption Rate (SAR). Activation of DNA to synthesize stress proteins (the stress response) is stimulated in the ELF ata non-thermal SAR level that is over a billion times
lower than the same process activated by RF at the thermal level.

« There is a need for a biological standard to replace the thermal standard and to also protect against cumulative effects across the EM spectrum.

+ Based on studies of stress proteins, the specific absorption rate (SAR) is not the appropriate measure of biological threshold or dose, and should not be used
as a basis for a safety standard since it regulates against thermal effects only.
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Section 8 Effects on Inmune Function

* Both human and animal studies report large immunological changes with exposure to environmental levels of electromagnetic fields (EMFs). Some of these exposure levels

are equivalent to those of e.g. wireless technologies in daily life,

* Measurable physiological changes (mast cells increases, for example) that are bedrock indicators of allergic response and inflammatory conditions are stimulated by EMF

exposures.

+ Chronic exposure to such factors that increase allergic and inflammatory responses on a continuing basis may be harmful to health.

» It is possible that chronic provocation by exposure to EMF can lead to immune dysfunction, chronic allergic responses, inflammatory responses and ill health if they occur on

a continuing basis over time. This is an important area for future research.

* Specific findings from studies on exposures to various types of modemn equipment and/or EMFs report over-reaction of the immune system; morphelogical alterations of
immune cells; profound increases in mast cells in the upper skin layers, increased degranulation of mast cells and larger size of mast cells in electrohypersensitive individuals;
presence of biological markers for inflammation that are sensitive to EMF exposure at non-thermal levels; changes in lymphocyte viability; decreased count of NK cells;
decreased count of T lymphocytes; negative effects on pregnancy (uteroplacental circulatory disturbances and placental dysfunction with possible risks to pregnancy);

suppressed or impaired immune function; and inflammatory responses which can ultimately result in cellular, tissue and organ damage.

» Electrical hypersensitivity is reported by individuals in the United States, Sweden, Switzerland, Germany. Denmark and many other countries of the world. Estimates range

from 3% to perhaps 10% of populations, and appears to be a growing condition of ill-health leading to lost work and productivity.

+ The WHO and IEEE literature surveys do not include all of the relevant papers cited here, leading to the conclusion that evidence has been ignored in the current WHO ELF
Health Criteria Monograph; and the proposed new IEEE C95,1 RF public exposure limits (April 2006).

+ The current international public safety limits for EMFs do not appear to be sufficiently protective of public health at all, based on the studies of immune function. New,

biologically-based public standards are warranted that take into account low-intensity effects on immune function and health that are reported in the scientific literature.




Table 1-1 Biolnitiative Report Overall Conclusions

Section 9 Neurology and Behavioral Effects

» Effects on neurophysiological and cognitive functions are quite well established.

+ Studies on EEG and brain evoked-potentials in humans exposed to cellular phone radiation predominantly showed positive effects (i.e., positive means the exposure has the

ability to change brainwave activity even at exposure levels where no effect would be expected, based on traditional understanding and safety limits).

« There is little doubt that electromagnetic fields emitted by cell phones and cell phone use affect electrical activity in the brain.

« The behavioral consequences of these neuroelectrophysiological changes are not always predictable and research on electrophysiology also indicates that effects are

dependent on the mental load of the subjects during exposure, e.g., on the complexity of the task that a subject is carrying out.

« Most of the studies carried out so far are short-term exposure experiments, whereas cell phone use causes long-term repeated exposure of the brain.

« In most of the behavioral experiments, effects were observed after the termination of RF exposure. In some experiments, tests were made days after exposure. This suggests a

persistent change in the nervous system after exposure to RF.

» In many instances, neurological and behavioral effects were observed at a SAR less than 4 W/kg, This directly contradicts the basic assumption of the IEEE guideline criterion,

« Caution should be taken in concluding that a neurological effect resulted solely from the action of RF on the central nervous system because it is well known that the

functions of the central nervous system can be affected by activity in the peripheral nervous system.
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Section 10  Brain Tumors and Acoustic Neuromas

« Studies on brain tumors and use of mobile phones for > 10 years gave a consistent pattern of an increased risk for acoustic neuroma and glioma.

« Cell phone use > 10 years give a consistent pattern of an increased risk for acoustic neuroma and glioma, most pronounced for high-grade glioma. The risk is highest for

ipsilateral exposure.

Section 10  Brain Tumors and RF - Epidemioclogy

C Ounly a few studies of long-term exposure to low levels of RF fields and brain tumors exist, all of which have methodological shortcomings including lack of quantitative
exposure assessment. Given the crude exposure categories and the likelihood of a bias towards the null hypothesis of no association, the body of evidence is consistent with

a moderately elevated risk.

C  Occupational studies indicate that long-term exposure at workplaces may be associated with an elevated brain tumor risk.

[ Although the population attributable risk is low (likely below 4%), still more than 1,000 cases per year in the US can be attributed to RF exposure at workplaces alone. Due

to the lack of conclusive studies of environmental RF exposure and brain tumors the potential of these exposures to increase the risk cannot be estimated.

T Overall, the evidence suggests that long-term exposure to levels generally below current guideline levels still carry the risk of increasing the incidence of brain tumors.

+ Epidemiological studies as reviewed in the IEEE C95.1 revision (2006) are deficient to the extent that the entire analysis is professionally unsupportable. IEEEs dismissal of
epidemiological studies that link RF exposure to cancer endpoints should be disregarded, as well as any IEEE conclusions drawn from this flawed analysis of epidemiological

studies.
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Brain Tumors and Acoustic Neuromas
Additional Data from Section 10

» Mobile phone use increases the risk of acoustic neuroma for persons using a mobile phone 10 years or longer by 30% (when used on both sides of head) to 240% (habitually
used on one side of head). This information relies on a meta-analysis of several major studies. For acoustic neuroma studies by Lénn et al., (2004), Christensen et al.,
(2004) Schoemaker et al., (2005) and Hardell et al., (2006a) all giving results for at least 10 years latency period or more. Overall OR = 1.3, 95 % CI = 0.6-2.8 was obtained
increasing to OR = 2.4, 95 % CI = 1.1-5.3 for ipsilateral mobile phone use (L6nn et al., 2004, Schoemaker et al., 2005, Hardell et al., 2006).

o There is observational support for the association between acoustic neuroma and the use of mobile phones since some studies report that the tumor is often located in an

anatomical area with high exposure during calls with cellular or cordless phones (Hardell et al., 2003).

« Mobile phone use increases the risk of brain tumors (glioma) for persons using a mobile phone 10 years or longer by 20% (when used on both sides of head) to 200%
(habitually used on one side of head). This information relies on a meta-analysis of several major studies. For glioma OR = 1.2, [95 % CI = 0.8-1.9] was calculated (L6nn et
al., 2005, Christensen et al., 2005, Hepworth et al., 2006, Schiiz et al., 2006, Hardell et al., 2006b, Lahkola et al., 2007). Ipsilateral use yielded OR = 2.0, [95 % CI = 1.2-
3.4 (Lonn et al., 2005, Hepworth et al., 2006, Hardell et al., 2006b, Lahkola et al., 2007).

» Cordless phone use is also associated with an increased risk for acoustic neuromas and brain tumors (both low-and high-grade gliomas (Hardell et al., 2006 a,b).

» The increased risk of acoustic neuroma from use of a cordless phone for ten years or more was reported to be 310% higher risk (when the cordless phone habitually used on

the same-side of the head) in Hardell et al., 2006a.

« The increased risk of high-grade glioma from use of a cordless phone for ten years or more was reported to be 220% higher risk (when cordless used on both sides of head)

to 470% higher risk (when cordless used habitually on same side of head) in Hardell et al., 2006b.

« The increased risk of low-grade glioma from use of a cordless phone for ten years or more was reported to be 60% higher risk (when cordless used on both sides of head) to

320% higher risk (when cordless used habituaily on same side of head) in Hardell et al., 2006b.

» The current standard for exposure to microwaves during mobile phone use and for cordless phone use is not safe considering studies reporting long-term brain tumor risk.
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Section 11  Leukemia

C The balance of evidence suggests that childhood leukemia is associated with exposure to power frequency EMFs either during early life or pregnancy.

C Considering only average ELF (MF flux densities) the population attributable risk is low to moderate. However there is a possibility that other exposure metrics are much

more strongly related to childhood leukemia and may account for a substantial proportion of cases. The population attributable fraction ranges between 1-4% (Kheifets et al,,
2007); 2-4% (Greenland & Kheifets 2006); and 3.3% (Greenland, 2001) assuming only exposures above 3 to 4 mG (0.3 — 0.4 uT) are relevant. However, if it is not average
ELF (average MF flux density) that is the metric causally related to childhood leukemia the attributable fraction can be much higher. Up to 80% of childhood leukemia may be
caused by exposure to ELF.

[ Other childhood cancers except leukemia have not been studied in sufficient detail to allow conclusions about the existence and magnitude of the risk.

C IEEE guideline levels are designed to protect from short-term immediate effects, long-term effects, such as cancer are evoked by levels several orders of magnitudes below

current guideline levels.

»  Measures should be implemented to guarantee that exposure due to transmission and distribution lines is below an average of about 1 mG (0.1 uT) and precautionary

measures are warranted that can reduce all aspects of exposure.
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Section 12 Melatonin, Alzheimers Disease and Breast Cancer

« There is strong epidemiologic evidence that long-term exposure to ELF magnetic field (MF) is a risk factor for Alzheimers disease.

+ There is now evidence that 1) high levels of peripheral amyloid beta are a risk factor for AD and 2) medium to high MF exposure can increase peripheral amyloid beta.

High brain levels of amyloid beta are also a risk factor for AD and medium to high MF exposure to brain cells likely also increases these cells’ production of amyloid beta.

« There is considerable in vitro and animal evidence that melatonin protects against Alzheimer’s disease. Therefore it is certainly possible that low levels of melatonin

production are associated with an increase in the risk of AD.

+ There are insufficient studies to formulate an opinion as to whether radiofrequency MF exposure is a risk factor for AD.

« Some studies on EMF show reduced melatonin levels, There is sufficient evidence from in vitro and animal studies, from human biomarker studies, from occupational and

light-at-night studies, and a single longitudinal study with appropriate collection of urine samples to conclude that high MF exposure may be a risk factor for breast cancer.

+ There is rather strong evidence from case-control studies that longterm, high occupational exposure (= 10 mG or 1.0 pT)) to ELF magnetic fields is a risk factor for breast

cancer,

« Seamstresses are, in fact, one of the most highly MF exposed occupations, with exposure levels generally above 10 mG (1.0 uT) over a significant proportion of the

workday. They have also been consistently found to be at higher risk of Alzheimer’s disease and (female) breast cancer. This occupation deserves attention in future studies.

+ There are no studies of RF magnetic fields on breast cancer that do not exclude ELF magnetic field, so that predictions of RF magnetic field alone on breast cancer cannot be

assessed at this time,
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Section 13  Melatonin — Cell and Animal Stadies

* An association between power-frequency electromagnetic fields (ELF) and breast cancer is strongly supported in the scientific literature by a constellation of relevant

scientific papers providing mutually-reinforcing evidence from cell and animal studies.

+ ELF at environmental levels negatively affects the oncostatic effects of both melatonin and tamoxifen on human breast cancer cells at common environmental levels of ELF
exposure at 6 to 12 mG (0.6 to 1.2 uT). Epidemiological studies over the last two decades have reported increased risk of male and fernale breast cancer with exposures to

residential and occupational levels of ELF. Animal studies have reported increased mammary tumor size and incidence in association with ELF exposure.

» ELF limits for public exposure should be revised to reflect increased risk of breast cancer at environmental levels possibly as low as 2 mG or 3 mG (0.2 to 0.3 pT); certainly

as low as 4 mG (0.4 puT).

Section 14 Effects of Modulation of Signal

* There is substantial scientific evidence that some modulated fields (pulsed or repeated signals) are bioactive, which increases the likelihood that they could have health
impacts with chronic exposure even at very low exposure levels,

+ Modulation signals may interfere with normal, non-linear biological processes.
* Modulation is a fundamental factor that should be taken into account in new public safety standards; at present it is not even a contributing factor.

* To properly evaluate the biological and health impacts of exposure to modulated RF (carrier waves), it is also essential to study the impact of the modulating signal (lower
frequency fields or ELF-modulated RF).

. Current standards have ignored modulation as a factor in human health impacts, and thus are inadequate in the protection of the public in terms of chronic exposure to some
forms of ELF-modulated RF signals.

* The current IEEE and ICNIRP standards are not sufficiently protective of public health with respect to chronic exposure to modulated fields (particularly new technologies
that are pulse-modulated and heavily used in cellular telephony).
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Section 14 Effects of Modulation of Signal (continued)

« The collective papers on modulation appear to be omitted from consideration in the recent WHO and IEEE science reviews. This body of research has been ignored by
current standard setting bodies that rely only on traditional energy-based (thermal) concepts.

«+ More research is needed to determine which modulation factors, and combinations are bioactive and deleterious at low intensities, and are likely to result in disease-related
processes and/or health risks; however this should not delay preventative actions supporting public health and wellness.

« If signals need to be modulated in the development of new wireless technologies, for example, it makes sense to use what existing scientific information is available to avoid
the most obviously deleterious exposure parameters and select others that may be less likely to interfere with normal biological processes in life.

« The current membership on Risk Assessment committees needs to be made more inclusive, by adding scientists experienced with the research reporting non-thermal
biological effects.

+ The current practice of segregating scientific investigations (and resulting public health limits) by artificial divisions of frequency needs to be changed because this approach
dramatically dilutes the impact of the basic science results and eliminates consideration of modulation signals, thereby reducing and distorting the weight of evidence in any
evaluation process.

Section 15  Therapeutic Uses of EMF at Low-Intensity Levels

« EMFs are both a cause of disease, and also used for treatment of disease (at levels far below existing public exposure standards).

« Electromagnetic fields are widely used in therapeutic medical applications.

+ Proof of effectiveness has been demonstrated in numerous clinical applications of low-intensity ELF and RF.

« EMFs have been shown to be effective in treating conditions of disease at energy levels far below current public exposure standards.
« Indiscriminate EMF exposure is ill advised at even at common environmental levels.

« Multiple sources of EMF exposure in daily life, and cumulative exposures to potentially harmful combinations of EMF are ignored — we don’t even study it properly yet.
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Section 16  The Precautionary Principle

* The Precautionary Principle has been developed to help justify public policy action on the protection of health where there are plausible, serious and irreversible hazards

from current and future exposures and where there are many uncertainties and much scientific ignorance, EMF is characterized by such circumstances.

« The lessons from the histories of most well known hazards show that precautionary- based yet proportionate measures taken in response to robust early warnings can avoid

the kinds of costs incurred by asbestos, smoking, PCBs ,X rays etc. Such lessons are relevant to the EMF issue.

* Policymakers need to be aware of the systematic biases within the environmental health science against finding a true hazard, in order to not compromise scientific integrity.

However, this bias can lead to the health of people or environments being compromised.

+ The Precautionary Principle introduces the use of different levels of proof (or strengths of evidence ) to justify actions to reduce exposure, where the level of proof chosen
depends upon the nature and distribution of the costs of being wrong in acting, or not acting; the benefits of the agent or substance in question; the availability of alternatives,
etc. Waiting for high levels of scientific proof of causality, or for knowledge about mechanisms of action, can be very expensive in terms of compensation, health care, job

losses, reductions in public trust of scientists etc.

* The level of proof chosen to justify action does not determine any particular policy measure, or type of action. This is dependent on factors such as the costs of different

measures, equity, the origins of the risk, ie voluntary or imposed, etc.

« There is a need to involve stakeholders in helping to frame problems for risk assessments and to choose appropriate levels of proof and types of actions to reduce exposure.
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Section 17:  Key Scientific Evidence and Public Health Policy Recommendations

» We cannot afford ‘business as usual” any longer. It is time that planning for new power lines and for new homes, schools and other habitable spaces around them is done
with provision for low-ELF environments. The business-as-usual deployment of new wireless technologies is likely to be risky and harder to change if society does not make
some educated decisions about limits soon. Research must continue to define what levels of RF related to new wireless technologies are acceptable; but more research should

not prevent or delay substantive changes today that might save money, lives and societal disruption tomorrow.

+ New regulatory limits for ELF are warranted. ELF limits should be set below those exposure levels that have been linked in childhood leukemia studies to increased risk of
disease, plus an additional safety factor. It is no longer acceptable to build new power lines and electrical facilities that place people in ELF environments that have been

determined to be risky (at levels generally at 2 mG (0.2 pT) and above).

+ While new ELF limits are being developed and implemented, a reasonable approach would be a 1 mG (0.1 uT) planning limit for habitable space adjacent to all new or
upgraded power lines and a 2 mG (0.2 pT) limit for all other new construction, It is also recommended for that a 1 mG (0,1 nT) limit be established for existing

habitable space for children and/or women who are pregnant . This recommendation is based on the assumption that a higher burden of protection is required for children who
cannot protect themselves, and who are at risk for childhood leukemia at rates that are traditionally high enough to trigger regulatory action. This situation in particular

warrants extending the 1 mG (0.1 uT) limit to existing occupied space. "Establish" in this case probably means formal public advisories from relevant health agencies.

« While it is not realistic to reconstruct all existing electrical distributions systems, in the short term; steps to reduce exposure from these existing systems need to be initiated,

especially in places where children spend time, and should be encouraged.

» A precautionary limit of 0.1 pW/cm2 (which is also 0.614 Volts per meter) should be adopted for outdoor, cumulative RF exposure. This reflects the current RF science and
prudent public health response that would reasonably be set for pulsed RF (ambient) exposures where people live, work and go to school. This level of RF is experienced as
whole-body exposure, and can be a chronic exposure where there is wireless coverage present for voice and data transmission for cell phones, pagers and PDAs and other
sources of radiofrequency radiation. Some studies and many anecdotal reports on ill health have been reported at lower levels than this; however, for the present time, it could
prevent some of the most disproportionate burdens placed on the public nearest to such installations. Although this RF target level does not preclude further rollout of WI-FI
technologies, we also recommend that wired alternatives to WI-FI be implemented, particularly in schools and libraries so that children are not subjected to elevated RF levels
until more is understood about possible health impacts. This recommendation should be seen as an interim precautionary limit that is intended to guide preventative actions;

and more conservative limits may be needed in the future.




Table 1-1 Biolnitiative Report Overall Conclusions

Section 17:  Key Scientific Evidence and Public Health Policy Recommendations (continued)

» New public safety limits should be developed and implemented for ELF (50 Hz and 60 Hz electrical power frequencies). ELF limits should be set below those exposure
levels that have been linked in childhood leukemia studies to increased risk of disease, plus an additional safety factor.

* Guidance should be provided to electric utilities on the need to reduce ELF exposures in siting and construction of new power lines and substations. Mitigation of existing
sources of ELF over 1 mG (0.1 uT) should be encouraged, particularly where children and women who are pregnant, or who may be come pregnant spend significant portions
of their time.

+ Requests for measurement and monitoring of ELF and RF should be provided by utilities (for power line and household ELF) and by employers (for workplace ELF and RF)
,and those who request information should receive full results of such surveys on request.

» International health organizations and agencies should issue public health advisories for those exposed to levels of ELF and RF implicated with increased risks from
cancer/neurodegenerative diseases and memory/leaming/immune/stress responses. These advisories should address both residential and occupational exposures.

« Reliable, unbiased information should be developed and distributed through a clearinghouse that is available to the public. Scientific, public health and policy option
information should be provided for independent review at an affordable cost to the public. Research articles and prudent avoidance strategies should be made available in
many languages.

« Cell phones and other wireless devices should be redesigned to operate only on speaker-phone mode or text message mode.

+ Restrictions should be placed on the sale and advertising of cell phones and other wireless devices to children age 0 to 18 years.

+ All countries should continue to provide wired phone service; and should be strongly discouraged from phasing it out; including pay telephones in public places.

+ Manufacturers of devices that operate with wireless features should be required to carry SAR level information and warning labels on the outside packaging (not hidden
inside). Wireless devices that create elevated RF levels for the user should be required to warn the user of possible adverse effects on memory and learning, cognitive function,
sleep disruption and insomnia, mood disorders, balance, headache, fatigue, ringing in the ears (tinnitus), immune function, and other adverse symptoms of use.

+ Warning labels on cell phones and PDAs (personal digital assistant devices) and other wireless devices are needed to alert users to excessively high ELF emissions from the
switching battery pack, and require labels to list mitigation measures to reduce exposure (do not wear on or near body in “ON-Receive” position; use only with earpiece or on
speaker mode, etc),

» Disclosure should be provided to the public on the location and operating characteristics of all wireless antenna sites in a fashion easily accessible to the public so informed
choices can be made about where to live, shop, work and go to school. Such information should mandatorily include cumulative RF/MW exposures based on calculations from
FCC OET Bulletin 65 (or equivalent) at ground level and second story level in increments of 50 feet outward from the facility to a power density of 0.1 pW/cm2 or 0.614
V/m, Signage for the public should be a mandatory condition of approva for all sites, and should be kept current. Public agencies that approve and monitor wireless sites
should require the applicant to identify locations of wireless facilities.




Table 1-1 Biolnitiative Report Overall Conclusions

Section 17:  Key Scientific Evidence and Public Health Policy Recommendations (continued)

* Mobile phone - free and WI-FI-free public areas should be established in areas where the public congregates and can have a reasonable expectation of safety; including
airports, public shopping, hospitals, libraries, medical clinics, convalescent homes and assisted living facilities, theatres, restaurants, parks, etc.

« Health agencies and school districts should strongly discourage or prohibit cell towers on or near (within 1000” of) school properties, should delay any new WLAN
installations in school classrooms, pre-schools and day-care facilities; and should either remove or disable existing wireless facilities, or be required to offer classrooms with no
RF exposure to those families who choose not to have their children involuntarily exposed.
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1. SUMMARY FOR THE PUBLIC

A. Introduction

The Biolnitiative Working Group concluded in 2007 that existing public safety limits were inadequate to
protect public health, and agreed that new, biologically-based public safety limits were needed five years ago.
The Biolnitiative Report was prepared by more than a dozen world-recognized experts in science and public
health policy; and outside reviewers also contributed valuable content and perspective.

From a public health standpoint, experts reasoned that it was not in the public interest to wait. In 2007, the
evidence at hand coupled with the enormous populations placed at possible risk was argued as sufficient to
warrant strong precautionary measures for RFR, and lowered safety limits for ELF-EMF. The ELF
recommendations were biologically-based and reflected the ELF levels consistently associated with increased
risk of childhood cancer, and further incorporated a safety factor that is proportionate to others used in similar
circumstances. The public health cost of doing nothing was judged to be unacceptable in 2007. ‘

What has changed in 20127 In twenty-four technical chapters, the contributing authors discuss the content
and implications of about 1800 new studies. Overall, these new studies report abnormal gene transcription
(Section 5); genotoxicity and single- and double-strand DNA damage (Section 6); stress proteins because of the
fractal RF-antenna like nature of DNA (Section 7); chromatin condensation and loss of DNA repair capacity in
human stem cells (Sections 6 and 15); reduction in free-radical scavengers, particularly melatonin (Sections 5,
9, 13, 14, 15, 16 and 17); neurotoxicity in humans and animals (Section 9); carcinogenicity in humans (Sections
11, 12, 13, 14, 15, 16 and 17); serious impacts on human and animal sperm morphology and function (Section
18); effects on the fetus, neonate and offspring (Section 18 and 19); effects on brain and cranial bone
development in the offspring of animals that are exposed to cell phone radiation during pregnancy (Sections 5
and 18); and findings in autism spectrum disorders consistent with EMF/RFR exposure. This is only a snapshot
of the evidence presented in the Biolnitiative 2012 updated report.

There is reinforced scientific evidence of risk from chronic exposure to low-intensity electromagnetic
fields and to wireless technologies (radiofrequency radiation including microwave radiation). The levels at
which effects are reported to occur is lower by hundreds of times in comparison to 2007. The range of possible
health effects that are adverse with chronic exposures has broadened. There has been a big increase in the
number of studies looking at the effects of cell phones (on the belt, or in the pocket of men radiating only on
standby mode) and from wireless laptops on impacts to sperm quality and motility; and sperm death (fertility
and reproduction). In other new studies of the fetus, infant and young child, and child-in-school — there are a
dozen or more new studies of importance. There is more evidence that such exposures damage DNA, interfere
with DNA repair, evidence of toxicity to the human genome (genes), more worrisome effects on the nervous
system (neurology) and more and better studies on the effects of mobile phone base stations (wireless antenna
facilities or cell towers) that report lower RFR levels over time can result in adverse health impacts.

Importantly, some very large studies were completed on brain tumor risk from cell phone use. The 13-

country World Health Organization Interphone Final study (2010) produced evidence (although highly debated



among fractious members of the research committee) that cell phone use at 10 years or longer, with
approximately 1,640 hours of cumulative use of a cell and/or cordless phone approximately doubles glioma risk
in adults. Gliomas are aggressive, malignant tumors where the average life-span following diagnosis is about
400 days. That brain tumors should be revealed in epidemiological studies at ONLY 10 or more years is
significant; x-ray and other ionizing radiation exposures that can also cause brain tumors take nearly 15-20
years to appear making radiofrequency/microwave radiation from cell phones a very effective cancer-causing
agent. Studies by Lennart Hardell and his research team at Orebro University in Sweden later showed that
children who start using a mobile phone in early years have more than a 5-fold (more than a 500%) risk for
developing a glioma by the time they are in the 20-29 year age group. This has significant ramifications for
public health intervention.

In short order, in 2011 the World Health Organization International Agency on Cancer Research (IARC)
classified radiofrequency radiation as a Group 2B Possible Human Carcinogen, joining the IARC classification
of ELF-EMF that occurred in 2001. The evidence for carcinogenicity for RFR was primarily from cell
phone/brain tumor studies but by IARC rules, applies to all RFR exposures (it applies to the exposure, not just

to devices like cell phones or cordless phones that emit RFR).

B. Why We Care?
The stakes are very high. Exposure to electromagnetic fields (both extremely low-frequency ELF-EMF

from power frequency sources like power lines and appliances; and radiofrequency radiation or RFR) has been
linked to a variety of adverse health outcomes that may have significant public health consequences. The most
serious health endpoints that have been reported to be associated with extremely low frequency (ELF) and/or
radiofrequency radiation (RFR) include childhood and adult leukemia, childhood and adult brain tumors, and
increased risk of the neurodegenerative diseases, Alzheimer’s and amyotrophic lateral sclerosis (ALS). In
addition, there are reports of increased risk of breast cancer in both men and women, genotoxic effects (DNA
damage, chromatin condensation, micronucleation, impaired repair of DNA damage in human stem cells),
pathological leakage of the blood-brain barrier, altered immune function including increased allergic and
inflammatory responses, miscarriage and some cardiovascular effects. Insomnia (sleep disruption) is reported in
studies of people living in very low-intensity RF environments with WI-FI and cell tower-level exposures.
Short-term effects on cognition, memory and learning, behavior, reaction time, attention and concentration, and
altered brainwave activity (altered EEG) are also reported in the scientific literature. Biophysical mechanisms
that may account for such effects can be found in various articles and reviews (Sage, 2012).

Traditional scientific consensus and scientific method is but one contributor to deciding when to take
public health action; rather, it is one of several voices that are important in determining when new actions are
warranted to protect public health. Certainly it is important, but not the exclusive purview of scientists alone to

determine for all of society when changes are in the public health interest and welfare of children.



C. Do We Know Enough to Take Action

Human beings are bioelectrical systems. Our hearts and brains are regulated by internal bioelectrical
signals. Environmental exposures to artificial EMFs can interact with fundamental biological processes in the
human body. In some cases, this may cause discomfort, or sleep disruption, or loss of well-being (impaired
mental functioning and impaired metabolism) or sometimes, maybe it is a dread disease like cancer or
Alzheimer’s disease. It may be interfering with one’s ability to become pregnant, or to carry a child to full
term, or result in brain development changes that are bad for the child. It may be these exposures play a role in
causing long-term impairments to normal growth and development of children, tipping the scales away from
becoming productive adults. The use of common wireless devices like wireless laptops and mobile phones
requires urgent action simply because the exposures are everywhere in daily life; we need to define whether and
when these exposures can damage health, or the children of the future who will be born to parents now
immersed in wireless exposures.

Since World War II, the background level of EMF from electrical sources has risen exponentially, most
recently by the soaring popularity of wireless technologies such as cell phones (six billion in 2011-12, up from
two billion in 2006), cordless phones, WI-FI ,WiMAX and LTE networks. Some countries are moving from
telephone landlines (wired) to wireless phones exclusively, forcing wireless exposures on uninformed
populations around the world. These wireless exposures at the same time are now classified by the world’s
highest authority on cancer assessment, the World Health Organization International Agency for Research on
Cancer to be a possible risk to health.  Several decades of international scientific research confirm that EMFs
are biologically active in animals and in humans. Now, the balance has clearly shifted to one of ‘presumption
of possible adverse effects’ from chronic exposure. It is difficult to conclude otherwise, when the bioeffects
that are clearly now occurring lead to such conditions as pathological leakage of the blood-brain barrier
(allowing toxins into the brain tissues); oxidative damage to DNA and the human genome, preventing normal
DNA repair in human stem cells; interfering with healthy sperm production; producing poor quality sperm or
low numbers of healthy sperm, altering fetal brain development that may be fundamentally tied to epidemic
rates of autism and problems in school children with memory, attention, concentration, and behavior; and
leading to sleep disruptions that undercut health and healing in numerous ways.

In today’s world, everyone is exposed to two types of EMFs: (1) extremely low frequency electromagnetic
fields (ELF) from electrical and electronic appliances and power lines and (2) radiofrequency radiation (RFR)
from wireless devices such as cell phones and cordless phones, cellular antennas and towers, and broadcast
transmission towers. In this report we will use the term EMFs when referring to all electromagnetic fields in
general; and the terms ELF or RFR when referring to the specific type of exposure. They are both types of non-
ionizing radiation, which means that they do not have sufficient energy to break off electrons from their orbits
around atoms and ionize (charge) the atoms, as do x-rays, CT scans, and other forms of ionizing radiation. A
glossary and definitions are provided in this report to assist you. Some handy definitions you will probably
need when reading about ELF and RF in this summary section (the language for measuring it) are shown in

Section 26 — Glossary.



II. SUMMARY OF THE SCIENCE

A. Evidence for Damage to Sperm and Reproduction

Several international laboratories have replicated studies showing adverse effects on sperm quality,
motility and pathology in men who use and particularly those who wear a cell phone, PDA or pager on their belt
or in a pocket (See Section 18 for references including Agarwal et al, 2008; Agarwal et al, 2009; Wdowiak et al,
2007; De Tuliis et al, 2009; Fejes et al, 2005; Aitken et al, 2005; Kumar, 2012). Other studies conclude that
usage of cell phones, exposure to cell phone radiation, or storage of a mobile phone close to the testes of human
males affect sperm counts, motility, viability and structure (Aitken et al, 2004; Agarwal et al, 2007; Erogul et al,
2006). Animal studies have demonstrated oxidative and DNA damage, pathological changes in the testes of
animals, decreased sperm mobility and viability, and other measures of deleterious damage to the male germ
line (Dasdag et al, 1999; Yan et al, 2007; Otitoloju et al, 2010; Salama et al, 2008; Behari et al, 2006; Kumar et
al, 2012). There are fewer animal studies that have studied effects of cell phone radiation on female fertility
parameters. Panagopoulous et al (2012) report decreased ovarian development and size of ovaries, and
premature cell death of ovarian follicles and nurse cells in Drosophila melanogaster. Gul et al (2009) reported
rats exposed to stand-by level RFR (phones on but not transmitting calls) had a decrease in the number of
ovarian follicles in pups born to these exposed dams. Magras and Xenos (1997) reported irreversible infertility
in mice after five (5) generations of exposure to RFR at cell phone tower exposure levels of less than one

microwatt per centimeter squared (uW/cm?2). See Section 18 for references.

HUMAN SPERM AND THEIR DNA ARE DAMAGED

Human sperm are damaged by cell phone radiation at very low intensities (0.00034 — 0.07 pW/cm2). There is a
veritable flood of new studies reporting sperm damage in humans and animals, leading to substantial concerns
for fertility, reproduction and health of the offspring (unrepaired de novo mutations in sperm). Exposure levels
are similar to those resulting from wearing a cell phone on the belt, or in the pants pocket, or using a wireless
laptop computer on the lap. Sperm lack the ability to repair DNA damage. (Behari and Rajamani, Section 18)
young child are more vulnerable than older persons are to chemicals and ionizing radiation. The US
Environmental Protection Agency (EPA) proposes a 10-fold risk adjustment for the first 2 years of life exposure
to carcinogens, and a 3-fold adjustment for years 3 to 5. These adjustments do not deal with fetal risk, and the
possibility of extending this protection to the fetus should be examined, because of fetus’ rapid organ
development.

The Presidential Cancer Panel (2010) found that children “are at special risk due to their smaller body mass and
rapid physical development, both of which magnify their vulnerability to known carcinogens, including
radiation.” The American Academy of Pediatrics, in a letter to Congressman Dennis Kucinich dated 12
December 2012 states: “Children are disproportionately affected by environmental exposures, including cell
phone radiation. The differences in bone density and the amount of fluid in a child’s brain compared to an
adult’s brain could allow children to absorb greater quantities of RF energy deeper into their brains than adults.
It is essential that any new standards for cell phones or other wireless devices be based on protecting the
youngest and most vulnerable populations to ensure they are safeguarded through their lifetimes.”




The issue around exposure of children to RFR is of critical importance. There is overwhelming evidence
that children are more vulnerable than adults to many different exposures (Sly and Carpenter, 2012), including
RFR, and that the diseases of greatest concern are cancer and effects on neurodevelopment. Yet parents place
RFR-emitting baby monitors in cribs, provide very young children with wireless toys, and give cell phones to
young children, usually without any knowledge of the potential dangers. A growing concern is the movement
to make all student computer laboratories in schools wireless. A wired computer laboratory will not increase
RFR exposure, and will provide safe access to the Internet (Section, Sage and Carpenter, Biolnitiative 2012

Report).

C. Evidence for Fetal and Neonatal Effects

Effects on the developing fetus from in-utero exposure to cell phone radiation have been observed in both
human and animal studies since 2006. Sources of fetal and neonatal exposures of concern include cell phone
radiation (both paternal use of wireless devices worn on the body and maternal use of wireless phones during
pregnancy). Sources include exposure to whole-body RFR from base stations and Wi-Fi, use of wireless
laptops, use of incubators for newborns with excessively high ELF-EMF levels resulting in altered heart rate
variability and reduced melatonin levels in newborns, fetal exposures to MRI of the pregnant mother, and
greater susceptibility to leukemia and asthma in the child where there have been maternal exposures to ELF-
EMF. Divan et al (2008) found that children born to mothers who used cell phones during pregnancy develop
more behavioral problems by the time they have reached school age than children whose mothers did not use
cell phones during pregnancy. Children whose mothers used cell phones during pregnancy had 25% more
emotional problems, 35% more hyperactivity, 49% more conduct problems and 34% more peer problems
(Divan et al, 2008). Aldad et al (2012) showed that cell phone radiation significantly altered fetal brain
development and produced ADHD-like behavior in the offspring of pregnant mice. Exposed mice had a dose-
dependent impaired glutamatergic synaptic transmission onto Layer V pyramidal neurons of the prefrontal
cortex. The authors conclude the behavioral changes were the result of altered neuronal developmental
programming in utero, Offspring mice were hyperactive and had impaired memory function and behavior
problems, much like the human children in Divan et al (2008). See Sections 19 and 20 for references.
Fragopoulou et al (2012) reports that brain astrocyte development followed by proteomic studies is adversely

affected by DECT (cordless phone radiation) and mobile phone radiation.

Fetal (in-utero) and early childhood exposures to cell phone radiation and wireless technologies in general may
be a risk factor for hyperactivity, learning disorders and behavioral problems in school. Common sense
measures to limit both ELF-EMF and RF EMF in these populations is needed, especially with respect to
avoidable exposures like incubators that can be modified; and where education of the pregnant mother with
respect to laptop computers, mobile phones and other sources of ELF-EMF and RF EMF are easily instituted.

A precautionary approach may provide the frame for decision-making where remediation actions have to be
realized to prevent high exposures of children and pregnant woman.
(Bellieni and Pinto, 2012 — Section 19)




D. Evidence for Effects on Autism (Autism Spectrum Conditions)

Physicians and health care practitioners should raise the visibility of EMF/RFR as a plausible
environmental factor in ASC clinical evaluations and treatment protocols. Reducing or removing EMF and
wireless RFR stressors from the environment is a reasonable precautionary action given the overall weight of
evidence for a link to ASCs.

Several thousand scientific studies over four decades point to serious biological effects and health harm
from EMF and RFR. These studies report genotoxicity, single-and double-strand DNA damage, chromatin
condensation, loss of DNA repair capacity in human stem cells, reduction in free-radical scavengers
(particularly melatonin), abnormal gene transcription, neurotoxicity, carcinogenicity, damage to sperm
morphology and function, effects on behavior, and effects on brain development in the fetus of human mothers
that use cell phones during pregnancy. Cell phone exposure has been linked to altered fetal brain development
and ADHD-like behavior in the offspring of pregnant mice.

Many disrupted physiological processes and impaired behaviors in people with ASCs closely resemble
those related to biological and health effects of EMF/RFR exposure. Biomarkers and indicators of disease and
their clinical symptoms have striking similarities. At the cellular and molecular level many studies of people
with ASCs have identified oxidative stress and evidence of free-radical damage, as well as deficiencies of
antioxidants such as glutathione, FElevated intracellular calcium in ASCs can be associated with genetic
mutations but more often may be downstream of inflammation or chemical exposures. Lipid peroxidation of
cell membranes, disruption of calcium metabolism, altered brain wave activity and consequent sleep, behavior
and immune dysfunction, pathological leakage of critical barriers between gut and blood or blood and brain
may also occur. Mitochondria may function poorly, and immune system disturbances of various kinds are
common. Changes in brain and autonomic nervous system electrophysiology can be measured and seizures are
far more common than in the population at large. Sleep disruption and high levels of stress are close to
universal. All of these phenomena have also been documented to result from or be modulated by EMF/RFR

€xposure.

O - Children with existing neurological problems that include cognitive, learning, attention, memory, or behavioral
problems should as much as possible be provided with wired (not wireless) learning, living and sleeping environments.

O -« Special education classrooms should observe 'no wireless' conditions to reduce avoidable stressors that may impede
social, academic and behavioral progress.

O = All children should reasonably be protected from the physiological stressor of significantly elevated EMF/RFR
(wireless in classrooms, or home environments).

O « School districts that are now considering all-wireless learning environments should be strongly cautioned that wired
environments are likely to provide better learning and teaching environments, and prevent possible adverse health
consequences for both students and faculty in the long-term.

O - Monitoring of the impacts of wireless technology in learning and care environments should be performed with
sophisticated measurement and data analysis techniques that are cognizant of the non-linear impacts of EMF/RFR and
of data techniques most appropriate for discerning these impacts.

O - There is sufficient scientific evidence to warrant the selection of wired Internet, wired classrooms and wired leaming
devices, rather than making an expensive and potentially health-harming commitment to wireless devices that may
have to be substituted out later.

O s Wired classrooms should reasonably be provided to all students who opt-out of wireless environments.

(Herbert and Sage, 2012 — Section 20)




The public needs to know that these risks exist, that transition to wireless should not be presumed safe, and
that it is very much worth the effort to minimize exposures that still provide the benefits of technology in
learning, but without the threat of health risk and development impairments to learning and behavior in the
classroom.

Broader recommendations also apply, related to reducing the physiological vulnerability to exposures,
reduce allostatic load and build physiological resiliency through high quality nutrition, reducing exposure to
toxicants and infectious agents, and reducing stress, all of which can be implemented safely based upon

presently available knowledge.

E. Evidence for Electrohypersensitivity

The contentious question of whether electrohypersensitivity exists as a medical condition and what kinds
of testing might reveal biomarkers for diagnosis and treatment has been furthered by several new studies
presented in Section 24 — Key Scientific Evidence and Public Health Policy Recommendations. What is
evident is that a growing number of people world-wide have serious and debilitating symptoms that key to
various types of EMF and RFR exposure. Of this there is little doubt. The continued massive rollout of
wireless technologies, in particular the wireless ‘smart’ utility meter, has triggered thousands of complaints of
ill-health and disabling symptoms when the installation of these meters is in close proximity to family home
living spaces.

McCarty et al (2011) studied electrohypersensitivity in a patient (a female physician). The patient was
unable to detect the presence or absence of EMF exposure, largely ruling out the possibility of bias. In multiple
trials with the fields either on or not on, the subject experienced and reported temporal pain, feeling of unease,
skipped heartbeats, muscle twitches and/or strong headache when the pulsed field (100 ms, duration at 10 Hz)
was on, but no or mild symptoms when it was off. Symptoms from continuous fields were less severe than with
pulsed fields. The differences between field on and sham exposure were significant at the p < 0.05 level. The
authors conclude that electromagnetic hypersensitivity is a neurological syndrome, and statistically reliable
somatic reactions can be provoked in this patient by exposure to 60-Hz electric fields at 300 volts per meter

(V/m). Marino et al (2012) responded to comments on his study with McCarty saying:

“EMF hypersensitivity can occur as a bona fide environmentally inducible neurological
syndrome. We followed an empirical approach and demonstrated a cause-and-effect relationship
(p < 0.05) under conditions that permitted us to infer the existence of electromagnetic
hypersensitivity (EHS), a novel neurological syndrome.”

The team of Sandstrom, Hansson Mild and Lyskov produced numerous papers between 1994 and 2003
involving people who are electrosensitive (See Section 24 - Lyskov et al, 1995; Lyskov et al, 1998; Sandstrom
et al, 1994; Sandstrom et al, 1995,

Sandstrom et al, 1997; Sandstrom et al, 2003). Sandstrom et al (2003) presented evidence that heart rate

variability is impaired in people with electrical hypersensitivity and showed disruption of the autonomic

nervous system.



“EHS patients had a disturbed pattern of circadian rhythms of HRF and showed a relatively ‘flat’
representation of hourly-recorded spectral power of the HF component of HRV”. This research team also
found that “EHS patients have a dysbalance of the autonomic nervous system (ANS) regulation with a
trend to hyper-sympathotonia, as measured by heart rate (HR) and electrodermal activity, and a
hyperreactivity to different external physical factors, as measured by brain evoked potentials and
sympathetic skin responses to visual and audio stimulation.” (Lyskov et al, 2001 a,b, Sandstrom et al,
1997).

The reports referenced above provide evidence that persons who report being electrosensitive differ from
others in having some abnormalities in the autonomic nervous system, reflected in measures such as heart rate

variability.

F. Evidence for Effects from Cell Tower-Level RFR Exposures
Very low exposure RFR levels are associated with bioeffects and adverse health effects. At least five new
cell tower studies are reporting bioeffects in the range of 0.001 to 0.05 uW/cm?2 at lower levels than reported in
2007 (0.05 to 0.1 uW/cm?2 was the range below which, in 2007, effects were not observed). Researchers report
headaches, concentration difficulties and behavioral problems in children and adolescents; and sleep
disturbances, headaches and concentration problems in adults. Public safety standards are 1,000 — 10,000 or

more times higher than levels now commonly reported in mobile phone base station studies to cause bioeffects.

Since 2007, five new studies of base station level RFR at intensitites ranging from lessthan 0.001 uW/cm?2 to
0.05 uW/em?2 report headaches, concentrationdifficulties and behavioral problems in children and adolescents;
and sleep disturbances, headaches and concentration problems in adults.

G. Evidence for Effects on the Blood-brain Barrier (BBB)
The Lund University (Sweden) team of Leif Salford, Bertil Persson and Henrietta Nittby has done
pioneering work on effects of very low level RFR on the human brain’s protective lining — the barrier that

protects the brain from large molecules and toxins that are in the blood.

THE BLOOD-BRAIN BARRIER IS AT RISK
The BBB is a protective barrier that prevents the flow of toxins into sensitive brain tissue. Increased
permeability of the BBB caused by cell phone RFR may result in neuronal damage. Many research studies
show that very low intensity exposures to RFR can affect the blood-brain barrier (BBB) (mostly animal
studies). Summing up the research, it is more probable than unlikely that non-thermal EMF from cell phones
and base stations do have effects upon biology. A single 2-hr exposure to cell phone radiation can result in
increased leakage of the BBB, and 50 days after exposure, neuronal damage can be seen, and at the later time
point also albumin leakage is demonstrated. The levels of RFR needed to affect the BBB have been shown to be
as low as 0.001 W/kg, or less than holding a mobile phone at arm’s length, The US FCC standard is 1.6 W/kg;
the ICNIRP standard is 2 W/kg of energy (SAR) into brain tissue from cell/cordless phone use. Thus, BBB
effects occur at about 1000 times lower RFR exposure levels than the US and ICNIRP limits allow.

(Salford et al, 2012 - Section 10)




H. Evidence for Effects on Brain Tumors '
The Orebro University (Sweden) team led by Lennart Hardell, MD, an oncologist and medical researcher,
has produced an extraordinary body of work on environmental toxins of several kinds, including the effects of

radiofrequency/microwave radiation and cancer. Their 2012 work concludes:

“Based on epidemiological studies there is a consistent pattern of increased risk for glioma and acoustic
neuroma associated with use of mobile phones and cordless phones. The evidence comes mainly from two
study centres, the Hardell group in Sweden and the Interphone Study Group. No consistent pattern of an
increased risk is seen for meningioma. A systematic bias in the studies that explains the results would also have
been the case for meningioma. The different risk pattern for tumor type strengthens the findings regarding
glioma and acoustic neuroma. Meta-analyses of the Hardell group and Interphone studies show an increased
risk for glioma and acoustic neuroma. Supportive evidence comes also from anatomical localisation of the
tumor to the most exposed area of the brain, cumulative exposure in hours and latency time that all add to the
biological relevance of an increased risk. In addition risk calculations based on estimated absorbed dose give
strength to the findings. (Hardell et al, 2012 — Section 11)

“There is reasonable basis to conclude that RF-EMFs are bioactive and have a potential to cause health impacts.
There is a consistent pattern of increased risk for glioma and acoustic neuroma associated with use of wireless
phones (mobile phones and cordless phones) mainly based on results from case-control studies from the Hardell
group and Interphone Final Study results. Epidemiological evidence gives that RF-EMF should be classified as
a human carcinogen. Based on our own research and review of other evidence the existing FCC/IEE and
ICNIRP public safety limits and reference levels are not adequate to protect public health. New public health
standards and limits are needed. (Hardell et al, 2012 — Section 11)

I. Evidence for Genotoxic Effects (Genotoxicity)

Genetic Damage (Genotoxicity Studies): There are at least several hundred published papers that report
EMF (ELF/RFR) can affect cellular oxidative processes (oxidative damage). Increased free radical activity and
changes in enzymes involved in cellular oxidative processes are the most consistent effects observed in cells
and animals after EMF exposure. Aging may make an individual more susceptible to the detrimental effects of
ELF EMF from oxidative damage, since anti-oxidants may decline with age. Clearly, the preponderance of

genetic studies report DNA damage and failure to repair DNA damage.

One hundred fourteen (114) new papers on genotoxic effects of RFR published between 2007 and early 2014
are profiled. Of these, 74 (65%) showed effects and 40 (35%) showed no effects. (Lai, 2014 — Section 6)

Fifty nine (59) new ELF-EMF papers and two static magnetic field papers that report on genotoxic effects of
ELF-EMF published between 2007 and early 2014 are profiled. Of these, 49 (83%) show effects and 10 (17%)
show no effect. (Lai, 2014 — Section 6)




Factors that act directly or indirectly on the nervous system can cause morphological, chemical, or
electrical changes in the nervous system that can lead to neurological effects. Both RF and ELF EMF affect

neurological functions and behavior in animals and humans.

Two hundred eleven (211) new papers that report on neurological effects of RFR published between 2007 and
early 2014 are profiled. Of these, 144 (68%) showed effects and 67 (32%) showed no effects.

One hundred five (105) new ELF-EMF papers (including two static field papers) that report on neurological
effects of ELF-EMF published between 2007 and early 2014 are profiled. Of these, 95 (90%) show effects and
10 (10%) show no effect. (Lai, 2014 — Section 9)

K. Evidence for Cancer (Childhood Leukemia)

With overall 42 epidemiological studies published to datel power frequency ELF-EMF is among the most
comprehensively studied environmental factors. Except ionizing radiation no other environmental factor has

been as firmly established to increase the risk of childhood leukemia.

Sufficient evidence exists from epidemiological studies of an increased risk from exposure to EMF (power
frequency ELF-EMF magnetic fields) and cannot be attributed to chance, bias or confounding. Therefore,
according to the rules of TARC such exposures can be classified as a Group 1 carcinogen (Known
Carcinogen).

There is no other risk factor identified so far for which such unlikely conditions have been put forward to
postpone or deny the necessity to take steps towards exposure reduction. As one step in the direction of
precaution, measures should be implemented to guarantee that exposure due to transmission and distribution
lines is below an average of about 1 mG. This value is arbitrary at present and only supported by the fact that in
many studies this level has been chosen as a reference. (Kundi, 2012 — Section 12)

L. Melatonin, Breast Cancer and Alzheimer’s Disease
MELATONIN AND BREAST CANCER: Eleven (11) of the 13 published epidemiologic residential and
occupational studies are considered to provide (positive) evidence that high ELF magnetic fields (MF) exposure
can result in decreased melatonin production. The two negative studies had important deficiencies that may
certainly have biased the results. There is sufficient evidence to conclude that long-term relatively high ELF
MF exposure can result in a decrease in melatonin production. It has not been determined to what extent

personal characteristics, e.g., medications, interact with ELF MF exposure in decreasing melatonin production.




There is sufficient evidence to conclude that long-term relatively high ELF MF exposure can result in a decrease
in melatonin production, which may increase risk for breast cancer. It has not been determined to what extent
personal characteristics, e.g., medications, interact with ELF MF exposure in decreasing melatonin production.
New research indicates that ELF MF exposure, in vitro, can significantly decrease melatonin activity through
effects on MT1, an important melatonin receptor. Five longitudinal studies have now been conducted of low
melatonin production as a risk factor for breast cancer. There is increasingly strong longitudinal evidence that
low melatonin production is a risk factor for at least post-menopausal breast cancer.

(Davanipour and Sobel, 2012 — Section 13)

ALZHFIMER'’S DISEASE: There is now evidence that a) high levels of peripheral amyloid beta are a risk
factor for AD, and b) medium to high ELF MF exposure can increase peripheral amyloid beta. High brain
levels of amyloid beta are also a risk factor for AD and medium to high ELF MF exposure to brain cells likely
also increases these cells’ production of amyloid beta. There is considerable in vitro and animal evidence that
melatonin protects against AD. Therefore it is certainly possible that low levels of melatonin production are

associated with an increase in the risk of AD.

There is strong epidemiologic evidence that exposure to ELF MF is a risk factor for AD. There are now twelve
(12) studies of ELF MF exposure and AD or dementia. Nine (9) of these studies are considered positive and
three (3) are considered negative. The three negative studies have serious deficiencies in ELF MF exposure
classification that results in subjects with rather low exposure being considered as having significant exposure.
There are insufficient studies to formulate an opinion as to whether radiofrequency MF exposure is a risk or
protective factor for AD.

There is now evidence that (i) high levels of peripheral amyloid beta are a risk factor for AD and (ii) medium to
high ELF MF exposure can increase peripheral amyloid beta. High brain levels of amyloid beta are also a risk
factor for AD and medium to high ELF MF exposure to brain cells likely also increases these cells’ production
of amyloid beta.

There is considerable in vitro and animal evidence that melatonin protects against AD. Therefore it is certainly
possible that low levels of melatonin production are associated with an increase in the risk of AD.
(Davanipour and Sobel, 2012 — Section 13)

M. Stress, Stress Proteins and DNA as a Fractal Antenna

Any agent (EMF, ionizing radiation, chemicals, heavy metals, heat and other factors) that contimuously
generates stress proteins is not adaptive, and is harmful, if it is a constant provocation. The work of Martin
Blank and Reba Goodman of Columbia University has established that stress proteins are produced by ELF-
EMF and RFR at levels far below what current safety standards allow. Further, they think DNA is actually a
very good fractal RF-antenna which is very sensitive to low doses of EMF, and may induce the cellular
processes that result in chronic ‘unrelenting’ stress. That daily environmental levels of ELF-EMF and RFR can
and do throw the human body into stress protein response mode (out of homeostasis) is a fundamental and

continuous insult. Chronic exposures can then result in chronic ill-health.

“It appears that the DNA molecule is particularly vulnerable to damage by EMF because of the
coiled-coil configuration of the compacted molecule in the nucleus. The unusual structure
endows it with the self similarity of a fractal antenna and the resulting sensitivity to a wide range
of frequencies. The greater reactivity of DNA with EMF, along with a vulnerability to damage,




underscores the urgent need to revise EMF exposure standards in order to protect the public.
Recent studies have also exploited the properties of stress proteins to devise therapies for limiting
oxidative damage and reducing loss of muscle strength associated ‘with aging.”
(Blank, 2012- Section 7)

0 DNA acts as a ‘fractal antenna’ for EMF and RFR. The coiled-coil structure of DNA in the nucleus makes
the molecule react like a fractal antenna to a wide range of frequencies.

O The structure makes DNA particularly vulnerable to EMF damage.

0 The mechanism involves direct interaction of EMF with the DNA molecule (claims that there are no known
mechanisms of interaction are patently false).

0 Many EMF frequencies in the environment can and do cause DNA changes.

00 The EMF-activated cellular stress response is an effective protective mechanism for cells exposed to a wide

range of EMF frequencies.

EMF stimulates stress proteins (indicating an assault on the cell).

EMF efficiently harms cells at billions of times lower levels than conventional heating.

Safety standards based on heating are irrelevant to protect against EMF-levels of exposure. There is an

urgent need to revise EMF exposure standards. Research has shown thresholds are very low (safety

standards must be reduced to limit biological responses). Biologically-based safety standards could be

developed from the research on the stress response. (Blank, 2012 — Section 7).

OooanQ

N. Effects of Weak-Field Interactions on Non-Linear Biological Oscillators and
Synchronized Neural Activity:

A unifying hypothesis for a plausible biological mechanism to account for very weak field EMF bioeffects
other than cancer may lie with weak field interactions of pulsed RFR and ELF-modulated RFR as disrupters of
synchronized neural activity. Electrical rhythms in our brains can be influenced by external signals. This is
consistent with established weak field effects on coupled biological oscillators in living tissues. Biological
systems of the heart, brain and gut are dependent on the cooperative actions of cells that function according to
principles of non-linear, coupled biological oscillations for their synchrony, and are dependent on exquisitely
timed cues from the environment at vanishingly small levels (Buzsaki, 2006; Strogatz, 2003). The key to
synchronization is the joint actions of cells that co-operate electrically and link populations of biological
oscillators that couple together in large arrays and synchronize spontaneously. Synchronous biological
oscillations in cells (pacemaker cells) can be disrupted by artificial, exogenous environmental signals, resulting
in desynchronization of neural activity that regulates critical functions (including metabolism) in the brain, gut
and heart and circadian rhythms governing sleep and hormone cycles (Strogatz, 1987). The brain contains a
population of oscillators with distributed natural frequencies, which pull one another into synchrony (the
circadian pacemaker cells). Strogatz has addressed the unifying mathematics of biological cycles and external

factors disrupt these cycles (Strogatz, 2001, 2003)

“Rhythms can be altered by a wide variety of agents and that these perturbations must seriously
alter brain performance.” (Busaki, 2006)




1. EMF EXPOSURE AND PRUDENT PUBLIC HEALTH PLANNING

Chronic exposure to low-intensity RFR and to ELF-modulated RFR at today’s environmental levels in
many cities will exceed thresholds for increased risk of many diseases and causes of death (Sage and Huttunen,
2012). RFR exposures in daily life alter homeostasis in human beings. These exposures can alter and damage
genes, trigger epigenetic changes to gene expression and cause de novo mutations that prevent genetic recovery
and healing mechanisms. These exposures may interfere with normal cardiac and brain function; alter circadian
thythms that regulate sleep, healing, and hormone balance; impair short-term memory, concentration, learning
and behavior; provoke aberrant immune, allergic and inflammatory responses in tissues; alter brain metabolism;
increase risks for reproductive failure (damage sperm and increase miscarriage risk); and cause cells to produce
stress proteins. Exposures now common in home and school environments are likely to be physiologically

addictive and the effects are particularly serious in the young (Sage and Huttunen, 2012).

RECOMMENDED ACTIONS
A. Defining Preventative Actions for Reduction in RFR Exposures

ELF-EMF and RFR are Classified as Possible Cancer-causing Agents — Why
Are Governments Not Acting?

The World Health Organization International Agency for Research on Cancer has classified wireless
radiofrequency as a Possible Human Carcinogen (May, 2011)*. The designation applies to low-intensity RFR
in general, covering all RFR-emitting devices and exposure sources (cell and cordless phones, Wi-Fi, wireless
laptops, wireless hotspots, electronic baby monitors, wireless classroom access points, wireless antenna
facilities), The TARC Panel could have chosen to classify RFR as a Group 4 — Not A Carcinogen if the
evidence was clear that RFR is not a cancer-causing agent. It could also have found a Group 3 designation was

a good interim choice (Insufficient Evidence). IARC did neither.

New Safety Limits Must Be Established — Health Agencies Should Act Now

Existing public safety limits (FCC and ICNIRP public safety limits) do not sufficiently protect public
health against chronic exposure from very low-intensity exposures. If no mid-course corrections are made to
existing and outdated safety limits, such delay will magnify the public health impacts with even more

applications of wireless-enabled technologies exposing even greater populations around the world in daily life.

Scientific Benchmarks for Harm Plus Safety Margins = New Safety Limits that are Valid

Health agencies and regulatory agencies that set public safety standards for ELF-EMF and RFR should act
now to adopt new, biologically-relevant safety limits that key to the lowest scientific benchmarks for harm
coming from the recent studies, plus a lower safety margin. Existing public safety limits are too high by several

orders of magnitude, if prevention of bioeffects and resulting adverse health effects are to be minimized or



eliminated. Most safety standards are a thousand times or more too high to protect healthy populations, and

even less effective in protecting sensitive subpopulations.

Sensitive Populations Must Be Protected
Safety standards for sensitive populations will more likely need to be set at lower levels than for healthy
adult populations. Sensitive populations include the developing fetus, the infant, children, the elderly, those

with pre-existing chronic diseases, and those with developed electrical sensitivity (EHS).

Protecting New Life — Infants and Children

Strong precautionary action and clear public health warnings are warranted immediately to help prevent a
global epidemic of brain tumors resulting from the use of wireless devices (mobile phones and cordless
phones). Commonsense measures to limit both ELF-EMF and RFR in the fetus and newborn infant (sensitive
populations) are needed, especially with respect to avoidable exposures like baby monitors in the crib and baby
isolettes (incubators) in hospitals that can be modified; and where education of the pregnant mother with respect
to laptop computers, mobile phones and other sources of ELF-EMF and RFR are easily instituted.

Wireless laptops and other wireless devices should be strongly discouraged in schools for children of all

ages.

Standard of Evidence for Judging the Science
The standard of evidence for judging the scientific evidence should be based on good public health

principles rather than demanding scientific certainty before actions are taken.

Wireless Warnings for All
The continued rollout of wireless technologies and devices puts global public health at risk from
unrestricted wireless commerce unless new, and far lower exposure limits and strong precautionary warnings

for their use are implemented.

EMF and RFR are Preventable Toxic Exposures
We have the knowledge and means to save global populations from multi-generational adverse health
consequences by reducing both ELF and RFR exposures. Proactive and immediate measures to reduce

unnecessary EMF exposures will lower disease burden and rates of premature death.

B. Defining New ‘Effect Level’ for RFR

‘

Section 24 concludes that RFR ‘effect levels’ for bioeffects and adverse health effects justify new and
lower precautionary target levels for RFR exposure. New epidemiological and laboratory studies are finding
effects on humans at lower exposure levels where studies are of longer duration (chronic exposure studies).

Real-world experience is revealing worrisome evidence that sperm may be damaged by cell phones even on



stand-by mode; and people can be adversely affected by placing new wireless pulsed RFR transmitters (utility
meters on the sides or interiors of homes), even when the time-weighted average for RER is miniscule in both
cases.

There is increasing reason to believe that the critical factor for biologic significance is the intermittent
pulse of RF, not the time-averaged SAR. For example, Hansson Mild et al, (2012) concluded there could be no
effect on sleep and testicular function from a GSM mobile phone because the “exposure in stand-by mode can
be considered negligible”. It may be that we, as a species, are more susceptible than we thought to
intermittent, very low-intensity pulsed RFR signals that can interact with critical activities in living tissues. It is
a mistake to conclude that the effect does not exist because we cannot explain HOW it is happening or it upsets
our mental construct of how things should work.

This highlights the serious limitation of not taking the nature of the pulsed RFR signal (high intensity but
intermittent, microsecond pulses of RFR) into account in the safety standards. This kind of signal is
biologically active. Even if it is essentially mathematically invisible when the individual RFR pulses are time-
averaged, it is apparently NOT invisible to the human body and its proper biological functioning.

For these reasons, and in light of parallel scientific work on non-linear biological oscillators including the
accepted mathematics in this branch of science regarding coupled oscillators (Bezsaki, 2006; Strogatz, 2001,
2003), it is essential to think forward about the ramifications of shifting national energy strategies toward
ubiquitous wireless systems. And, it is essential to re-think safety standards to take into account the exquisite
sensitivity of biological systems and tissue interactions where the exposures are pulsed and cumulatively
insignificant over time-scale averaging, but highly relevant to body processes and functioning. If it is true that
weak-field effects have control elements over synchronous activity of neurons in the brain, and other pacemaker
cells and tissues in the heart and gut that drive essential metabolic pathways as a result, then this will go far in
explaining why living tissues are apparently so reactive to very small inputs of pulsed RFR, and lead to better
understanding of what is required for new, biologically-based public exposure standards.

A reduction from the Biolnitiative 2007 recommendation of 0.1 uW/cm2 (or one-tenth of a microwatt per
square centimeter) for cumulative outdoor RFR down to something three orders of magnitude lower (in the low
nanowatt per square centimeter range) is justified on a public health basis. We use the new scientific evidence
documented in this Report to identify ‘effect levels’ and then apply one or more reduction factors to provide a
safety margin. A cautionary target level for cumulative, outdoor pulsed RFR exposures for ambient wireless
that could be applied to RFR sources from cell tower antennas, Wi-Fi, WiMAX and other similar sources is
proposed. Research is needed to determine what is biologically damaging about intermittent pulses of RFR, and
how to provide for protection in safety limits against it. With this knowledge it might be feasible to recommend
a higher time-averaged number.

A scientific benchmark of 0.003 uW/cm2 or three nanowatts per centimeter squared for ‘lowest observed
effect level” for RFR is based on mobile phone base station-level studies. Applying a ten-fold reduction to
compensate for the lack of long-term exposure (to provide a safety buffer for chronic exposure, if needed) or for

children as a sensitive subpopulation (if studies are on adults, not children) yields a 300 to 600 picowatts per



square centimeter precautionary action level. This equates to a 0.3 nanowatts to 0.6 nanowatts per square
centimeter as a reasonable, precautionary action level for chronic exposure to pulsed RFR. Even so, these
levels may need to change in the future, as new and better studies are completed. This is what the authors said
in 2007 (Carpenter and Sage, 2007, Biolnitiative Report) and it remains true today in 2012,

We leave room for future studies that may lower or raise today’s observed ‘effects levels’ and should be

prepared to accept new information as a guide for new precautionary action.






BIOINITIATIVE 2012 - CONCLUSIONS Table 1-1

(Genetics and Neurological Effects Updated March 2014)

Overall, more than 1800 or so new studies report abnormal gene transcription (Section 5);
genotoxicity and single-and double-strand DNA damage (Section 6); stress proteins because of
the fractal RF-antenna like nature of DNA (Section 7); chromatin condensation and loss of DNA
repair capacity in human stem cells (Sections 6 and 15); reduction in free-radical scavengers -
particularly melatonin (Sections 5, 9, 13, 14, 15, 16 and 17); neurotoxicity in humans and animals
(Section 9), carcinogenicity in humans (Sections 11, 12, 13, 14, 15, 16 and 17); serious impacts
on human and animal sperm morphology and function (Section 18); effects on offspring behavior
(Section 18, 19 and 20); and effects on brain and cranial bone development in the offspring of
animals that are exposed to cell phone radiation during pregnancy (Sections 5 and 18). This is
only a snapshot of the evidence presented in the Biolnitiative 2012 updated report.

BIOEFFECTS ARE CLEARLY ESTABLISHED

Bioeffects are clearly established and occur at very low levels of exposure to
electromagnetic fields and radiofrequency radiation. Bioeffects can occur in the first few
minutes at levels associated with cell and cordless phone use. Bioeffects can also occur
from just minutes of exposure to mobile phone masts (cell towers), WI-FI, and wireless
utility ‘smart’ meters that produce whole-body exposure. Chronic base station level
exposures can result in illness.

BIOEFFECTS WITH CHRONIC EXPOSURES CAN REASONABLY BE
PRESUMED TO RESULT IN ADVERSE HEALTH EFFECTS

Many of these bioeffects can reasonably be presumed to result in adverse health effects if the
exposures are prolonged or chronic. This is because they interfere with normal body processes
(disrupt homeostasis), prevent the body from healing damaged DNA, produce immune system
imbalances, metabolic disruption and lower resilience to disease across multiple pathways.
Essential body processes can eventually be disabled by incessant external stresses (from system-
wide electrophysiological interference) and lead to pervasive impairment of metabolic and
reproductive functions.

LOW EXPOSURE LEVELS ARE ASSOCIATED WITH BIOEFFECTS AND
ADVERSE HEALTH EFFECTS AT CELL TOWER RFR EXPOSURE LEVELS

At least five new cell tower studies are reporting bioeffects in the range of 0.003 to 0.05 puW/cm?2
at lower levels than reported in 2007 (0.05 to 0.1 uW/cm?2 was the range below which, in 2007,
effects were not observed). Researchers report headaches, concentration difficulties and
behavioral problems in children and adolescents; and sleep disturbances, headaches and
concentration problems in adults. Public safety standards are 1,000 — 10,000 or more times higher
than levels now commonly reported in mobile phone base station studies to cause bioeffects.




EVIDENCE FOR FERTILITY AND REPRODUCTION EFFECTS: HUMAN
SPERM AND THEIR DNA ARE DAMAGED

Human sperm are damaged by cell phone radiation at very low intensities in the low microwatt
and nanowatt/cm2 range (0.00034 — 0.07 uW/cm?2). There is a veritable flood of new studies
reporting sperm damage in humans and animals, leading to substantial concerns for fertility,
reproduction and health of the offspring (unrepaired de novo mutations in sperm). Exposure

levels are similar to those resulting from wearing a cell phone on the belt, or in the pants pocket,

or using a wireless laptop computer on the lap. Sperm lack the ability to repair DNA damage.

Studies of human sperm show genetic (DNA) damage from cell phones on standby mode and
wireless laptop use. Impaired sperm quality, motility and viability occur at exposures of 0.00034
uW/cm?2 to 0.07 uW/cm?2 with a resultant reduction in human male fertility. Sperm cannot repair

DNA damage.

Several international laboratories have replicated studies showing adverse effects on sperm
quality, motility and pathology in men who use and particularly those who wear a cell phone,
PDA or pager on their belt or in a pocket (Agarwal et al, 2008; Agarwal et al, 2009; Wdowiak et
al, 2007; De Tuliis et al, 2009; Fejes et al, 2005; Aitken et al, 2005; Kumar, 2012). Other studies
conclude that usage of cell phones, exposure to cell phone radiation, or storage of a mobile phone
close to the testes of human males affect sperm counts, motility, viability and structure (Aitken et
al, 2004; Agarwal et al, 2007; Erogul et al., 2006). Animal studies have demonstrated oxidative
and DNA damage, pathological changes in the testes of animals, decreased sperm mobility and
viability, and other measures of deleterious damage to the male germ line (Dasdag et al, 1999;
Yan et al, 2007, Otitoloju et al, 2010; Salama et al, 2008; Behari et al, 2006; Kumar et al, 2012).
There are fewer animal studies that have studied effects of cell phone radiation on female fertility
parameters. Panagopoulous et al. 2012 report decreased ovarian development and size of ovaries,
and premature cell death of ovarian follicles and nurse cells in Drosophila melanogaster. Gul et
al (2009) report rats exposed to stand-by level RFR (phones on but not transmitting calls) caused
decrease in the number of ovarian follicles in pups born to these exposed dams. Magras and
Xenos (1997) reported irreversible infertility in mice after five (5) generations of exposure to
RFR at cell phone tower exposure levels of less than one microwatt per centimeter squared
(LW/cm2).

EVIDENCE THAT CHILDREN ARE MORE VULNERABLE

There is good evidence to suggest that many toxic exposures to the fetus and very young child
have especially detrimental consequences depending on when they occur during critical phases of
growth and development (time windows of critical development), where such exposures may lay

the seeds of health harm that develops even decades later. Existing FCC and ICNIRP public
safety limits seem to be not sufficiently protective of public health, in particular for the young
(embryo, fetus, neonate, very young child).

The Presidential Cancer Panel (2010) found that children ‘are at special risk due to their smaller
body mass and rapid physical development, both of which magnify their vulnerability to known
carcinogens, including radiation.’




The American Academy of Pediatrics, in a letter to Congressman Dennis Kucinich dated 12
December 2012 states “Children are disproportionately affected by environmental exposures,
including cell phone radiation. The differences in bone density and the amount of fluid in a
child’s brain compared to an adult’s brain could allow children to absorb greater quantities of
RF energy deeper into their brains than adults. It is essential that any new standards for cell
phones or other wireless devices be based on protecting the youngest and most vulnerable
populations to ensure thay are safeguarded through their lifetimes.”

FETAL AND NEONATAL EFFECTS OF EMF

Fetal (in-utero) and early childhood exposures to cell phone radiation and wireless technologies
in general may be a risk factor for hyperactivity, learning disorders and behavioral problems in
school.

Fetal Development Studies: Effects on the developing fetus from in-utero exposure to cell
phone radiation have been observed in both human and animal studies since 2006. Divan et al
(2008) found that children born of mothers who used cell phones during pregnancy develop more
behavioral problems by the time they have reached school age than children whose mothers did
not use cell phones during pregnancy. Children whose mothers used cell phones during
pregnancy had 25% more emotional problems, 35% more hyperactivity, 49% more conduct
problems and 34% more peer problems
(Divan et al., 2008).

Common sense measures to limit both ELF-EMF and RF EMF in these populations is needed,
especially with respect to avoidable exposures like incubators that can be modified; and where
education of the pregnant mother with respect to laptop computers, mobile phones and other
sources of ELF-EMF and RF EMF are easily instituted.

Sources of fetal and neonatal exposures of concern include cell phone radiation (both paternal use
of wireless devices worn on the body and maternal use of wireless phones during pregnancy).
Exposure to whole-body RFR from base stations and WI-FI, use of wireless laptops, use of
incubators for newborns with excessively high ELF-EMF levels resulting in altered heart rate
variability and reduced melatonin levels in newborns, fetal exposures to MRI of the pregnant
mother, and greater susceptibility to leukemia and asthma in the child where there have been
maternal exposures to ELF-EMF.

A precautionary approach may provide the frame for decision-making where remediation actions
have to be realized to prevent high exposures of children and pregnant woman.

(Bellieni and Pinto, 2012 — Section 19)




EMF/RFR AS A PLAUSIBLE BIOLGICAL MECHANISM FOR AUTISM (ASD)

* Children with existing neurological problems that include cognitive, learning, attention,
memory, or behavioral problems should as much as possible be provided with wired (not
wireless) learning, living and sleeping environments,

+ Special education classrooms should observe ‘no wireless' conditions to reduce avoidable
stressors that may impede social, academic and behavioral progress.

* All children should reasonably be protected from the physiological stressor of significantly
elevated EMF/RFR (wireless in classrooms, or home environments).

* School districts that are now considering all-wireless learning environments should be strongly
cautioned that wired environments are likely to provide better learning and teaching
environments, and prevent possible adverse health consequences for both students and faculty in
the long-term.

* Monitoring of the impacts of wireless technology in learning and care environments should be
performed with sophisticated measurement and data analysis techniques that are cognizant of the
non-linear impacts of EMF/RFR and of data techniques most appropriate for discerning these
impacts.

* There is sufficient scientific evidence to warrant the selection of wired internet, wired
classrooms and wired learning devices, rather than making an expensive and potentially health-
harming commitment to wireless devices that may have to be substituted out later, and

= Wired classrooms should reasonably be provided to all students who opt-out of wireless
environments. (Herbert and Sage, 2012 — Section 20)

Many disrupted physiological processes and impaired behaviors in people with ASDs closely
resemble those related to biological and health effects of EMF/RFR exposure. Biomarkers and
indicators of disease and their clinical symptoms have striking similarities. Broadly speaking,
these types of phenomena can fall into one or more of several classes: a) alteration of genes or
gene expression, b) induction of change in brain or organismic development, ¢) alteration of
phenomena modulating systemic and brain function on an ongoing basis throughout the life
course (which can include systemic pathophysiology as well as brain-based changes), and d)
evidence of functional alteration in domains such as behavior, social interaction and attention

known to be challenged in ASD.

Several thousand scientific studies over four decades point to serious biological effects and
health harm from EMF and RFR. These studies report genotoxicity, single-and double-strand
DNA damage, chromatin condensation, loss of DNA repair capacity in human stem cells,
reduction in free-radical scavengers (particularly melatonin), abnormal gene transcription,
neurotoxicity, carcinogenicity, damage to sperm morphology and function, effects on behavior,
and effects on brain development in the fetus of human mothers that use cell phones during
pregnancy. Cell phone exposure has been linked to altered fetal brain development and ADHD-
like behavior in the offspring of pregnant mice.

Reducing life-long health risks begins in the earliest stages of embryonic and fetal development,
is accelerated for the infant and very young child compared to adults, and is not complete in
young people (as far as brain and nervous system maturation) until the early 20’s. Windows of
critical development mean that risk factors once laid down in the cells, or in epigenetic changes in
the genome may have grave and life-long consequences for health or illness for every individual.




All relevant environmental conditions, including EMF and RFR, which can degrade the human
genome, and impair normal health and development of species including homo sapiens, should be
given weight in defining and implementing prudent, precautionary actions to protect public
health.

Allostatic load in autism and autistic decompensation - we may be at a tipping point that can be
pushed back by removing unnecessary stressors like EMF/RFR and building resilience.

The consequence of ignoring clear evidence of large-scale health risks to global populations,
when the risk factors are largely avoidable or preventable is too high a risk to take. With the
epidemic of autism (ASD) putting the welfare of children, and their families in peril at a rate of
one family in 88, the rate still increasing annually, we cannot afford to ignore this body of
evidence. The public needs to know that these risks exist, that transition to wireless should not be
presumed safe, and that it is very much worth the effort to minimize exposures that still provide
the benefits of technology in learning, but without the threat of health risk and development
impairments to learning and behavior in the classroom.

(Herbert and Sage, 2012 — Section 20)

THE BLOOD-BRAIN BARRIER IS AT RISK

The BBB is a protective barrier that prevents the flow of toxins into sensitive brain tissue.
Increased permeability of the BBB caused by cell phone RFR may result in neuronal damage.
Many research studies show that very low intensity exposures to RFR can affect the blood-brain
barrier (BBB) (mostly animal studies). Summing up the research, it is more probable than
unlikely that non-thermal EMF from cell phones and base stations do have effects upon biology.
A single 2-hr exposure to cell phone radiation can result in increased leakage of the BBB, and 50
days after exposure, neuronal damage can be seen, and at the later time point also albumin
leakage is demonstrated. The levels of RFR needed to affect the BBB have been shown to be as
low as 0.001 W/kg, or less than holding a mobile phone at arm’s length. The US FCC standard is
1.6 Wikg; the ICNIRP standard is 2 W/kg of energy (SAR) into brain tissue from cell/cordless
phone use. Thus, BBB effects occur at about 1000 times lower RFR exposure levels than the US
and ICNIRP limits allow. (Salford et al, 2012 - Section 10)

If the blood-brain barrier is vulnerable to serious and on-going damage from wireless exposures,
then we should perhaps also be looking at the blood-ocular barrier (that protects the eyes), the
blood-placenta barrier (that protects the developing fetus) and the blood-gut barrier (that protects
proper digestion and nutrition), and the blood-testes barrier (that protects developing sperm) to

see if they too can be damaged by RFR.




EPIDEMIOLOGICAL STUDIES CONSISTENTLY SHOW ELEVATIONS IN
RISK OF BRAIN CANCERS

Brain Tumors: There is a consistent pattern of increased risk of glioma and acoustic neuroma
associated with use of mobile phones and cordless phones.

“Based on epidemiological studies there is a consistent pattern of increased risk for glioma and
acoustic neuroma associated with use of mobile phones and cordless phones. The evidence comes
mainly from two study centres, the Hardell group in Sweden and the Interphone Study Group. No
consistent pattern of an increased risk is seen for meningioma. A systematic bias in the studies
that explains the results would also have been the case for meningioma. The different risk pattern
for tumor type strengthens the findings regarding glioma and acoustic neuroma. Meta-analyses
of the Hardell group and Interphone studies show an increased risk for glioma and acoustic
neuroma. Supportive evidence comes also from anatomical localisation of the tumor to the most
exposed area of the brain, cumulative exposure in hours and latency time that all add fo the
biological relevance of an increased risk. In addition risk calculations based on estimated
absorbed dose give strength to the findings.

“There is reasonable basis to conclude that RF-EMFs are bioactive and have a potential
to cause health impacts. There is a consistent pattern of increased risk for glioma and
acoustic neuroma associated with use of wireless phones (mobile phones and cordless
phones) mainly based on results from case-control studies from the Hardell group and
Interphone Final Study results. Epidemiological evidence gives that RF-EMF should be
classified as a human carcinogen.

Based on our own research and review of other evidence the existing FCC/IEE and
ICNIRP public safety limits and reference levels are not adequate to protect public

health. New public health standards and limits are needed.
(Hardell et al, 2012 —Section 11)

EVIDENCE FOR GENETIC EFFECTS (Updated March 2014)

One hundred fourteen (114) new papers on genotoxic effects of RFR published between 2007 and
early 2014 are profiled. Of these, 74 (65%) showed effects and 40 (35%) showed no effects.

Fifty nine (59) new ELF-EMF papers and two static magnetic field papers that report on
genotoxic effects of ELF-EMF between 2007 and early 2014 are profiled. Of these, 49 (83%)
show effects and 10 (17%) show no effect. (Lai, 2014 — Section 6)




EVIDENCE FOR NEUROLOGICAL EFFECTS (Updated March 2014)

Two hundred eleven (211) new papers that report on neurological effects of RFR published
between 2007 and early 2014 are profiled. Of these, 144 (68%) showed effects and 67 (32%)
showed no effects.

One hundred five (105) new ELF-EMF papers (including two static field papers) that report on
neurological-effects of ELF-EMF published between 2007 and early 2014 are profiled. Of these,
95 (90%) show effects and 10 (10%) show no effect. (Lai, 2014 — Section 9)

EVIDENCE FOR CHILDHOOD CANCERS (LEUKEMIA)

With overall 42 epidemiological studies published to date power frequency EMFs are among the
most comprehensively studied environmental factors. Except ionizing radiation no other
environmental factor has been as firmly established to increase the risk of childhood leukemia.
Sufficient evidence from epidemiological studies of an increased risk from exposure to EMF
(power frequency magnetic fields) that cannot be attributed to chance, bias or confounding.
Therefore, according to the rules of IARC such exposures can be classified as a Group 1
carcinogen (Known Carcinogen).

There is no other risk factor identified so far for which such unlikely conditions have been put
forward to postpone or deny the necessity to take steps towards exposure reduction. As one step
in the direction of precaution, measures should be implemented to guarantee that exposure due to
transmission and distribution lines is below an average of about 1 mG. This value is arbitrary at
present and only supported by the fact that in many studies this level has been chosen as a
reference.

Base-station level RER at levels ranging from less than 0.001 uW/cm?2 to 0.05 uW/cm2. In 5 new
studies since 2007, researchers report headaches, concentration difficulties and behavioral
problems in children and adolescents; and sleep disturbances, headaches and concentration

problems in adults.




MELATONIN, BREAST CANCER AND ALZHEIMER'’S DISEASE

MELATONIN AND BREAST CANCER

Conclusion: Eleven (11) of the 13 published epidemiologic residential and occupational
studies are considered to provide (positive) evidence that high ELF MF exposure can
result in decreased melatonin production. The two negative studies had important
deficiencies that may certainly have biased the results. There is sufficient evidence to
conclude that long-term relatively high ELF MF exposure can result in a decrease in
melatonin production. It has not been determined to what extent personal
characteristics, e.g., medications, interact with ELF MF exposure in decreasing
melatonin production

Conclusion: New research indicates that ELF MF exposure, in vitro, can significantly
decrease melatonin activity through effects on MT1, an important melatonin receptor.
(Davanipour and Sobel, 2012 — Section 13)

ALZHEIMER’S DISEASE

There is strong epidemiologic evidence that exposure to ELF MF is a risk factor for AD.
There are now twelve (12) studies of ELF MF exposure and AD or dementia which .
Nine (9) of these studies are considered positive and three (3) are considered negative.
The three negative studies have serious deficiencies in ELF MF exposure classification
that results in subjects with rather low exposure being considered as having significant
exposure. There are insufficient studies to formulate an opinion as to whether
radiofrequency MF exposure is a risk or protective factor for AD.

There is now evidence that (i) high levels of peripheral amyloid beta are a risk factor for
AD and (ii) medium to high ELF MF exposure can increase peripheral amyloid beta.
High brain levels of amyloid beta are also a risk factor for AD and medium to high ELF
MF exposure to brain cells likely also increases these cells’ production of amyloid beta.

There is considerable in vitro and animal evidence that melatonin protects against AD.
Therefore it is certainly possible that low levels of melatonin production are associated
with an increase in the risk of AD.

(Davanipour and Sobel, 2012 — Section 13)




STRESS PROTEINS AND DNA AS A FRACTAL ANTENNA FOR RFR

DNA acts as a ‘fractal antenna’ for EMF and RFR.

The coiled-coil structure of DNA in the nucleus makes the molecule react like a fractal
antenna to a wide range of frequencies.

The structure makes DNA particularly vulnerable to EMF damage.

The mechanism involves direct interaction of EMF with the DNA molecule (claims that
there are no known mechanisms of interaction are patently false)

Many EMF frequencies in the environment can and do cause DNA changes.

The EMF-activated cellular stress response is an effective protective mechanism for cells
exposed to a wide range of EMF frequencies.

EMF stimulates stress proteins (indicating an assault on the cell).

EMF efficiently harms cells at a billion times lower levels than conventional heating.
Blank, 2012 — Section 7)

Safety standards based on heating are irrelevant to protect against EMF-levels of
exposure. There is an urgent need to revise EMF exposure standards. Research has
shown thresholds are very low (safety standards must be reduced to limit biological
responses). Biologically-based EMF safety standards could be developed from the
research on the stress response. (Blank, 2012 — Section 7)

EVIDENCE FOR DISRUPTION OF THE MODULATING SIGNAL
HUMAN STEM CELL DNA DOES NOT ADAPT OR REPAIR

Human stem cells do not adapt to chronic exposures to non-thermal microwave (cannot
repair damaged DNA), and damage to DNA in genes in other cells generally do not repair
as efficiently. (Belyaev, 2012 — Section 15)

Non-thermal effects of microwaves depend on variety of biological and physical
parameters that should be taken into account in setting the safety standards. Emerging
evidence suggests that the SAR concept, which has been widely adopted for safety
standards, is not useful alone for the evaluation of health risks from non-thermal
microwave of mobile communication. Other parameters of exposure, such as frequency,
modulation, duration, and dose should be taken into account.

Lower intensities are not always less harmful; they may be more harmful.




Intensity windows exist, where bioeffects are much more powerful.

A linear, dose-response relationship test is probably invalid for testing of RFR and EMF
(as is done in chemicals testing for toxicity).

Resonant frequencies may result in biological effects at very low intensities comparable

to base station (cell tower) and other microwave sources used in mobile communications.

These exposures can cause health risk. The current safety standards are insufficient to
protect from non-thermal microwave effects.

The data about the effects of microwave at super-low intensities and significant role of
duration of exposure in these effects along with the data showing that adverse effects of
non-thermal microwave from GSM/UMTS mobile phones depend on carrier frequency
and type of the microwave signal suggest that microwave from base-stations/masts,
wireless routers, WI-FI and other wireless devices and exposures in common use today
can also produce adverse effects at prolonged durations of exposure.

Most of the real signals that are in use in mobile communication have not been tested so
far. Very little research has been done with real signals and for durations and
intermittences of exposure that are relevant to chronic exposures from mobile

communication. In some studies, so-called “mobile communication-like” signals were
investigated that in fact were different from the real exposures in such important aspects
as intensity, carrier frequency, modulation, polarization, duration and intermittence.

New standards should be developed based on knowledge of mechanisms of non-thermal
effects. Importantly, because the signals of mobile communication are completely
replaced by other signals faster then once per 10 years, duration comparable with latent
period, epidemiologic studies cannot provide basement for cancer risk assessment from
upcoming new signals.

In many cases, because of ELF modulation and additional ELF fields created by the
microwave sources, for example by mobile phones, it is difficult to distinguish the effects
of exposures to ELF and microwave. Therefore, these combined exposures and their
possible cancer risks should be considered in combination.

As far as different types of microwave signals (carrier frequency, modulation,
polarization, far and near field, intermittence, coherence, efc.) may produce different
effects, cancer risks should ideally be estimated for each microwave signal separately.

The Precautionary Principle should be implemented while new standards are in progress.

It should be anticipated that some part of the human population, such as children,
pregnant women and groups of hypersensitive persons could be especially sensitive to the
non-thermal microwave exposures.

(Belyaev, 2012 — Section 15)




N. EFFECTS OF WEAK-FIELD INTERACTIONS ON NON-LINEAR
BIOLOGICAL OSCILLATORS AND SYNCHRONIZED NEURAL ACTIVITY

A unifying hypothesis for a plausible biological mechanism to account for very weak
field EMF bioeffects other than cancer may lie with weak field interactions of pulsed RFR and
ELF-modulated RFR as disrupters of synchronized neural activity. Electrical rhythms in our
brains can be influenced by external signals. This is consistent with established weak field effects
on coupled biological oscillators in living tissues. Biological systems of the heart, brain and gut
are dependent on the cooperative actions of cells that function according to principles of non-
linear, coupled biological oscillations for their synchrony, and are dependent on exquisitely timed
cues from the environment at vanishingly small levels (Buzsaki, 2006; Strogatz, 2003). The key
to synchronization is the joint actions of cells that co-operate electrically - linking populations of
biological oscillators that couple together in large arrays and synchronize spontaneously.
Synchronous biological oscillations in cells (pacemaker cells) can be disrupted by artificial,
exogenous environmental signals, resulting in desynchronization of neural activity that regulates
critical functions (including metabolism) in the brain, gut and heart and circadian rhythms
governing sleep and hormone cycles (Strogatz, 1987). The brain contains a population of
oscillators with distributed natural frequencies, which pull one another into synchrony (the
circadian pacemaker cells). Strogatz has addressed the unifying mathematics of biological cycles
and external factors disrupt these cycles (Strogatz, 2001, 2003).  “Rhythms can be altered by a
wide variety of agents and that these perturbations must seriously alter brain performance”
(Buzsaki, 2006).

“Organisms are biochemically dynamic. They are continuously subjected to time-varying
conditions in the form of both extrinsic driving from the environment and intrinsic rhythms
generated by specialized cellular clocks within the organism itself. Relevant examples of the
latter are the cardiac pacemaker located at the sinoatrial node in mammalian hearts (1) and the
circadian clock residing at the suprachiasmatic nuclei in mammalian brains (2). These rhythm
generators are composed of thousands of clock cells that are intrinsically diverse but
nevertheless manage to function in a coherent oscillatory state. This is the case, for instance, of
the circadian oscillations exhibited by the suprachiasmatic nuclei, the period of which is known
to be determined by the mean period of the individual neurons making up the circadian clock (3—
7). The mechanisms by which this collective behavior arises remain to be understood.” (Strogatz,
2001; Strogatz, 2003)

Synchronous biological oscillations in cells (pacemaker cells) can be disrupted by
artificial, exogenous environmental signals, resulting in desynchronization of neural activity that
regulates critical functions (including metabolism) in the brain, gut and heart and circadian
thythms governing sleep and hormone cycles. The brain contains a population of oscillators with
distributed natural frequencies, which pull one another into synchrony (the circadian pacemaker
cells). Strogatz has addressed the unifying mathematics of biological cycles and external factors

disrupt these cycles.




EMF AND RFR MAKE CHEMICAL TOXINS MORE HARMFUL

EMF acts on the body like other environmental toxicants do (heavy metals, organic chemicals
and pesticides). Both toxic chemicals and EMF may generate free radicals, produce stress
proteins and cause indirect damage to DNA. Where there is combined exposure the damages
may add or even synergistically interact, and result in worse damage to genes.

(Sage and Carpenter, 2012 — Section 24)

EMF IS SUCCESSFULLY USED IN HEALING AND DISEASE TREATMENTS

“The potential application of the up-regulation of the HSP70 gene by both ELF-EMF and
nanosecond PEMF in clinical practice would include trauma, surgery, peripheral nerve damage,
orthopedic fracture, and vascular graft support, among others. Regardless of pulse design, EMF
technology has been shown to be effective in bone healing [5], wound repair [11] and neural
regeneration [31,36,48,49,51,63,64,65,66]. In terms of clinical applica- tion, EMF-induction of
elevated levels of hsp70 protein also confers protection against hypoxia [61] and aid myocardial
Sunction and survival [20,22]. Given these results, we are particularly interested in the
translational significance of effect vs. efficacy which is not usually reported by designers or
investigators of EMF devices. More precise description of EM pulse and sine wave parameters,
including the specific EM output sector, will provide consistency and “scientific basis” in
reporting findings.”

“The degree of electromagnetic field-effects on biological systems is known to be dependent on a
number of criteria in the waveform pattern of the exposure system used, these include frequency,
duration, wave shape, and relative orientation of the fields [6,29,32,33,39,40]. In some cases
pulsed fields have demonstrated increased efficacy over static designs [19,21] in both medical
and experimental settings.” (Madkan et al, 2009)

(Sage and Carpenter, 2012 — Section 24)

ELF-EMF AND RFR ARE CLASSIFIED AS POSSIBLE CANCER-CAUSING
AGENTS — WHY ARE GOVERNMENTS NOT ACTING?

The World Health Organization International Agency for Research on Cancer has classified
wireless radiofrequency as a Possible Human Carcinogen (May, 2011)*. The designation applies
to low-intensity RFR in general, covering all RFR-emitting devices and exposure sources (cell
and cordless phones, WI-FI, wireless laptops, wireless hotspots, electronic baby monitors,
wireless classroom access points, wireless antenna facilities, etc). The IARC Panel could have
chosen to classify RFR as a Group 4 — Not A Carcinogen if the evidence was clear that RFR is
not a cancer-causing agent. It could also have found a Group 3 designation was a good interim
choice (Insufficient Evidence). IARC did neither.

(Sage and Carpenter, 2012 — Section 24)




NEW SAFETY LIMITS MUST BE ESTABLISHED - HEALTH AGENCIES
SHOULD ACT NOW

Existing public safety limits (FCC and ICNIRP public safety limits) do not sufficiently protect
public health against chronic exposure from very low-intensity exposures. If no mid-course
corrections are made to existing and outdated safety limits, such delay will magnify the public
health impacts with even more applications of wireless-enabled technologies exposing even
greater populations around the world in daily life. (Sage and Carpenter, 2012 — Section 24)

SCIENTIFIC BENCHMARKS FOR HARM PLUS SAFETY MARGIN = NEW
SAFETY LIMITS THAT ARE VALID

Health agencies and regulatory agencies that set public safety standards for ELF-EMF and RFR
should act now to adopt new, biologically-relevant safety limits that key to the lowest scientific
benchmarks for harm coming from the recent studies, plus a lower safety margin. Existing public
safety limits are too high by several orders of magnitude, if prevention of bioeffects and
minimization or elimination of resulting adverse human health effects. Most safety standards are
a thousand times or more too high to protect healthy populations, and even less effective in
protecting sensitive subpopulations.

(Sage and Carpenter, 2012 — Section 24)

SENSITIVE POPULATIONS MUST BE PROTECTED

Safety standards for sensitive populations will more likely need to be set at lower levels than for
healthy adult populations. Sensitive populations include the developing fetus, the infant,
children, the elderly, those with pre-existing chronic diseases, and those with developed electrical
sensitivity (EHS). (Sage and Carpenter, 2012 — Section 24)

PROTECTING NEW LIFE - INFANTS AND CHILDREN

Strong precautionary action and clear public health warnings are warranted immediately to help
prevent a global epidemic of brain tumors resulting from the use of wireless devices (mobile
phones and cordless phones). Common sense measures to limit both ELF-EMF and RFR in the
fetus and newborn infant (sensitive populations) are needed, especially with respect to avoidable
exposures like baby monitors in the crib and baby isolettes (incubators) in hospitals that can be
modified; and where education of the pregnant mother with respect to laptop computers, mobile
phones and other sources of ELF-EMF and RFR are easily instituted.

(Sage and Carpenter, 2012 — Section 24)

Wireless laptops and other wireless devices should be strongly discouraged in schools for
children of all ages. (Sage and Carpenter, 2012 — Section 24)




STANDARD OF EVIDENCE FOR JUDGING THE SCIENCE

The standard of evidence for judging the scientific evidence should be based on good public
health principles rather than demanding scientific certainty before actions are taken. (Sage and
Carpenter, 2012 — Section 24)

WIRELESS WARNINGS FOR ALL

The continued rollout of wireless technologies and devices puts global public health at risk from
unrestricted wireless commerce unless new, and far lower exposure limits and strong
precautionary warnings for their use are implemented.

(Sage and Carpenter, 2012 — Section 24)

EMF AND RFR ARE PREVENTABLE TOXIC EXPOSURES

We have the knowledge and means to save global populations from multi-generational adverse
health consequences by reducing both ELF and RFR exposures. Proactive and immediate
measures to reduce unnecessary EMF exposures will lower disease burden and rates of premature
death.

(Sage and Carpenter, 2012 — Section 24)

DEFINING A NEW ‘EFFECT LEVEL’ FOR RFR

On a precautionary public health basis, a reduction from the Biolnitiative 2007 recommendation

of 0.1 uW/cm?2 (or one-tenth of a microwatt per square centimeter) for cumulative outdoor RFR

down to something three orders of magnitude lower (in the low nanowatt per square centimeter
range) is justified.

A scientific benchmark of 0.003 uW/cm2 or three nanowatts per centimeter squared for ‘lowest
observed effect level’ for RFR is based on mobile phone base station-level studies. Applying a
ten-fold reduction to compensate for the lack of long-term exposure (to provide a safety buffer for
chronic exposure, if needed) or for children as a sensitive subpopulation yields a 300 to 600
picowatts per square centimeter precautionary action level. This equates to a 0.3 nanowatts to 0.6
nanowatts per square centimeter as a reasonable, precautionary action level for chronic exposure

to pulsed RFR.

These levels may need to change in the future, as new and better studies are completed. We leave
room for future studies that may lower or raise today’s observed ‘effects levels’ and should be
prepared to accept new information as a guide for new precautionary actions.

(Sage and Carpenter, 2012 — Section 24)




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure

(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart’ Meter RF Intensities)

Power Density

(Microwatts/centimeter2 -~ uW/cm2)

Reference

As low as (107%) or
100 femtowatts/cm2

0.1 nanowatt/cm2
(10-'%) or 100
picowatts/cm2

Super-fow intenéity RFR effects at MW reasonant frequencies resulted in changes in genes; problems with
chromatin conformation (DNA) ;

Super-low intensity RFR effects at MW reasonant frequencies resujted in changes in genes; problems with
chromatin condensation (DNA) intensities comparable to base stations

Belyaev, 1997

Belyaev, 1997

0.00034 uW/cm2

0.0006 - 0.0128
uw/cm2

Chronic exposure to mobile phone pulsed RF significantly reduced sperm count,

Fatigue, depressive tendency, sleeping disorders, concentration difficulties, cardio- vascular problems reported
with exposure to GSM 900/1800 MHz cell phone signal at base station level exposures.

Behari, 2006

Oberfeld, 2004

0.003 - 0,02 UW/cm2

In children and adolescents (8-17 yrs) short-term exposure caused headache, irritation, concentration difficulties
in school.

Heinrich, 2010

0.003 to 0,05
uW/cm2

In children and adolescents (8-17 yrs) short-term exposure caused conduct problems in schoo! (behavioral
problems)

Thomas, 2010

0,005 uW/cm2

In adults (30-60 yrs) chronic exposure caused sleep disturbances, (but not significantly increased across the
entire population)

Mohler, 2010

0.005 - 0.04 uW/cm2
0.006 - 0.01 uW/em2

0.01 - 0,11 uW/cm2

chronic physnologlcal stress in cells even after 1.5 years.

Adults exposed to short-term cell phone radiation reported headaches, concentration difficuities (differences not
significant, but elevated)

- Chronlc exposure 1o base station RE (whole- body) in humans showed Increased stress hormones, dopamine '
levels substantially decreased; higher levels of adrenaline and. nor—adrenaline, dose-response seen; produced

Thomas, 2008

Buchner, 2012

RFR from cell towers caused fatigue, headaches, sleeping problems

Navarro, 2003

© Stress proteins, HSP, ﬂisrd_pteﬁ jmmune fanction. |  Braintumors and blocd-brain barrier

Reproduction/fertiity effets

- Oxitlative darmage/ROS/DNA dariage/CNA repair failure

‘Elees, neuron f'nng rate, EEG, memory learmng, bevavior




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure
(Cell Tower, Wi-Fi, Wireless Laptop and ‘Smart’ Meter RF Intensities)

Power Density.

(Microwatts/centimeter2 - uW/cm2) Reference

Aduits (18-91 yrs) with short-term exposure to GSM cell phone radiation reported headache; neurological

0.01 - 0.05 uW/ecm2 problems, sleep and concentration problems.

Hutter, 2006

Adults exposed to short-term cell phone radiation reported headaches, - concentration difficulties (differences not

0.005 - 0.04 uW/em2 significant; but elevated)

Thomas, 2008

Adults exposed to short-term GSM 900 radiation reported changes in mentai state (e.g., calmness) but
limitations of study on language descriptors prevented refined word choices (stupified, zoned-out)

— = 5 — e =

0.015 = 0.21 uW/cm2

Augner,: 2009

i

0.05 - 0.1 uW/cm2 RFR related to headache, concentration and sleeping problems, fatigue

Sperm head abnormalities in mice exposed for 6-months to base station level RF/MW. Sperm head abnormalities
occurred in 39% to 46% exposed mice (only 2% in controls) abnormalities was also found to be dose
0.07 - 0.1 uwW/cm2 dependent, The implications of the pin-head and banana-shaped sperm head. The occurrence of sperm head Otitoloju, 2010
observed increase occurrence of sperm head abnormalities on the reproductive health of humans living in close
proximity to GSM base stations were discussed.”

0.8 - 10 uW/cm2 RFR caused emotional behavior changes, free-radical damage by super-weak MWs Akoev, 2002

0.13 uW/ecm2 RFR from 3G cell towers decreased cognition, well-being Zwamboin, 2003
0.16 uW/cm2 Motor function, memory and attention of school children affected (Latvia) Kolodynski, 1996
0.168 - 1.053 Magras & Zenos,

Irreversible infertility in mice after 5 generations of exposure to RFR from an 'antenna park’

uW/cm2

1997

0.21 - 1,28 uw/cm2 Adolescents and adults exposed only 45 min to UMTS cell phone radiation reported increases In headaches. Riddervold, 2008

‘Brdin tumors and blocd-brat barrier

slees; neuron firing rate, EEG, memory; léarning, benavior

cer [other than brain}, cell profife




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure
(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart' Meter RF Intensities)

PD\'NGI“ Density : . Reference
(Microwatts/centimeter2 - uW/cm?2) :

0.5 uW/cm2 Significant degeneration of seminiferous epithelium in mice at 2.45 GHz, 30-40 min. Saunders, 1981
ois- 0wy WTLIerS Betop o for o ety dereas ) e VDI, DA BGMANIKON WEN BT pendae, 2012
1,0:uW/cm2 RFR induced pathological leakage of the blood-brain barrier. Persson, 1897,
1.0UW/em2 ~ ,RFR'caUsed,s'ign‘iﬂcyant’effect on Ifﬁnﬁt,in'e function in mice - . ‘ . . . Pesenko, 1998

1.0 uW/em2 . RFRaffected 'funcfion of the immune system ' o  Novoselova, 1995

‘ Short-term (50 min) exposure In electrosensitive patients, caused loss of well-being after GSM and especially -
 ex Eltiti, 2007
UMTS cell phone radiation exposure

1.0 uW/cm2

Pyrpasopoulou,

1.25 uW/cm2 RFR exposure affected kidney development in rats (in-utero exposure) 2004
1.5 uW/em2 RFR reduced memory function in rats Nittby, 2007
RFR induced double-strand DNA damage in rat brain cells Kesari, 2008

2 uwW/cm2

2-4 uW/cmz o Altéred geiilykrhernbrankes; ayk'c,etytk:h‘olip'e-mduced ion channel dls’ruptibn D'Inzeo, 1988 .
4 uw/cm2 RFR caused changes in hippocampus (brain memory and learning) Tattersall, 2001
4-15uW/cm2 Memory impairment, slowed motor skills and retarded learning in childrel Chiang, 1989
5uW/em2 ‘ RFR caused dmp‘ in Nkllymphbcytesy (immune function decreased) ' ‘ ‘ ' ' Boscqlo,"120’01
’5}2'5 ku'W/cmVVZ . _ 20 minutes of RFR at cell tower frequencies [nd’ucedk cell stress response. = . - K\:N‘é'\:, 2001
5-10 uW/cm2 RFR caused impaired nervous system activity Dumansky, 1974
6 uW/cm2 RFR induced DNA damage in cells Phillips,.1998

. Stress proteins, HSP, disrupted Immunefunction. | praintomors and blocd-beain barrier

‘Elees, neuron firing rete, EEG, memory; learning, besavior

riage/DNA repair Failite




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure
(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart' Meter RF Intensities)

Power Density Ref
(Microwatts/centimeter2 ~ uW/cm2) ererence

8.75 uW/cm2 RFR at 900 MHz for 2-12 hours caused DNA breaks in: leukemia cells Marinelli, 2004

10 uw/cm2 Changes in behavior (avoidarice) after 0.5 hour exposure to pulsed RFR Navakatikian, 1994

rimoy, 2004
serum cortisol (a stres nn, 1998
RFR increased free radical production in: rat cells ; Yurekli; 2006

e system effects - elev e

45 uW/cm2 Pulsed RFR affected serum testosterone levels in mice Forgacs, 2006

50 uW/cm2 Celi phone RFR caused a pathologicai leakage of the blood-brain barrier in 1 hour Salford, 2003
50 uw/em2 An 18% reduction in REM sleep (important to memory and learning functions) Mann, 1996

60 uW/em2 RFR caused structural changes in cells of mouse embryos Somozy, 1991

 Stankiewicz, 2006

60 uW/cm2 Cortex of the brain was activated by 15 minutes of 902 MHz cell phone Lebedeva, 2000

65 uW/cm2 RFR affected genes related ktok cancer. : ; : Ivaschuk, 1999 |

92.5.uW/cm2 ' RFR caused genetic changes in human white blood celis : Belyaev;-2005

100 uwW/cm2 A 24.3% drop In testosterone after 6 hours of CW RFR exposure Navakatikian, 1994

120 UW/cm2 A pathological leakage in the blood-brain barrier with 915 MHz cell RE Salford, 1994

| Ersintimors and blocd-brain barder

- “Sleen, neuron firing rate, EEG, memary; learning, bevavior.
: t fian brain, gell profiferstior




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure

(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart’ Meter RF Intensities)

Power Density

(Microwatts/centimeter2 - uW/cm2)

500 uW/em2

500 uW/cm2

 Intestinal epithelial cells exposed to 2.45 GHz pulsed at 16 Hz showed

A 24.6% drop in testosterone and 23.2% drop in insulin after 12 hrs of pulsed RFR exposure.

Reference

Navakatikian, 1994

STANDARDS

530 - 600 uW/cm2

1000 uW/cm2
5000 uW/cm2

Limit for uncontrolled public exposure to 800-900 MHz
PCS STANDARD for public exposure (as of September 1,1997)
PCS STANDARD for occupational exposure (as of September 1, 1997}

ANSI/IEEE and FCC
FCC, 1996
FCC, 1996

BACKGROUND LEVELS

0.003 uW/cm2
0.05 uW/cm2

0.1 - 10 uW/cm2

Background RF levels in US cities and suburbs in the 1990s
Median ambient power density in cities in Sweden (30-2000 MHz)
Ambient power density within 100-200' of cell site in US (data from 2000)

Mantiply, 1997
Hamnierius, 2000
Sage, 2000

Stress proteins, HeP, disripted immune function

Braintumors asd blocdibrain barrier

1

‘Slees, neuron firing rate, EEG, memory; learning, beaavior




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure

(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart' Meter RF Intensities)

SAR
(Watts/Kilogram)

Reference

0.000064 - 0.000078
W/Kg

“Well-being and cognitive function affected in humans exposed to GSM-UMTS cell phone frequencies; RF levels

similar near cell sites

TNO Physics and

0.0003 - 0.06 W/Kg

Neurobehavioral disorders in offspring of pregnant mice exposed in utero to cell phones - dose-response
impaired glutamatergic synaptic transmission onto layer V pyramidal neurons of the prefrontal cortex.
Hyperactivity and impaired memory function in offspring.. Altered brain development.

Aldad, 2012

0.0016 - 0.0044
W/Kg

Very low power 700 MHz CW affects excitability of hippocampus tissue, consistent with reported behavioral
changes.

0.0 21 W/KQ

Heat shock protein HSP 70 »s act vated by very Iow Intensxty miér&Wa\(e expdsﬁre fn hun’wah,"épkithefli‘ayl amnion

Tattersall, 2001

fells :

Kwee, 2001

0.0024 - 0.024 W/Kg

Digital cell phone RFR at very [ow intensities causeés DNA damage in human ceHs, both DNA damage and
impairment of DNA is reported

Phillips, 1998

Changes in active avoidance conditioned behavioral effect is seen after one-half hour of pulsed radiofrequency

0.0027 W/Kg radiation Navakatikian, 1994
0.0035 W/Kg 900 MHz cell phon‘e signal |nduce§ DNA breaks a.nd early activation of p53 gene; short éxposure of 2-12 hours Marinelli, 2004
leads cells to acquire greater survival chance - linked to tumor agressiveness.
MW modulated at 7 Hz produces more errors in short-term memory functioin on complex tasks (can affect
0.0095 W/Kg cognitive processes such as attention and memory) Lass, 2002
0'001 Wik 750 MHz contlnuous wave (CW) RFR exposure caused mcrease in heat shock proteln (stress protems) De Po mei'é i 5000

. Brain tumors and blood-brain Barrier

v Sleep,

Iearnfng; behavior

neuron ﬁrmg rate, EEG, memory




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure

(Cell Tower, Wi-Fi, Wireless Laptop and '‘Smart' Meter RF Intensities)

SAR

(Watts/Kilogram)

Reference

0.0021 W/kg

A significant chan _.,e in:cell prdliferation not at&ibutablé to thérmalk heating;

RFR induces n on-thennal stress

Vel‘iyzarov, 1999

proteins (960 MHz GSM)

0.004-0.008 W/Kg

915 MHz cell phone RFR caused pathological leakage of blood-brain barrier. Worst at:-lower SAR levels and
worse with.CW.compared to Frequency. of pathological changes was 35% in rats exposed to.pulsed radiation at
50% to continuous wave RFR. :Effects observed at a specific.absorption (SA) of > 1.5 joules/Kg in:-human
tissues

Persson, 1997

0.0059 W/Kg

Cell phone:RFR induces glioma (brain cancer) cells to significantly. increase thymidine uptake, which may: be
indication of more cell division

Stagg, 1997

0.014 W/Kg

Sperm damage from oxidative stress and lowered melatonin levels resulted from 2-hr per day/45 days
exposure to 10 GHz.

Kumar, 2012

0,015 W/Kg Immune system effects - elevétion of PFC cc')'unty (an,t,ibody~produycing'célls) . : '\,,/,eytety)k:1991;
A single, 2-hr.exposure to GSM.cell phone radiation results in serious neuron damage (brain cell damage) and

0.02 W/Kg death in cortex, hippocampus, and basal ganglia of brain- even 50+ days later blood-brain barrieris still leaking: :Salford, 2003
albumin (P<.002) following only one cell phone exposure

0,026 W/Kg Act]vity‘of c-jun (oncogene or cancer gene) was altered in cells after:20 minutes ‘iexposure to cell phone digital Ivaschuk, 1997
TDMA signal :

0.0317 W/Kg Decrease in eating and drinking behavior Ray, 1990

0.037 W/Kg Hyperactivity caused by nitric oxide synthase inhibitor Is countered by exposure to ultra-wide band puises Seaman, 1999

(600/sec) for 30 min

0.037-- 0.040 W/Kg

A 1-hr.cell. phone exposure causes chromatin condensation; impaired DNA repair mechanisms; last 3 days
(longer than stress response) the effect reaches saturation in only .one hour.of exposure; electro- sensitive (ES)
people have different response in formation of DNA repair foci, compared to healthy. individuals; effects depend
on carrier frequency (915 MHz = 0,037 W/Kg but 1947 -MHz =.0.040 W/Kg)

Belyaev, 2008

0.05 W/Kg

Significant increase in firing rate of neurons (350%) with pulsed 900 MHz cell phone radiation exposure (but not
with CW) in avian brain celis

Beason, 2002

| Stress proteins; HSP, disrupted immune finction

" Brain tumors and blood-brain barrier




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure

(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart' Meter RF Intensities)

SAR

(Watts/Kilogram)

Reference

0.09 W/Kg

900 MHz study of mmice for 7 days, 12-hr per day (whole-body) resuited in significant effect on mitochondrié and
genome stability

Aitken, 2005

0.091 W/Kg

Wireless internet 2400 MHz, 24-hrs per day/20 weeks increased DNA damage and reduced DNA repair; levels
below 802.11 g Authors say "findings raise questions about safety of radiofrequency exposure from Wi-Fi
internet access devices for growing organisms of reproductive age, with a potential effect on fertility and
integrity of germ cells" (male germ cells are the reproductive cells=sperm)

Atasoy, 2012

0.11 W/Kg

0.141 W/Kg

0.26 W/Kg

014W/Kg

Increased cell death (apoptosis) and DNA fragmentation at:2.45 GHz for 35 days exposure (chronic exposure
study)

Elevation of im

Structural changes in testes - smaller diameter of seminiferous

Harmful effects to the eye/certain drugs sensitize the eye to RFR

Kesari, 2010

 Elekes, 1996

Dasdag, 1999

Kues, 1992

0.28 - 1.33 W/Kg

Significant increase in reported headaches with increasing use of hand-held cell phone use (maximum tested
was 60 min per day)

Chia, 2000

0.3 - 0.44 W/Kg

Cell phone use results in changes in cognitive thinking/mental tasks related to memory retrieval

Krause, 2000

0.3-0.44 W/Kg

Attention function of brain and brain responses are speeded up

Preece, 1999

0.3 -0.46 W/Kg

Cell phone RFR doubles pathological leakage of biood-brain barrier permeability at two days (P=.002) and
triples permeability. at four days (P=.001) at 1800 MHz GSM cell phone radiation

0.43 W/Kg

Significant decrease in sperm mobility; drop in sperm concentration; and decrease in seminiferous tubules at
800 MHz, 8-hr/day, 12 weeks, with mobile phone radiation level on STANDBY ONLY (in rabbits)

Schirmacher,: 2000

Salama, 2008

ns; HSP, |

* Raprodudion/Ffertility effects

| Brain tirmors and bload-Brain bardier

stuptec




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure

(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart’ Meter RF Intensities)

SAR Reference
(Watts/Kilogram)
0.5 W/Kg 900 MHz pulsed RF affects firing rate of neurons (Lymnea stagnalis) but continuous wave had no effect Bolshakov, 1992

0.58-:0.75:W/Kg

Decrease in brain tumors after chronic exposure to. RFR at 836 MHz

Adey, 1999

0.6 -.0.9 W/Kg

Mouse embryos develop fragile cranial bones from in utero 900 MHz The authors say "(O)ur resuits clearly show
that even modest exposure (e.g., 6 min daily for 21 days" is sufficient to interfere with the normal mouse
developmental process”

Fragopoulou, 2009

0.6 and 1.2 W/Kg

Increase in DNA single and double-strand DNA breaks in rat braln cells with exposure to 2450 MHz RFR

Lai & Singh, 1996

0.795 W/Kg

GSM 900 MHz, 217 Hz significantly decreases ovarian development and size of ovaries, due to DNA damage and
premature cell death of nurse cells and follicles in ovaries (that nourish egg cells)

Panagopoulous, 2012

0.87 W/Kg

Altered human mental performance after exposure to GSM cell phone radiation (900 MHz TDMA digital cell
phone signal)

Hamblin, 2004

0.87 W/Kg

Change in human brainwaves; decrease in EEG potential and statistically significant change in alpha (8-13 Hz)
and beta (13-22 Hz) brainwave activity in humans at 900 MHz; exposures 6/min per day for 21 days (chronic
exposure)

D'Costa, 2003

0.9 W/Kg

Decreased sperm count and more sperm cell death (apoptosis) after 35 days exposure, 2-hr per day

Kesari, 2012

< 1.0 W/Kg

Rats exposed to mobile phone radiation on STANDBY ONLY for 11-hr 45-min plus 15-min TRANSMIT mode; 2
times per day for 21 days showed decreased number of ovarian follicles in pups born to these pregnant rats.
The authors conclude "the decreased number of follicies in pups exposed to mobile phone microwaves suggest
that Intrauterine exposure has toxic effects on ovaries.”

Gul, 2009

0.4 - 1.0 W/Kg

One 6-hr exposure to 1800 MHz cell phone radiation in human sperm cells caused a significant dose response
and reduced sperm motility and viability; reactive oxygen species levels were significantly increased after
exposure to 1,0 W/Kg; study confirms detrimental effects of RF/MW to human sperm. The authors conclude
"(T)hese findings have clear implicatiions for the safety of extensive mobile phone use by males of reproductive
age, potentially affecting both their fertility and the health and wellbeing of their offspring.”

De 1uliis, 2009

1.0 W/Kg

Human semen degraded by exposure to cell phone frequency RF increased free-radical damage.

De luliis, 2009

© Seress prateins, HSP, distupted immune function

| Brain tumors and blood-brain barriér
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Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure
(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart’' Meter RF Intensities)

SAR Reference

(Watts/Kilogram)

1.0 W/Kg Motility, sperm count, sperm morphology, and viability reduced in active cell phone users (human males) in Agarwal, 2008
dose-dependent manner,

1.0 W/Kg GSM cell phone use modulates brain wave oscillations and sleep EEG Huber, 2002

1.0 W/Kg Cell phone RFR during waking hours affects brain wave activity: (EEG patterns) during subsequent sleep Achermann, 2000

~ cell phone use causes nitric oxide (NO) ;h"asalkVasod!I:étibn (swelling inside ﬁk'asyyayl passage) 'oﬁ' side of head phdhe

use P Paredl, 2001

1.0W/Kg —Increase in"headache; fatigue and heating behind ear in celi phone usérs o Sandstrom, 2001

1.0 W/Kg Significant increase in concentration difficulties using 1800 MHz cell phone compared to 900 MHz cell phone Santini, 2001
1.0 W/Kg Sleep patterns and brain wave activity are changed with 900 MHz cell phone radiation exposure during sleep Borbely; 1999
- — T e . i e —_—
1.4 W/kg cell phone e?(posure mduced heat s ;,k prgte;n HSP 70 by 360% (s,treskguk*gksgonse)’and phosp wlgtron of  Weishrot, 2003
, o mELK‘ by390% . . - S - e
850 MHz cell phone radiation decreases sperm motility, viability is significantly decreased; increased oxidative
1.46 W/Kg damage (free-radicals) significantly decreased; increased oxidative damage (free-radicals) Agarwal, 2009
A significant decrease in protein kinase C activity at 112 MHz with 2-hr per day for 35 days; hippocampus is 5
1.48 W/Kg site, consistent with reports that RFR negatively affects learning and memory functions Paulraj, 2004
1.0 = 2.0 W/Kg Significant elevation in micronuclei in peripheral blood cells at 2450 MHz (8 treatments of 2-hr each) Trosic, 2002

Whole-body exposure to RF cell phone radiation of 900-1800 MHz 1 ¢m from head of rats caused high incidence
1.8 W/Kg of sperm cell death; deformation of sperm cells; prominent clumping together of sperm cells into "grass bundle Yan, 2007
shapes” that are unable to separate/swim. Sperm cells unable to swim and fertilize in normal manner.

_ Braintumors and blaod-brain barriar

) Sleep, neuron firing rahe, EEG; memor\' : Iearnmg, behawor




Reported Biological Effects from Radiofrequency Radiation at Low-Intensity Exposure
(Cell Tower, Wi-Fi, Wireless Laptop and 'Smart' Meter RF Intensities)

SAR Reference
(Watts/Kilogram)

: - GSM cell phone exposure of 1-hr activated heat shock protein HSP.27: (stress respbnse) and P38 MAPK o
2.0 W/Kg (mutagen-activated protein kinase) that authors say facilitates brain cancer and increased blood-brain barrier = ' Leszczynski, 2002
: G permeability, allowing toxins to cross BBB into brain : - :

900 MHz cell phone exposure caused brain cell oxidative damage by increasing:levels of NO, MDA, XO and ADA
2:W/Kg in brain cells; caused statistically significant increase In 'dark neurons'.or. damaged brain cells in cortex, Ilhan, 2004
hippocampus and basal ganglia with a 1-hr exposure for. 7.consecutive days

‘ - 1900 MHz cell phone expostire for 1-hr slgnlficantly altered protein expression levels in 38 proteins following
2.6 W/Kg irradiation; activates P38 MAP kinase stress signalling pathway and leads to changes in cell sie and shape - Leszczynski
shrinking and rounding up) and to activation of HSP 27, a stress protein (heat shock protein) -

2 W/Kg Pulse-modulated RFR and MF affect brain physiology (sleep study) Schmidt, 2012

STANDARDS
0.08 W/Kg IEEE Standard uncontrolted public environment (whole body) 1EEE
0.4 W/Kg IEEE Standard controlled occupational environment (whole body) IEEE
1.6 W/Kg FCC (IEEE) SAR limit for 1 gram of tissue in a partial body exposure FCC, 1996
2 W/Kg ICNIRP SAR limit for 10 grams of tissue ICNIRP, 1996
Swress proteins; HSP, disrupted immune fanction: | Braintimors and bload-brain Barrier
Raprodudion/fertility effects _ Sleep, kneurgn,:ﬁ_ﬁng rate, EEG, memory, iearni‘ng, ybaha_vi’or_
TR G/ ROS/ONA dam - et tothe ”ﬁ\ja'h 2. Gell proliferatiar
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NOTE: Where it is feasible, a syllabus (headnote) will be released, as is
being done in connection with this case, at the time the opinion is issued.
The syllabus constitutes no part of the opinion of the Court but has been
prepared by the Reporter of Decisions for the convenience of the reader.
See United States v. Detroit Timber & Lumber Co., 200 U. 8. 321, 337.

SUPREME COURT OF THE UNITED STATES

Syllabus

CARPENTER v. UNITED STATES

CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR
THE SIXTH CIRCUIT

No. 16-402. Argued November 29, 2017—Decided June 22, 2018

Cell phones perform their wide and growing variety of functions by con-
tinuously connecting to a set of radio antennas called “cell sites.”
Each time a phone connects to a cell site, it generates a time-stamped
record known as cell-site location information (CSLI). Wireless carri-
ers collect and store this information for their own business purposes.
Here, after the FBI identified the cell phone numbers of several rob-
bery suspects, prosecutors were granted court orders to obtain the
suspects’ cell phone records under the Stored Communications Act.
Wireless carriers produced CSLI for petitioner Timothy Carpenter’s
phone, and the Government was able to obtain 12,898 location points
cataloging Carpenter’s movements over 127 days—an average of 101
data points per day. Carpenter moved to suppress the data, arguing
that the Government's seizure of the records without obtaining a
warrant supported by probable cause violated the Fourth Amend-
ment. The District Court denied the motion, and prosecutors used
the records at trial to show that Carpenter’s phone was near four of
the robbery locations at the time those robberies occurred. Carpen-
ter was convicted. The Sixth Circuit affirmed, holding that Carpen-
ter lacked a reasonable expectation of privacy in the location infor-
mation collected by the FBI because he had shared that information
with his wireless carriers.

Held:
1. The Government’s acquisition of Carpenter’s cell-site records
was a Fourth Amendment search. Pp. 4-18.
(a) The Fourth Amendment protects not only property interests
but certain expectations of privacy as well. Katz v. United States, 389
U.S. 3847, 351. Thus, when an individual “seeks to preserve some-
thing as private,” and his expectation of privacy is “one that society is
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prepared to recognize as reasonable,” official intrusion into that
sphere generally qualifies as a search and requires a warrant sup-
ported by probable cause. Smith v. Maryland, 442 U. S. 735, 740 (in-
ternal quotation marks and alterations omitted). The analysis re-
garding which expectations of privacy are entitled to protection is
informed by historical understandings “of what was deemed an un-
reasonable search and seizure when [the Fourth Amendment] was
adopted.” Carroll v. United States, 267 U. S. 132, 149. These Found-
ing-era understandings continue to inform this Court when applying
the Fourth Amendment to innovations in surveillance tools. See, e.g.,
Kyllo v. United States, 533 U. S. 27. Pp. 4-17.

(b) The digital data at issue—personal location information
maintained by a third party—does not fit neatly under existing prec-
edents but lies at the intersection of two lines of cases. One set ad-
dresses a person’s expectation of privacy in his physical location and
movements. See, e.g., United States v. Jones, 565 U. S. 400 (five Jus-
tices concluding that privacy concerns would be raised by GPS track-
ing). The other addresses a person’s expectation of privacy in infor-
mation voluntarily turned over to third parties. See United States v.
Miller, 425 U. S. 435 (no expectation of privacy in financial records
held by a bank), and Smith, 442 U. S. 735 (no expectation of privacy
in records of dialed telephone numbers conveyed to telephone compa-
ny). Pp. 7-10.

(c) Tracking a person’s past movements through CSLI partakes
of many of the qualities of GPS monitoring considered in Jones—it is
detailed, encyclopedic, and effortlessly compiled. At the same time,
however, the fact that the individual continuously reveals his loca-
tion to his wireless carrier implicates the third-party principle of
Smith and Miller. Given the unique nature of cell-site records, this
Court declines to extend Smith and Miller to cover them. Pp. 10-18.

(1) A majority of the Court has already recognized that indi-
viduals have a reasonable expectation of privacy in the whole of their
physical movements. Allowing government access to cell-site rec-
ords—which “hold for many Americans the ‘privacies of life,’” Riley v.
California, 573 U. 8. __, ___——contravenes that expectation. In fact,
historical cell-site records present even greater privacy concerns than
the GPS monitoring considered in Jones: They give the Government
near perfect surveillance and allow it to travel back in time to retrace
a person’s whereabouts, subject only to the five-year retention poli-
cies of most wireless carriers. The Government contends that CSLI
data is less precise than GPS information, but it thought the data ac-
curate enough here to highlight it during closing argument in Car-
penter’s trial. At any rate, the rule the Court adopts “must take ac-
count of more sophisticated systems that are already in use or in
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development,” Kyllo, 533 U. 8., at 36, and the accuracy of CSLI is
rapidly approaching GPS-level precision. Pp. 12-15.

(2) The Government contends that the third-party doctrine
governs this case, because cell-site records, like the records in Smith
and Miller, are “business records,” created and maintained by wire-
less carriers. But there is a world of difference between the limited
types of personal information addressed in Smith and Miller and the
exhaustive chronicle of location information casually collected by
wireless carriers.

The third-party doctrine partly stems from the notion that an indi-
vidual has a reduced expectation of privacy in information knowingly
shared with another. Smith and Miller, however, did not rely solely
on the act of sharing. They also considered “the nature of the partic-
ular documents sought” and limitations on any “legitimate ‘expecta-
tion of privacy’ concerning their contents.” Miller, 425 U. S., at 442,
In mechanically applying the third-party doctrine to this case the
Government fails to appreciate the lack of comparable limitations on
the revealing nature of CSLI.

Nor does the second rationale for the third-party doctrine—
voluntary exposure—hold up when it comes to CSLI. Cell phone lo-
cation information is not truly “shared” as the term is normally un-
derstood. First, cell phones and the services they provide are “such a
pervasive and insistent part of daily life” that carrying one is indis-
pensable to participation in modern society. Riley, 573 U.S., at ___.
Second, a cell phone logs a cell-site record by dint of its operation,
without any affirmative act on the user’s part beyond powering up.
Pp. 15-17.

(d) This decision is narrow. It does not express a view on matters
not before the Court; does not disturb the application of Smith and
Miller or call into question conventional surveillance techniques and
tools, such as security cameras; does not address other business rec-
ords that might incidentally reveal location information; and does not
consider other collection techniques involving foreign affairs or na-
tional security. Pp. 17-18.

2. The Government did not obtain a warrant supported by proba-
ble cause before acquiring Carpenter’s cell-site records. It acquired
those records pursuant to a court order under the Stored Communi-
cations Act, which required the Government to show “reasonable
grounds” for believing that the records were “relevant and material to
an ongoing investigation.” 18 U. 8. C. §2703(d). That showing falls
well short of the probable cause required for a warrant. Consequent-
ly, an order issued under §2703(d) is not a permissible mechanism for
accessing historical cell-site records. Not all orders compelling the
production of documents will require a showing of probable cause. A
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warrant is required only in the rare case where the suspect has a le-
gitimate privacy interest in records held by a third party. And even
though the Government will generally need a warrant to access
CSLI, case-specific exceptions—e.g., exigent circumstances—may
support a warrantless search. Pp. 18-22.

819 F. 3d 880, reversed and remanded.

ROBERTS, C.d., delivered the opinion of the Court, in which GINS.
BURG, BREYER, SOTOMAYOR, and KAGAN, JJ., joined. KENNEDY, J., filed a
dissenting opinion, in which THOMAS and ALITO, JJ., joined. THOMAS, J.,
filed a dissenting opinion. ALITO, dJ., filed a dissenting opinion, in which
THOMAS, J., joined. GORSUCH, J., filed a dissenting opinion.
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NOTICE: This opinion is subject to formal revision before publication in the
preliminary print of the United States Reports, Readers are requested to
notify the Reporter of Decisions, Supreme Court of the United States, Wash-
ington, D. C. 20543, of any typographical or other formal errors, in order
that corrections may be made before the preliminary print goes to press.

SUPREME COURT OF THE UNITED STATES

No. 16-402

TIMOTHY IVORY CARPENTER, PETITIONER v.
UNITED STATES

ON WRIT OF CERTIORARI TO THE UNITED STATES COURT OF
APPEALS FOR THE SIXTH CIRCUIT

[June 22, 2018]

CHIEF JUSTICE ROBERTS delivered the opinion of the
Court.

This case presents the question whether the Govern-
ment conducts a search under the Fourth Amendment
when it accesses historical cell phone records that provide
a comprehensive chronicle of the user’s past movements.

I
A

There are 396 million cell phone service accounts in the
United States—for a Nation of 326 million people. Cell
phones perform their wide and growing variety of func-
tions by connecting to a set of radio antennas called “cell
sites.” Although cell sites are usually mounted on a tower,
they can also be found on light posts, flagpoles, church
steeples, or the sides of buildings. Cell sites typically have
several directional antennas that divide the covered area
into sectors.

Cell phones continuously scan their environment look-
ing for the best signal, which generally comes from the
closest cell site. Most modern devices, such as
smartphones, tap into the wireless network several times
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a minute whenever their signal is on, even if the owner is
not using one of the phone’s features. FEach time the
phone connects to a cell site, it generates a time-stamped
record known as cell-site location information (CSLI). The
precision of this information depends on the size of the
geographic area covered by the cell site. The greater the
concentration of cell sites, the smaller the coverage area.
As data usage from cell phones has increased, wireless
carriers have installed more cell sites to handle the traffic.
That has led to increasingly compact coverage areas,
especially in urban areas.

Wireless carriers collect and store CSLI for their own
business purposes, including finding weak spots in their
network and applying “roaming” charges when another
carrier routes data through their cell sites. In addition,
wireless carriers often sell aggregated location records to
data brokers, without individual identifying information of
the sort at issue here. While carriers have long retained
CSLI for the start and end of incoming calls, in recent
years phone companies have also collected location infor-
mation from the transmission of text messages and rou-
tine data connections. Accordingly, modern cell phones
generate increasingly vast amounts of increasingly precise

CSLI.

B

In 2011, police officers arrested four men suspected of
robbing a series of Radio Shack and (ironically enough) T-
Mobile stores in Detroit. One of the men confessed that,
over the previous four months, the group (along with a
rotating cast of getaway drivers and lookouts) had robbed
nine different stores in Michigan and Ohio. The suspect
identified 15 accomplices who had participated in the
heists and gave the FBI some of their cell phone numbers;
the FBI then reviewed his call records to identify addi-
tional numbers that he had called around the time of the
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robberies.

Based on that information, the prosecutors applied for
court orders under the Stored Communications Act to
obtain cell phone records for petitioner Timothy Carpenter
and several other suspects. That statute, as amended in
1994, permits the Government to compel the disclosure of
certain telecommunications records when it “offers specific
and articulable facts showing that there are reasonable
grounds to believe” that the records sought “are relevant
and material to an ongoing criminal investigation.” 18
U. S. C. §2703(d). Federal Magistrate Judges issued two
orders directing Carpenter’s wireless carriers—MetroPCS
and Sprint—to disclose “cell/site sector [information] for
[Carpenter’s] telephone[ ] at call origination and at call
termination for incoming and outgoing calls” during the
four-month period when the string of robberies occurred.
App. to Pet. for Cert. 60a, 72a. The first order sought 152
days of cell-site records from MetroPCS, which produced
records spanning 127 days. The second order requested
seven days of CSLI from Sprint, which produced two days
of records covering the period when Carpenter’s phone was
“roaming” in northeastern Ohio. Altogether the Govern-
ment obtained 12,898 location points cataloging Carpen-
ter’s movements—an average of 101 data points per day.

Carpenter was charged with six counts of robbery and
an additional six counts of carrying a firearm during a
federal crime of violence. See 18 U. S. C. §§924(c), 1951(a).
Prior to trial, Carpenter moved to suppress the cell-site
data provided by the wireless carriers. He argued that the
Government’s seizure of the records violated the Fourth
Amendment because they had been obtained without a
warrant supported by probable cause. The District Court
denied the motion. App. to Pet. for Cert. 38a—39a.

At trial, seven of Carpenter’s confederates pegged him
as the leader of the operation. In addition, FBI agent
Christopher Hess offered expert testimony about the cell-
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site data. Hess explained that each time a cell phone taps
into the wireless network, the carrier logs a time-stamped
record of the cell site and particular sector that were used.
With this information, Hess produced maps that placed
Carpenter’s phone near four of the charged robberies. In
the Government’s view, the location records clinched the
case: They confirmed that Carpenter was “right where the

.. robbery was at the exact time of the robbery.” App.
131 (closing argument). Carpenter was convicted on all
but one of the firearm counts and sentenced to more than
100 years in prison.

The Court of Appeals for the Sixth Circuit affirmed. 819
F. 3d 880 (2016). The court held that Carpenter lacked a
reasonable expectation of privacy in the location infor-
mation collected by the FBI because he had shared that
information with his wireless carriers. Given that cell
phone users voluntarily convey cell-site data to their
carriers as “a means of establishing communication,” the
court concluded that the resulting business records are not
entitled to Fourth Amendment protection. Id., at 888
(quoting Smith v. Maryland, 442 U. S. 735, 741 (1979)).

We granted certiorari. 582 U. S. ___ (2017).

IT
A

The Fourth Amendment protects “[tlhe right of the
people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures.” The
“pbasic purpose of this Amendment,” our cases have recog-
nized, “is to safeguard the privacy and security of individ-
uals against arbitrary invasions by governmental offi-
cials.” Camara v. Municipal Court of City and County of
San Francisco, 387 U. S. 523, 528 (1967). The Founding
generation crafted the Fourth Amendment as a “response
to the reviled ‘general warrants’ and ‘writs of assistance’ of
the colonial era, which allowed British officers to rum-
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mage through homes in an unrestrained search for evi-
dence of criminal activity.” Riley v. California, 573 U. S.
., ___(2014) (slip op., at 27). In fact, as John Adams
recalled, the patriot James Otis’s 1761 speech condemning
writs of assistance was “the first act of opposition to the
arbitrary claims of Great Britain” and helped spark the
Revolution itself. Id., at __— __ (slip op., at 27-28) (quot-
ing 10 Works of John Adams 248 (C. Adams ed. 1856)).

For much of our history, Fourth Amendment search
doctrine was “tied to common-law trespass” and focused on
whether the Government “obtains information by physi-
cally intruding on a constitutionally protected area.”
United States v. Jones, 565 U. S. 400, 405, 406, n. 3 (2012).
More recently, the Court has recognized that “property
rights are not the sole measure of Fourth Amendment
violations.” Soldal v. Cook County, 506 U.S. 56, 64
(1992). In Katz v. United States, 389 U. S. 347, 351 (1967),
we established that “the Fourth Amendment protects
people, not places,” and expanded our conception of the
Amendment to protect certain expectations of privacy as
well. When an individual “seeks to preserve something as
private,” and his expectation of privacy is “one that society
is prepared to recognize as reasonable,” we have held that
official intrusion into that private sphere generally quali-
fies as a search and requires a warrant supported by
probable cause. Smith, 442 U. S., at 740 (internal quota-
tion marks and alterations omitted).

Although no single rubric definitively resolves which
expectations of privacy are entitled to protection,! the

1JusTICE KENNEDY believes that there is such a rubric—the “proper-
ty-based concepts” that Katz purported to move beyond. Post, at 3
(dissenting opinion). But while property rights are often informative,
our cases by no means suggest that such an interest is “fundamental”
or “dispositive” in determining which expectations of privacy are
legitimate. Post, at 8-9. JUSTICE THOMAS (and to a large extent
JUSTICE GORSUCH) would have us abandon Katz and return to an
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analysis is informed by historical understandings “of what
was deemed an unreasonable search and seizure when
[the Fourth Amendment] was adopted.” Carroll v. United
States, 267 U. S. 132, 149 (1925). On this score, our cases
have recognized some basic guideposts. First, that the
Amendment seeks to secure “the privacies of life” against
“arbitrary power.” Boyd v. United States, 116 U. S. 616,
630 (1886). Second, and relatedly, that a central aim of
the Framers was “to place obstacles in the way of a too
permeating police surveillance.” United States v. Di Re,
332 U. 8. 581, 595 (1948).

We have kept this attention to Founding-era under-
standings in mind when applying the Fourth Amendment
to innovations in surveillance tools. As technology has
enhanced the Government's capacity to encroach upon
areas normally guarded from inquisitive eyes, this Court
has sought to “assure[ ] preservation of that degree of
privacy against government that existed when the Fourth
Amendment was adopted.” Kyllo v. United States, 533
U. S. 27, 34 (2001). For that reason, we rejected in Kyllo a
“mechanical interpretation” of the Fourth Amendment and
held that use of a thermal imager to detect heat radiating
from the side of the defendant’s home was a search. Id., at
35. Because any other conclusion would leave homeown-
ers “at the mercy of advancing technology,” we determined
that the Government—absent a warrant—could not capi-
talize on such new sense-enhancing technology to explore

exclusively property-based approach. Post, at 1-2, 17-21 (THOMAS J.,
dissenting); post, at 6-9 (GORSUCH, J., dissenting). Katz of course
“discredited” the “premise that property interests control,” 389 U. S., at
353, and we have repeatedly emphasized that privacy interests do not
rise or fall with property rights, see, e.g., United States v. Jones, 565
U. 8. 400, 411 (2012) (refusing to “make trespass the exclusive test”);
Kyllo v. United States, 533 U. 8. 27, 32 (2001) (“We have since decou-
pled violation of a person’s Fourth Amendment rights from trespassory
violation of his property.”). Neither party has asked the Court to
reconsider Katz in this case.



Cite as: 585 U. S. (2018) 7

Opinion of the Court

what was happening within the home. Ibid.

Likewise in Riley, the Court recognized the “immense
storage capacity” of modern cell phones in holding that
police officers must generally obtain a warrant before
searching the contents of a phone. 573 U.S., at ___ (slip
op., at 17). We explained that while the general rule
allowing warrantless searches incident to arrest “strikes
the appropriate balance in the context of physical objects,
neither of its rationales has much force with respect to”
the vast store of sensitive information on a cell phone. Id.,
at ___ (slip op., at 9).

B

The case before us involves the Government’s acquisi-
tion of wireless carrier cell-site records revealing the
location of Carpenter’s cell phone whenever it made or
received calls. This sort of digital data—personal location
information maintained by a third party—does not fit
neatly under existing precedents. Instead, requests for
cell-site records lie at the intersection of two lines of cases,
both of which inform our understanding of the privacy
interests at stake.

The first set of cases addresses a person’s expectation of
privacy in his physical location and movements. In United
States v. Knotts, 460 U. S. 276 (1983), we considered the
Government’s use of a “beeper” to aid in tracking a vehicle
through traffic. Police officers in that case planted a
beeper in a container of chloroform before it was pur-
chased by one of Knotts’s co-conspirators. The officers
(with intermittent aerial assistance) then followed the
automobile carrying the container from Minneapolis to
Knotts’s cabin in Wisconsin, relying on the beeper’s signal
to help keep the vehicle in view. The Court concluded that
the “augment[ed]” visual surveillance did not constitute a
search because “[a] person traveling in an automobile on
public thoroughfares has no reasonable expectation of
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privacy in his movements from one place to another.” Id.,
at 281, 282, Since the movements of the vehicle and its
final destination had been “voluntarily conveyed to anyone
who wanted to look,” Knotts could not assert a privacy
interest in the information obtained. Id., at 281.

This Court in Knotts, however, was careful to distin-
guish between the rudimentary tracking facilitated by the
beeper and more sweeping modes of surveillance. The
Court emphasized the “limited use which the government
made of the signals from this particular beeper” during a
discrete “automotive journey.” Id., at 284, 285. Signifi-
cantly, the Court reserved the question whether “different
constitutional principles may be applicable” if “twenty-four
hour surveillance of any citizen of this country [were]
possible.” Id., at 283-284.

Three decades later, the Court considered more sophis-
ticated surveillance of the sort envisioned in Knotts and
found that different principles did indeed apply. In United
States v. Jones, FBI agents installed a GPS tracking de-
vice on Jones’s vehicle and remotely monitored the vehi-
cle’s movements for 28 days. The Court decided the case
based on the Government’s physical trespass of the vehi-
cle. 565 U. S., at 404—405. At the same time, five Justices
agreed that related privacy concerns would be raised by,
for example, “surreptitiously activating a stolen vehicle
detection system” in Jones’s car to track Jones himself, or
conducting GPS tracking of his cell phone. Id., at 426, 428
(Ar1TO, J., concurring in judgment); id., at 415
(SOTOMAYOR, J., concurring). Since GPS monitoring of a
vehicle tracks “every movement” a person makes in that
vehicle, the concurring Justices concluded that “longer
term GPS monitoring in investigations of most offenses
impinges on expectations of privacy’——regardless whether
those movements were disclosed to the public at large.
Id., at 430 (opinion of ALITO, J.); id., at 415 (opinion of
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SOTOMAYOR, d.).2

In a second set of decisions, the Court has drawn a line
between what a person keeps to himself and what he
shares with others. We have previously held that “a per-
son has no legitimate expectation of privacy in information
he voluntarily turns over to third parties.” Smith, 442
U. S., at 743-744. That remains true “even if the infor-
mation is revealed on the assumption that it will be used
only for a limited purpose.” United States v. Miller, 425
U. S. 435, 443 (1976). As a result, the Government is
typically free to obtain such information from the recipient
without triggering Fourth Amendment protections.

This third-party doctrine largely traces its roots to
Miller. While investigating Miller for tax evasion, the
Government subpoenaed his banks, seeking several
months of canceled checks, deposit slips, and monthly
statements. The Court rejected a Fourth Amendment
challenge to the records collection. For one, Miller could
“assert neither ownership nor possession” of the docu-
ments; they were “business records of the banks.” Id., at
440, For another, the nature of those records confirmed
Miller’s limited expectation of privacy, because the checks
were “not confidential communications but negotiable
instruments to be used in commercial transactions,” and
the bank statements contained information “exposed to

2JUSTICE KENNEDY argues that this case is in a different category
from Jones and the dragnet-type practices posited in Knotts because the
disclosure of the cell-site records was subject to “judicial authorization.”
Post, at 14-16. That line of argument conflates the threshold question
whether a “search” has occurred with the separate matter of whether
the search was reasonable. The subpoena process set forth in the
Stored Communications Act does not determine a target’s expectation
of privacy. And in any event, neither Jones nor Knotts purported to
resolve the question of what authorization may be required to conduct
such electronic surveillance techniques. But see Jones, 565 U. S., at
430 (ALITO, dJ., concurring in judgment) (indicating that longer term
GPS tracking may require a warrant).
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[bank] employees in the ordinary course of business.” Id.,
at 442. The Court thus concluded that Miller had “take[n]
the risk, in revealing his affairs to another, that the in-
formation [would] be conveyed by that person to the Gov-
ernment.” Id., at 443.

Three years later, Smith applied the same principles in
the context of information conveyed to a telephone com-
pany. The Court ruled that the Government’s use of a pen
register—a device that recorded the outgoing phone num-
bers dialed on a landline telephone—was not a search.
Noting the pen register’s “limited capabilities,” the Court
“doubt[ed] that people in general entertain any actual
expectation of privacy in the numbers they dial.” 442
U. S., at 742. Telephone subscribers know, after all, that
the numbers are used by the telephone company “for a
variety of legitimate business purposes,” including routing
calls. Id., at 743. And at any rate, the Court explained,
such an expectation “is not one that society is prepared to
recognize as reasonable.” Ibid. (internal quotation marks
omitted). When Smith placed a call, he “voluntarily con-
veyed” the dialed numbers to the phone company by “ex-
pos[ing] that information to its equipment in the ordinary
course of business.” Id., at 744 (internal quotation marks
omitted). Once again, we held that the defendant “as-
sumed the risk” that the company’s records “would be
divulged to police.” Id., at 745.

I

The question we confront today is how to apply the
Fourth Amendment to a new phenomenon: the ability to
chronicle a person’s past movements through the record of
his cell phone signals. Such tracking partakes of many of
the qualities of the GPS monitoring we considered in
Jones. Much like GPS tracking of a vehicle, cell phone
location information is detailed, encyclopedic, and effort-
lessly compiled.
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At the same time, the fact that the individual continu-
ously reveals his location to his wireless carrier implicates
the third-party principle of Smith and Miller. But while
the third-party doctrine applies to telephone numbers and
bank records, it is not clear whether its logic extends to
the qualitatively different category of cell-site records.
After all, when Smith was decided in 1979, few could have
imagined a society in which a phone goes wherever its
owner goes, conveying to the wireless carrier not just
dialed digits, but a detailed and comprehensive record of
the person’s movements.

We decline to extend Smith and Miller to cover these
novel circumstances. Given the unique nature of cell
phone location records, the fact that the information is
held by a third party does not by itself overcome the user’s
claim to Fourth Amendment protection. Whether the
Government employs its own surveillance technology as in
Jones or leverages the technology of a wireless carrier, we
hold that an individual maintains a legitimate expectation
of privacy in the record of his physical movements as
captured through CSII. The location information ob-
tained from Carpenter’s wireless carriers was the product
of a search.?

3The parties suggest as an alternative to their primary submissions
that the acquisition of CSLI becomes a search only if it extends beyond
a limited period. See Reply Brief 12 (proposing a 24-hour cutoff); Brief
for United States 55-56 (suggesting a seven-day cutoff). As part of its
argument, the Government treats the seven days of CSLI requested
from Sprint as the pertinent period, even though Sprint produced only
two days of records. Brief for United States 56. Contrary to JUSTICE
KENNEDY's assertion, post, at 19, we need not decide whether there is a
limited period for which the Government may obtain an individual’s
historical CSLI free from Fourth Amendment scrutiny, and if so, how
long that period might be. It is sufficient for our purposes today to hold
that accessing seven days of CSLI constitutes a Fourth Amendment
search.
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A person does not surrender all Fourth Amendment
protection by venturing into the public sphere. To the
contrary, “what [one] seeks to preserve as private, even in
an area accessible to the public, may be constitutionally
protected.” Katz, 389 U. S., at 351-352. A majority of this
Court has already recognized that individuals have a
reasonable expectation of privacy in the whole of their
physical movements. Jones, 565 U. S., at 430 (ALITO, J.,
concurring in judgment); id., at 415 (SOTOMAYOR, J.,
concurring). Prior to the digital age, law enforcement
might have pursued a suspect for a brief stretch, but doing
so “for any extended period of time was difficult and costly
and therefore rarely undertaken.,” Id., at 429 (opinion of
ALITO, J.). For that reason, “society’s expectation has
been that law enforcement agents and others would not—
and indeed, in the main, simply could not—secretly moni-
tor and catalogue every single movement of an individual’s
car for a very long period.” Id., at 430.

Allowing government access to cell-site records contra-
venes that expectation. Although such records are gener-
ated for commercial purposes, that distinction does not
negate Carpenter’s anticipation of privacy in his physical
location. Mapping a cell phone’s location over the course
of 127 days provides an all-encompassing record of the
holder’s whereabouts. As with GPS information, the time-
stamped data provides an intimate window into a person’s
life, revealing not only his particular movements, but
through them his “familial, political, professional, reli-
gious, and sexual associations.” Id., at 415 (opinion of
SOTOMAYOR, J.). These location records “hold for many
Americans the ‘privacies of life.”” Riley, 573 U.S,, at ___
(slip op., at 28) (quoting Boyd, 116 U. S,, at 630). And like
GPS monitoring, cell phone tracking is remarkably easy,
cheap, and efficient compared to traditional investigative
tools. With just the click of a button, the Government can
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access each carrier’s deep repository of historical location
information at practically no expense.

In fact, historical cell-site records present even greater
privacy concerns than the GPS monitoring of a vehicle we
considered in Jones. Unlike the bugged container in
Knotts or the car in Jones, a cell phone—almost a “feature
of human anatomy,” Riley, 573 U. S., at __ (slip op., at
9)—tracks nearly exactly the movements of its owner.
While individuals regularly leave their vehicles, they
compulsively carry cell phones with them all the time. A
cell phone faithfully follows its owner beyond public thor-
oughfares and into private residences, doctor’s offices,
political headquarters, and other potentially revealing
locales. See id., at __ (slip op., at 19) (noting that “nearly
three-quarters of smart phone users report being within
five feet of their phones most of the time, with 12% admit-
ting that they even use their phones in the shower”);
contrast Cardwell v. Lewis, 417 U.S. 583, 590 (1974)
(plurality opinion) (“A car has little capacity for escaping
public scrutiny.”). Accordingly, when the Government
tracks the location of a cell phone it achieves near perfect
surveillance, as if it had attached an ankle monitor to the
phone’s user.

Moreover, the retrospective quality of the data here
gives police access to a category of information otherwise
unknowable. In the past, attempts to reconstruct a per-
son’s movements were limited by a dearth of records and
the frailties of recollection. With access to CSLI, the
Government can now travel back in time to retrace a
person’s whereabouts, subject only to the retention polices
of the wireless carriers, which currently maintain records
for up to five years. Critically, because location infor-
mation is continually logged for all of the 400 million
devices in the United States—not just those belonging to
persons who might happen to come under investigation—
this newfound tracking capacity runs against everyone.



14 CARPENTER v. UNITED STATES

Opinion of the Court

Unlike with the GPS device in Jones, police need not even
know in advance whether they want to follow a particular
individual, or when.

Whoever the suspect turns out to be, he has effectively
been tailed every moment of every day for five years, and
the police may—in the Government’s view—call upon the
results of that surveillance without regard to the con-
straints of the Fourth Amendment. Only the few with-
out cell phones could escape this tireless and absolute
surveillance,

The Government and JUSTICE KENNEDY contend, how-
ever, that the collection of CSLI should be permitted
because the data is less precise than GPS information.
Not to worry, they maintain, because the location records
did “not on their own suffice to place [Carpenter] at the
crime scene”; they placed him within a wedge-shaped
sector ranging from one-eighth to four square miles. Brief
for United States 24; see post, at 18-19. Yet the Court has
already rejected the proposition that “inference insulates a
search.” Kpyllo, 533 U. S., at 36. From the 127 days of
location data it received, the Government could, in combi-
nation with other information, deduce a detailed log of
Carpenter’s movements, including when he was at the site
of the robberies. And the Government thought the CSLI
accurate enough to highlight it during the closing argu-
ment of his trial. App. 131.

At any rate, the rule the Court adopts “must take ac-
count of more sophisticated systems that are already in
use or in development.” Kyllo, 533 U. S., at 36. While the
records in this case reflect the state of technology at the
start of the decade, the accuracy of CSLI is rapidly ap-
proaching GPS-level precision. As the number of cell sites
has proliferated, the geographic area covered by each cell
sector has shrunk, particularly in urban areas. In addi-
tion, with new technology measuring the time and angle of
signals hitting their towers, wireless carriers already have
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the capability to pinpoint a phone’s location within 50
meters. Brief for Electronic Frontier Foundation et al. as
Amici Curiae 12 (describing triangulation methods that
estimate a device’s location inside a given cell sector).

Accordingly, when the Government accessed CSLI from
the wireless carriers, it invaded Carpenter’s reason-
able expectation of privacy in the whole of his physical
movements.

B

The Government’s primary contention to the contrary is
that the third-party doctrine governs this case. In its
view, cell-site records are fair game because they are
“business records” created and maintained by the wireless
carriers. The Government (along with JUSTICE KENNEDY)
recognizes that this case features new technology, but
asserts that the legal question nonetheless turns on a
garden-variety request for information from a third-party
witness. Brief for United States 32—34; post, at 12—14.

The Government’s position fails to contend with the
seismic shifts in digital technology that made possible the
tracking of not only Carpenter’s location but also everyone
else’s, not for a short period but for years and years.
Sprint Corporation and its competitors are not your typi-
cal witnesses. Unlike the nosy neighbor who keeps an eye
on comings and goings, they are ever alert, and their
memory is nearly infallible. There is a world of difference
between the limited types of personal information ad-
dressed in Smith and Miller and the exhaustive chronicle
of location information casually collected by wireless
carriers today. The Government thus is not asking for a
straightforward application of the third-party doctrine,
but instead a significant extension of it to a distinct cate-
gory of information.

The third-party doctrine partly stems from the notion
that an individual has a reduced expectation of privacy in
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information knowingly shared with another. But the fact
of “diminished privacy interests does not mean that the
Fourth Amendment falls out of the picture entirely.”
Riley, 573 U. S., at __ (slip op., at 16). Smith and Miller,
after all, did not rely solely on the act of sharing. Instead,
they considered “the nature of the particular documents
sought” to determine whether “there is a legitimate ‘expec-
tation of privacy’ concerning their contents.” Miller, 425
U. S., at 442. Smith pointed out the limited capabilities of
a pen register; as explained in Riley, telephone call logs
reveal little in the way of “identifying information.”
Smith, 442 U, S., at 742; Riley, 573 U. S, at ___ (slip op,,
at 24). Miller likewise noted that checks were “not confi-
dential communications but negotiable instruments to be
used in commercial transactions.” 425 U. S., at 442. In
mechanically applying the third-party doctrine to this
case, the Government fails to appreciate that there are no
comparable limitations on the revealing nature of CSLI.
The Court has in fact already shown special solicitude
for location information in the third-party context. In
Knotts, the Court relied on Smith to hold that an individ-
ual has no reasonable expectation of privacy in public
movements that he “voluntarily conveyed to anyone who
wanted to look.” Knotts, 460 U. S., at 281; see id., at 283
(discussing Smith). But when confronted with more per-
vasive tracking, five Justices agreed that longer term GPS
monitoring of even a vehicle traveling on public streets
constitutes a search. Jones, 565 U. S., at 430 (ALITO, J.,
concurring in judgment); id., at 415 (SOTOMAYOR, J.,
concurring). JUSTICE GORSUCH wonders why “someone’s
location when using a phone” is sensitive, post, at 3, and
JUSTICE KENNEDY assumes that a person’s discrete
movements “are not particularly private,” post, at 17. Yet
this case is not about “using a phone” or a person’s move-
ment at a particular time. It is about a detailed chronicle
of a person’s physical presence compiled every day, every
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moment, over several years. Such a chronicle implicates
privacy concerns far beyond those considered in Smith and
Miller.

Neither does the second rationale underlying the third-
party doctrine—voluntary exposure—hold up when it
comes to CSLI. Cell phone location information is not
truly “shared” as one normally understands the term. In
the first place, cell phones and the services they provide
are “such a pervasive and insistent part of daily life” that
carrying one is indispensable to participation in modern
society. Riley, 573 U. S., at ___ (slip op., at 9). Second, a
cell phone logs a cell-site record by dint of its operation,
without any affirmative act on the part of the user beyond
powering up. Virtually any activity on the phone gener-
ates CSLI, including incoming calls, texts, or e-mails and
countless other data connections that a phone automati-
cally makes when checking for news, weather, or social
media updates. Apart from disconnecting the phone from
the network, there is no way to avoid leaving behind a
trail of location data. As a result, in no meaningful sense
does the user voluntarily “assume[] the risk” of turning
over a comprehensive dossier of his physical movements.
Smith, 442 U. S., at 745.

We therefore decline to extend Smith and Miller to the
collection of CSLI. Given the unique nature of cell phone
location information, the fact that the Government ob-
tained the information from a third party does not over-
come Carpenter’s claim to Fourth Amendment protection.
The Government’s acquisition of the cell-site records was a
search within the meaning of the Fourth Amendment.

* * *

Our decision today is a narrow one. We do not express a
view on matters not before us: real-time CSLI or “tower
dumps” (a download of information on all the devices that
connected to a particular cell site during a particular
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interval). We do not disturb the application of Smith and
Miller or call into question conventional surveillance
techniques and tools, such as security cameras. Nor do we
address other business records that might incidentally
reveal location information. Further, our opinion does not
consider other collection techniques involving foreign
affairs or national security. As Justice Frankfurter noted
when considering new innovations in airplanes and radios,
the Court must tread carefully in such cases, to ensure
that we do not “embarrass the future.” Northwest Air-
lines, Inc. v. Minnesota, 322 U. S. 292, 300 (1944).4

v

Having found that the acquisition of Carpenter’s CSLI
was a search, we also conclude that the Government must
generally obtain a warrant supported by probable cause
before acquiring such records. Although the “ultimate
measure of the constitutionality of a governmental search
is ‘reasonableness,’” our cases establish that warrantless
searches are typically unreasonable where “a search is
undertaken by law enforcement officials to discover evi-
dence of criminal wrongdoing.” Vernonia School Dist. 47J
v. Acton, 515 U. S. 646, 652-653 (1995). Thus, “[iln the
absence of a warrant, a search is reasonable only if it falls
within a specific exception to the warrant requirement.”
Riley, 573 U. 8., at ___ (slip op., at 5).

The Government acquired the cell-site records pursuant
to a court order issued under the Stored Communications
Act, which required the Government to show “reasonable
grounds” for believing that the records were “relevant and

4JUSTICE GORSUCH faults us for not promulgating a complete code
addressing the manifold situations that may be presented by this new
technology—under a constitutional provision turning on what is “rea-
sonable,” no less. Post, at 10-12. Like JUSTICE GORSUCH, we “do not
begin to claim all the answers today,” post, at 13, and therefore decide
no more than the case before us.
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material to an ongoing investigation.” 18 TU.S.C.
§2703(d). That showing falls well short of the probable
cause required for a warrant. The Court usually requires
“some quantum of individualized suspicion” before
a search or seizure may take place. United States v.
Martinez-Fuerte, 428 U. S. 543, 560-561 (1976). Under the
standard in the Stored Communications Act, however, law
enforcement need only show that the cell-site evidence
might be pertinent to an ongoing investigation—a “gigan-
tic” departure from the probable cause rule, as the Gov-
ernment explained below. App. 34. Consequently, an
order issued under Section 2703(d) of the Act is not a
permissible mechanism for accessing historical cell-site
records. Before compelling a wireless carrier to turn over
a subscriber’s CSLI, the Government’s obligation is a
familiar one—get a warrant.

JUSTICE ALITO contends that the warrant requirement
simply does not apply when the Government acquires
records using compulsory process. Unlike an actual
search, he says, subpoenas for documents do not involve
the direct taking of evidence; they are at most a “construc-
tive search” conducted by the target of the subpoena. Post,
at 12. Given this lesser intrusion on personal privacy,
JUSTICE ALITO argues that the compulsory production of
records is not held to the same probable cause standard.
In his view, this Court’s precedents set forth a categorical
rule—separate and distinct from the third-party doc-
trine—subjecting subpoenas to lenient scrutiny without
regard to the suspect’s expectation of privacy in the rec-
ords. Post, at 8-19.

But this Court has never held that the Government may
subpoena third parties for records in which the suspect
has a reasonable expectation of privacy. Almost all of the
examples JUSTICE ALITO cites, see post, at 14—-15, contem-
plated requests for evidence implicating diminished pri-
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vacy interests or for a corporation’s own books.? The lone
exception, of course, is Miller, where the Court’s analysis
of the third-party subpoena merged with the application of
the third-party doctrine. 425 U. S., at 444 (concluding
that Miller lacked the necessary privacy interest to contest
the issuance of a subpoena to his bank).

JUSTICE ALITO overlooks the critical issue. At some
point, the dissent should recognize that CSLI is an entirely
different species of business record-—something that
implicates basic Fourth Amendment concerns about arbi-
trary government power much more directly than corpo-
rate tax or payroll ledgers. When confronting new con-
cerns wrought by digital technology, this Court has been
careful not to uncritically extend existing precedents. See
Riley, 573 U.S., at ___ (slip op., at 10) (“A search of
the information on a cell phone bears little resemblance
to the type of brief physical search considered [in prior
precedents].”).

If the choice to proceed by subpoena provided a categori-
cal limitation on Fourth Amendment protection, no type of
record would ever be protected by the warrant require-
ment. Under JUSTICE ALITO’s view, private letters, digital
contents of a cell phone—any personal information re-
duced to document form, in fact—may be collected by

5See United States v. Dionisio, 410 U. 8. 1, 14 (1973) (“No person can
have a reasonable expectation that others will not know the sound of
his voice”); Donovan v. Lone Steer, Inc., 464 U. S. 408, 411, 415 (1984)
(payroll and sales records); California Bankers Assn. v. Shultz, 416
U. S. 21, 67 (1974) (Bank Secrecy Act reporting requirements); See v.
Seattle, 387 U. S, 541, 544 (1967) (financial books and records); United
States v. Powell, 379 U.S. 48, 49, 57 (1964) (corporate tax records);
McPhaul v. United States, 364 U, S. 372, 374, 382 (1960) (books and
records of an organization); United States v. Morton Salt Co., 338 U. S.
632, 634, 651-653 (1950) (Federal Trade Commission reporting re-
quirement); Oklahoma Press Publishing Co. v. Walling, 327 U. S. 186,
189, 204208 (1946) (payroll records); Hale v. Henkel, 201 U. S. 43, 45,
75 (1906) (corporate books and papers).
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subpoena for no reason other than “official curiosity.”
United States v. Morton Salt Co., 338 U.S. 632, 652
(1950). JusTICE KENNEDY declines to adopt the radical
implications of this theory, leaving open the question
whether the warrant requirement applies “when the Gov-
ernment obtains the modern-day equivalents of an indi-
vidual’s own ‘papers’ or ‘effects,” even when those papers
or effects are held by a third party.” Post, at 13 (citing
United States v. Warshak, 631 F. 3d 266, 283-288 (CA6
2010)). That would be a sensible exception, because it
would prevent the subpoena doctrine from overcoming any
reasonable expectation of privacy. If the third-party doc-
trine does not apply to the “modern-day equivalents of an
individual’s own ‘papers’ or ‘effects,’”” then the clear impli-
cation is that the documents should receive full Fourth
Amendment protection. We simply think that such pro-
tection should extend as well to a detailed log of a person’s
movements over several years.

This is certainly not to say that all orders compelling the
production of documents will require a showing of proba-
ble cause. The Government will be able to use subpoenas
to acquire records in the overwhelming majority of inves-
tigations. We hold only that a warrant is required in the
rare case where the suspect has a legitimate privacy in-
terest in records held by a third party.

Further, even though the Government will generally
need a warrant to access CSLI, case-specific exceptions
may support a warrantless search of an individual’s cell-
site records under certain circumstances. “One well-
recognized exception applies when ‘“the exigencies of the
situation” make the needs of law enforcement so compel-
ling that [a] warrantless search is objectively reasonable
under the Fourth Amendment.”” Kentucky v. King, 563
U. S. 452, 460 (2011) (quoting Mincey v. Arizona, 437 U. S.
385, 394 (1978)). Such exigencies include the need to
pursue a fleeing suspect, protect individuals who are
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threatened with imminent harm, or prevent the imminent
destruction of evidence. 563 U. S., at 460, and n. 3.

As a result, if law enforcement is confronted with an
urgent situation, such fact-specific threats will likely
justify the warrantless collection of CSLI. Lower courts,
for instance, have approved warrantless searches related
to bomb threats, active shootings, and child abductions.
Our decision today does not call into doubt warrantless
access to CSLI in such circumstances. While police must
get a warrant when collecting CSLI to assist in the mine-
run criminal investigation, the rule we set forth does not
limit their ability to respond to an ongoing emergency.

* * *

As Justice Brandeis explained in his famous dissent, the
Court is obligated—as “[s]ubtler and more far-reaching
means of invading privacy have become available to the
Government”—to ensure that the “progress of science”
does not erode Fourth Amendment protections. Olmstead
v. United States, 277 U. S. 438, 473474 (1928). Here the
progress of science has afforded law enforcement a power-
ful new tool to carry out its important responsibilities. At
the same time, this tool risks Government encroachment
of the sort the Framers, “after consulting the lessons of
history,” drafted the Fourth Amendment to prevent. Di
Re, 332U, S., at 595.

We decline to grant the state unrestricted access to a
wireless carrier’s database of physical location infor-
mation. In light of the deeply revealing nature of CSLI,
its depth, breadth, and comprehensive reach, and the
inescapable and automatic nature of its collection, the fact
that such information is gathered by a third party does not
make it any less deserving of Fourth Amendment protec-
tion. The Government’s acquisition of the cell-site records
here was a search under that Amendment.

The judgment of the Court of Appeals is reversed, and
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the case is remanded for further proceedings consistent
with this opinion.
It is so ordered.
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JUSTICE KENNEDY, with whom JUSTICE THOMAS and
JUSTICE ALITO join, dissenting,

This case involves new technology, but the Court’s stark
departure from relevant Fourth Amendment precedents
and principles is, in my submission, unnecessary and
incorrect, requiring this respectful dissent.

The new rule the Court seems to formulate puts needed,
reasonable, accepted, lawful, and congressionally author-
ized criminal investigations at serious risk in serious
cases, often when law enforcement seeks to prevent the
threat of violent crimes. And it places undue restrictions
on the lawful and necessary enforcement powers exercised
not only by the Federal Government, but also by law
enforcement in every State and locality throughout the
Nation. Adherence to this Court’s longstanding prece-
dents and analytic framework would have been the proper
and prudent way to resolve this case.

The Court has twice held that individuals have no
Fourth Amendment interests in business records which
are possessed, owned, and controlled by a third party.
United States v. Miller, 425 U. S. 435 (1976); Smith v.
Maryland, 442 U. 8. 735 (1979). This is true even when
the records contain personal and sensitive information. So
when the Government uses a subpoena to obtain, for
example, bank records, telephone records, and credit card
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statements from the businesses that create and keep these
records, the Government does not engage in a search of
the business’s customers within the meaning of the Fourth
Amendment.

In this case petitioner challenges the Government’s
right to use compulsory process to obtain a now-common
kind of business record: cell-site records held by cell phone
service providers. The Government acquired the records
through an investigative process enacted by Congress.
Upon approval by a neutral magistrate, and based on the
Government’s duty to show reasonable necessity, it au-
thorizes the disclosure of records and information that are
under the control and ownership of the cell phone service
provider, not its customer. Petitioner acknowledges that
the Government may obtain a wide variety of business
records using compulsory process, and he does not ask the
Court to revisit its precedents. Yet he argues that, under
those same precedents, the Government searched his
records when it used court-approved compulsory process to
obtain the cell-site information at issue here,

Cell-site records, however, are no different from the
many other kinds of business records the Government has
a lawful right to obtain by compulsory process. Customers
like petitioner do not own, possess, control, or use the
records, and for that reason have no reasonable expecta-
tion that they cannot be disclosed pursuant to lawful
compulsory process.

The Court today disagrees. It holds for the first time
that by using compulsory process to obtain records of a
business entity, the Government has not just engaged in
an impermissible action, but has conducted a search of the
business’s customer. The Court further concludes that the
search in this case was unreasonable and the Government
needed to get a warrant to obtain more than six days of
cell-site records.

In concluding that the Government engaged in a search,



Cite as: 585 U. S. (2018) 3

KENNEDY, J., dissenting

the Court unhinges Fourth Amendment doctrine from the
property-based concepts that have long grounded the
analytic framework that pertains in these cases. In doing
so it draws an unprincipled and unworkable line between
cell-site records on the one hand and financial and tele-
phonic records on the other. According to today’s majority
opinion, the Government can acquire a record of every
credit card purchase and phone call a person makes over
months or years without upsetting a legitimate expecta-
tion of privacy. But, in the Court’s view, the Government
crosses a constitutional line when it obtains a court’s
approval to issue a subpoena for more than six days of
cell-site records in order to determine whether a person
was within several hundred city blocks of a crime scene.
That distinction is illogical and will frustrate principled
application of the Fourth Amendment in many routine yet
vital law enforcement operations.

It is true that the Cyber Age has vast potential both to
expand and restrict individual freedoms in dimensions not
contemplated in earlier times. See Packingham v. North
Carolina, 582 U.S. __, __—  (2017) (slip op., at 4-6).
For the reasons that follow, however, there is simply no
basis here for concluding that the Government interfered
with information that the cell phone customer, either from
a legal or commonsense standpoint, should have thought
the law would deem owned or controlled by him.

I

Before evaluating the question presented it is helpful to
understand the nature of cell-site records, how they are
commonly used by cell phone service providers, and their
proper use by law enforcement.

When a cell phone user makes a call, sends a text mes-
sage or e-mail, or gains access to the Internet, the cell
phone establishes a radio connection to an antenna at a
nearby cell site. The typical cell site covers a more-or-less
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circular geographic area around the site. It has three (or
sometimes six) separate antennas pointing in different
directions. Each provides cell service for a different 120-
degree (or 60-degree) sector of the cell site’s circular cover-
age area. So a cell phone activated on the north side of a
cell site will connect to a different antenna than a cell
phone on the south side.

Cell phone service providers create records each time a
cell phone connects to an antenna at a cell site. For a
phone call, for example, the provider records the date,
time, and duration of the call; the phone numbers making
and receiving the call; and, most relevant here, the cell
site used to make the call, as well as the specific antenna
that made the connection. The cell-site and antenna data
points, together with the date and time of connection, are
known as cell-site location information, or cell-site records.
By linking an individual’s cell phone to a particular 120-
or 60-degree sector of a cell site’s coverage area at a par-
ticular time, cell-site records reveal the general location of
the cell phone user.

The location information revealed by cell-site records is
imprecise, because an individual cell-site sector usually
covers a large geographic area. The FBI agent who offered
expert testimony about the cell-site records at issue here
testified that a cell site in a city reaches between a half
mile and two miles in all directions. That means a 60-
degree sector covers between approximately one-eighth
and two square miles (and a 120-degree sector twice that
area). To put that in perspective, in urban areas cell-site
records often would reveal the location of a cell phone user
within an area covering between around a dozen and
several hundred city blocks. In rural areas cell-site rec-
ords can be up to 40 times more imprecise. By contrast, a
Global Positioning System (GPS) can reveal an individ-
ual’s location within around 15 feet.

Major cell phone service providers keep cell-site records
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for long periods of time. There is no law requiring them to
do so. Instead, providers contract with their customers to
collect and keep these records because they are valuable to
the providers. Among other things, providers aggregate
the records and sell them to third parties along with other
information gleaned from cell phone usage. This data can
be used, for example, to help a department store deter-
mine which of various prospective store locations is likely
to get more foot traffic from middle-aged women who live
in affluent zip codes. The market for cell phone data is
now estimated to be in the billions of dollars. See Brief for
Technology Experts as Amici Curiae 23.

Cell-site records also can serve an important investiga-
tive function, as the facts of this case demonstrate. Peti-
tioner, Timothy Carpenter, along with a rotating group of
accomplices, robbed at least six RadioShack and T-Mobile
stores at gunpoint over a 2-year period. Five of those
robberies occurred in the Detroit area, each crime at least
four miles from the last. The sixth took place in Warren,
Ohio, over 200 miles from Detroit.

The Government, of course, did not know all of these
details in 2011 when it began investigating Carpenter. In
April of that year police arrested four of Carpenter’s co-
conspirators. One of them confessed to committing nine
robberies in Michigan and Ohio between December 2010
and March 2011. He identified 15 accomplices who had
participated in at least one of those robberies; named
Carpenter as one of the accomplices; and provided Carpen-
ter’s cell phone number to the authorities. The suspect
also warned that the other members of the conspiracy
planned to commit more armed robberies in the immediate
future.

The Government at this point faced a daunting task.
Even if it could identify and apprehend the suspects, still
it had to link each suspect in this changing criminal gang
to specific robberies in order to bring charges and convict.
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And, of course, it was urgent that the Government take all
necessary steps to stop the ongoing and dangerous crime
spree.

Cell-site records were uniquely suited to this task. The
geographic dispersion of the robberies meant that, if Car-
penter’s cell phone were within even a dozen to several
hundred city blocks of one or more of the stores when the
different robberies occurred, there would be powerful
circumstantial evidence of his participation; and this
would be especially so if his cell phone usually was not
located in the sectors near the stores except during the
robbery times.

To obtain these records, the Government applied to
federal magistrate judges for disclosure orders pursuant to
§2703(d) of the Stored Communications Act. That Act
authorizes a magistrate judge to issue an order requiring
disclosure of cell-site records if the Government demon-
strates “specific and articulable facts showing that there
are reasonable grounds to believe” the records “are rele-
vant and material to an ongoing criminal investigation.”
18 U. S. C. §§2703(d), 2711(3). The full statutory provi-
sion is set out in the Appendix, infra.

From Carpenter’s primary service provider, MetroPCS,
the Government obtained records from between December
2010 and April 2011, based on its understanding that nine
robberies had occurred in that timeframe. The Govern-
ment also requested seven days of cell-site records from
Sprint, spanning the time around the robbery in Warren,
Ohio. It obtained two days of records.

These records confirmed that Carpenter’s cell phone was
in the general vicinity of four of the nine robberies, includ-
ing the one in Ohio, at the times those robberies occurred.

II

The first Clause of the Fourth Amendment provides that
“the right of the people to be secure in their persons, houses,
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papers, and effects, against unreasonable searches and
seizures, shall not be violated.” The customary beginning
point in any Fourth Amendment search case is whether
the Government’s actions constitute a “search” of the
defendant’s person, house, papers, or effects, within the
meaning of the constitutional provision. If so, the next
question is whether that search was reasonable.

Here the only question necessary to decide is whether
the Government searched anything of Carpenter’s when it
used compulsory process to obtain cell-site records from
Carpenter’s cell phone service providers. This Court’s
decisions in Miller and Smith dictate that the answer is
no, as every Court of Appeals to have considered the ques-
tion has recognized. See United States v. Thompson, 866
F. 3d 1149 (CA10 2017); United States v. Graham, 824
F.3d 421 (CA4 2016) (en banc); Carpenter v. United
States, 819 F. 3d 880 (CA6 2016); United States v. Davis,
785 F. 3d 498 (CA11 2015) (en banc); In re Application
of U.S. for Historical Cell Site Data, 724 F.3d 600
(CA5 2013).

A

Miller and Smith hold that individuals lack any protected
Fourth Amendment interests in records that are pos-
sessed, owned, and controlled only by a third party. In
Miller federal law enforcement officers obtained four
months of the defendant’s banking records. 425 U. S, at
437-438. And in Smith state police obtained records of
the phone numbers dialed from the defendant’s home
phone. 442 U. S,, at 737. The Court held in both cases
that the officers did not search anything belonging to the
defendants within the meaning of the Fourth Amendment.
The defendants could “assert neither ownership nor pos-
session” of the records because the records were created,
owned, and controlled by the companies. Miller, supra, at
440; see Smith, supra, at 741. And the defendants had no
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reasonable expectation of privacy in information they
“voluntarily conveyed to the [companies| and exposed to
their employees in the ordinary course of business.” Mil-
ler, supra, at 442; see Smith, 442 U. S., at 744. Rather,
the defendants “assumed the risk that the information
would be divulged to police.” Id., at 745.

Miller and Smith have been criticized as being based on
too narrow a view of reasonable expectations of privacy.
See, e.g., Ashdown, The Fourth Amendment and the “Le-
gitimate Expectation of Privacy,” 34 Vand. L. Rev. 1289,
1313-1316 (1981). Those criticisms, however, are unwar-
ranted. The principle established in Miller and Smith is
correct for two reasons, the first relating to a defendant’s
attenuated interest in property owned by another, and the
second relating to the safeguards inherent in the use of
compulsory process.

First, Miller and Smith placed necessary limits on the
ability of individuals to assert Fourth Amendment inter-
ests in property to which they lack a “requisite connec-
tion.” Minnesota v. Carter, 525 U.S. 83, 99 (1998)
(KENNEDY, J., concurring). Fourth Amendment rights,
after all, are personal. The Amendment protects “[t]he
right of the people to be secure in their ... persons, houses,
papers, and effects”—not the persons, houses, papers, and
effects of others. (Emphasis added.)

The concept of reasonable expectations of privacy, first
announced in Katz v. United States, 389 U. S. 347 (1967),
sought to look beyond the “arcane distinctions developed
in property and tort law” in evaluating whether a person
has a sufficient connection to the thing or place searched
to assert Fourth Amendment interests in it. Rakas v.
Illinois, 439 U. S. 128, 143 (1978). Yet “property concepts”
are, nonetheless, fundamental “in determining the pres-
ence or absence of the privacy interests protected by that
Amendment.” Id., at 143-144, n. 12. This is so for at least
two reasons. First, as a matter of settled expectations
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from the law of property, individuals often have greater
expectations of privacy in things and places that belong to
them, not to others. And second, the Fourth Amendment’s
protections must remain tethered to the text of that
Amendment, which, again, protects only a person’s own
“persons, houses, papers, and effects.”

Katz did not abandon reliance on property-based con-
cepts. The Court in Kotz analogized the phone booth used
in that case to a friend’s apartment, a taxicab, and a hotel
room. 389 U.S., at 352, 359. So when the defendant
“shu[t] the door behind him” and “pal[id] the toll,” id., at
352, he had a temporary interest in the space and a legit-
imate expectation that others would not intrude, much
like the interest a hotel guest has in a hotel room, Stoner
v. California, 376 U. S. 483 (1964), or an overnight guest
has in a host’s home, Minnesota v. Olson, 495 U. S. 91
(1990). The Government intruded on that space when it
attached a listening device to the phone booth. Katz, 389
U. S., at 348. (And even so, the Court made it clear that
the Government’s search could have been reasonable had
there been judicial approval on a case-specific basis,
which, of course, did occur here. Id., at 357-359.)

Miller and Smith set forth an important and necessary
limitation on the Kotz framework. They rest upon the
commonsense principle that the absence of property law
analogues can be dispositive of privacy expectations. The
defendants in those cases could expect that the third-party
businesses could use the records the companies collected,
stored, and classified as their own for any number of
business and commercial purposes. The businesses were
not bailees or custodians of the records, with a duty to
hold the records for the defendants’ use. The defendants
could make no argument that the records were their own
papers or effects. See Miller, supra, at 440 (“the docu-
ments subpoenaed here are not respondent’s ‘private
papers’”); Smith, supra, at 741 (“petitioner obviously
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cannot claim that his ‘property’ was invaded”). The rec-
ords were the business entities’ records, plain and simple.
The defendants had no reason to believe the records were
owned or controlled by them and so could not assert a
reasonable expectation of privacy in the records.

The second principle supporting Miller and Smith is the
longstanding rule that the Government may use compul-
sory process to compel persons to disclose documents and
other evidence within their possession and control. See
United States v. Nixon, 418 U. S. 683, 709 (1974) (it is an
“ancient proposition of law” that “the public has a right to
every man’s evidence” (internal quotation marks and
alterations omitted)). A subpoena is different from a
warrant in its force and intrusive power. While a warrant
allows the Government to enter and seize and make the
examination itself, a subpoena simply requires the person
to whom it is directed to make the disclosure. A subpoena,
moreover, provides the recipient the “opportunity to pre-
sent objections” before complying, which further mitigates
the intrusion. Oklahoma Press Publishing Co. v. Walling,
327 U. S. 186, 195 (1946).

For those reasons this Court has held that a subpoena
for records, although a “constructive” search subject to
Fourth Amendment constraints, need not comply with the
procedures applicable to warrants—even when challenged
by the person to whom the records belong. Id., at 202,
208. Rather, a subpoena complies with the Fourth
Amendment’s reasonableness requirement so long as it is
“‘sufficiently limited in scope, relevant in purpose, and
specific in directive so that compliance will not be unrea-
sonably burdensome.”” Donovan v. Lone Steer, Inc., 464
U. S. 408, 415 (1984). Persons with no meaningful inter-
ests in the records sought by a subpoena, like the defend-
ants in Miller and Smith, have no rights to object to the
records’ disclosure—much less to assert that the Govern-
ment must obtain a warrant to compel disclosure of the
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records. See Miller, 425 U. S., at 444-446; SEC v. Jerry T.
O’Brien, Inc., 467 U. S. 735, 742-743 (1984).

Based on Miller and Smith and the principles underly-
ing those cases, it is well established that subpoenas may
be used to obtain a wide variety of records held by busi-
nesses, even when the records contain private information.
See 2 W. LaFave, Search and Seizure §4.13 (5th ed. 2012).
Credit cards are a prime example. State and federal law
enforcement, for instance, often subpoena credit card
statements to develop probable cause to prosecute crimes
ranging from drug trafficking and distribution to
healthcare fraud to tax evasion. See United States v.
Phibbs, 999 F.2d 1053 (CA6 1993) (drug distribution);
McCune v. DOJ, 592 Fed. Appx. 287 (CA5 2014)
(healthcare fraud); United States v. Green, 305 F. 3d 422
(CA6 2002) (drug trafficking and tax evasion); see also 12
U.S.C. §§3402(4), 3407 (allowing the Government to
subpoena financial records if “there is reason to believe
that the records sought are relevant to a legitimate law
enforcement inquiry”). Subpoenas also may be used to
obtain vehicle registration records, hotel records, employ-
ment records, and records of utility usage, to name just a
few other examples. See 1 LaFave, supra, §2.7(c).

And law enforcement officers are not alone in their
reliance on subpoenas to obtain business records for legit-
imate investigations. Subpoenas also are used for investi-
gatory purposes by state and federal grand juries, see
United Siates v. Dionisio, 410 U. S. 1 (1973), state and
federal administrative agencies, see Oklahoma Press,
supra, and state and federal legislative bodies, see
McPhaul v. United Staies, 364 U. S. 372 (1960).

B

Carpenter does not question these traditional investiga-
tive practices. And he does not ask the Court to reconsider
Miller and Smith. Carpenter argues only that, under
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Miller and Smith, the Government may not use compulsory
process to acquire cell-site records from cell phone service
providers.

There is no merit in this argument. Cell-site records,
like all the examples just discussed, are created, kept,
classified, owned, and controlled by cell phone service
providers, which aggregate and sell this information to
third parties. As in Miller, Carpenter can “assert neither
ownership nor possession” of the records and has no con-
trol over them. 425 U. S., at 440.

Carpenter argues that he has Fourth Amendment inter-
ests in the cell-site records because they are in essence his
personal papers by operation of 47 U. S. C. §222. That
statute imposes certain restrictions on how providers may
use “customer proprietary network information”—a term
that encompasses cell-site records. §§222(c), (hy(1)(A).
The statute in general prohibits providers from disclosing
personally identifiable cell-site records to private third
parties. §222(c)(1). And it allows customers to request
cell-site records from the provider. §222(c)(2).

Carpenter’s argument is unpersuasive, however, for
§222 does not grant cell phone customers any meaningful
interest in cell-site records. The statute’s confidentiality
protections may be overridden by the interests of the
providers or the Government. The providers may disclose
the records “to protect the[ir] rights or property” or to
“Initiate, render, bill, and collect for telecommunications
services.” §§222(d)(1), (2). They also may disclose the
records “as required by law”—which, of course, is how they
were disclosed in this case. §222(c)(1). Nor does the stat-
ute provide customers any practical control over the rec-
ords. Customers do not create the records; they have no
say in whether or for how long the records are stored; and
they cannot require the records to be modified or de-
stroyed. Even their right to request access to the records
1s limited, for the statute “does not preclude a carrier from
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being reimbursed by the customers . .. for the costs asso-
ciated with making such disclosures.” H. R. Rep. No. 104
204, pt. 1, p. 90 (1995). So in every legal and practical
sense the “network information” regulated by §222 is,
under that statute, “proprietary” to the service providers,
not Carpenter. The Court does not argue otherwise.

Because Carpenter lacks a requisite connection to the
cell-site records, he also may not claim a reasonable expec-
tation of privacy in them. He could expect that a third
party—the cell phone service provider—could use the
information it collected, stored, and classified as its own
for a variety of business and commercial purposes.

All this is not to say that Miller and Smith are without
limits. Miller and Smith may not apply when the Gov-
ernment obtains the modern-day equivalents of an indi-
vidual’s own “papers” or “effects,” even when those papers
or effects are held by a third party. See Ex parte Jackson,
96 U.S. 727, 733 (1878) (letters held by mail carrier);
United States v. Warshak, 631 F. 3d 266, 283-288 (CA6
2010) (e-mails held by Internet service provider). As
already discussed, however, this case does not involve
property or a bailment of that sort. Here the Govern-
ment’s acquisition of cell-site records falls within the
heartland of Miller and Smith.

In fact, Carpenter’s Fourth Amendment objection is
even weaker than those of the defendants in Miller and
Smith. Here the Government did not use a mere sub-
poena to obtain the cell-site records. It acquired the records
only after it proved to a Magistrate Judge reasonable
grounds to believe that the records were relevant and
material to an ongoing criminal investigation. See 18
U. S. C. §2703(d). So even if §222 gave Carpenter some
attenuated interest in the records, the Government’s
conduct here would be reasonable under the standards
governing subpoenas. See Donovan, 464 U. S., at 415.

Under Miller and Smith, then, a search of the sort that
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requires a warrant simply did not occur when the Gov-
ernment used court-approved compulsory process, based
on a finding of reasonable necessity, to compel a cell phone
service provider, as owner, to disclose cell-site records.

IiI

The Court rejects a straightforward application of Miller
and Smith. It concludes instead that applying those cases
to cell-site records would work a “significant extension” of
the principles underlying them, ante, at 15, and holds that
the acquisition of more than six days of cell-site records
constitutes a search, ante, at 11, n. 3.

In my respectful view the majority opinion misreads this
Court’s precedents, old and recent, and transforms Miller
and Smith into an unprincipled and unworkable doctrine.
The Court’s newly conceived constitutional standard will
cause confusion; will undermine traditional and important
law enforcement practices; and will allow the cell phone to
become a protected medium that dangerous persons will
use to commit serious crimes.

A

The Court errs at the outset by attempting to sidestep
Miller and Smith. The Court frames this case as following
instead from United States v. Knotts, 460 U. S, 276 (1983),
and United States v. Jones, 565 U. S. 400 (2012). Those
cases, the Court suggests, establish that “individuals have
a reasonable expectation of privacy in the whole of their
physical movements.” Ante, at 7-9, 12,

Knotts held just the opposite: “A person traveling in an
automobile on public thoroughfares has no reasonable
expectation of privacy in his movements from one place to
another.” 460 U. S., at 281. True, the Court in Knotts also
suggested that “different constitutional principles may be
applicable” to “dragnet-type law enforcement practices.”
Id., at 284. But by dragnet practices the Court was refer-
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e

ring to “‘twenty-four hour surveillance of any citizen of
this country ... without judicial knowledge or supervi-
sion.”” Id., at 283.

Those “different constitutional principles” mentioned in
Knotts, whatever they may be, do not apply in this case.
Here the Stored Communications Act requires a neutral
judicial officer to confirm in each case that the Govern-
ment has “reasonable grounds to believe” the cell-site
records “are relevant and material to an ongoing criminal
investigation.” 18 U.S. C. §2703(d). This judicial check
mitigates the Court’s concerns about “‘a too permeating
police surveillance.”” Ante, at 6 (quoting United States v.
Di Re, 332 U. S. 581, 595 (1948)). Here, even more so
than in Knotts, “reality hardly suggests abuse.” 460 U. S.,
at 284,

The Court’s reliance on Jones fares no better. In Jones
the Government installed a GPS tracking device on the
defendant’s automobile. The Court held the Government
searched the automobile because it “physically occupied
private property [of the defendant] for the purpose of
obtaining information.” 565 U. S., at 404. So in Jones it
was “not necessary to inquire about the target’s expecta-
tion of privacy in his vehicle’s movements.” Grady v.
North Carolina, 575 U. S. ___, (2015) (per curiam) (slip
op., at 3).

Despite that clear delineation of the Court’s holding in
Jones, the Court today declares that Jones applied the
“‘different constitutional principles’” alluded to in Knotts
to establish that an individual has an expectation of pri-
vacy in the sum of his whereabouts. Ante, at 8, 12. For that
proposition the majority relies on the two concurring
opinions in Jones, one of which stated that “longer term
GPS monitoring in investigations of most offenses impinges
on expectations of privacy.” 565 U. S., at 430 (ALITO, J.,
concurring). But Jones involved direct governmental
surveillance of a defendant’s automobile without judicial
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authorization—specifically, GPS surveillance accurate
within 50 to 100 feet. Id., at 402-403. Even assuming
that the different constitutional principles mentioned in
Knotts would apply in a case like Jones—a proposition the
Court was careful not to announce in Jones, supra, at
412-413—those principles are inapplicable here. Cases
like this one, where the Government uses court-approved
compulsory process to obtain records owned and controlled
by a third party, are governed by the two majority opin-
ions in Miller and Smith.

B

The Court continues its analysis by misinterpreting
Miller and Smith, and then it reaches the wrong outcome
on these facts even under its flawed standard.

The Court appears, in my respectful view, to read Miller
and Smith to establish a balancing test. For each “quali-
tatively different category” of information, the Court
suggests, the privacy interests at stake must be weighed
against the fact that the information has been disclosed to
a third party. See ante, at 11, 15-17. When the privacy
interests are weighty enough to “overcome” the third-party
disclosure, the Fourth Amendment’s protections apply.
See ante, at 17.

That is an untenable reading of Miller and Smith. As
already discussed, the fact that information was relin-
quished to a third party was the entire basis for conclud-
ing that the defendants in those cases lacked a reasonable
expectation of privacy. Miller and Smith do not establish
the kind of category-by-category balancing the Court today
prescribes.

But suppose the Court were correct to say that Miller
and Smith rest on so imprecise a foundation. Still the
Court errs, in my submission, when it concludes that cell-
site records implicate greater privacy interests—and thus
deserve greater Fourth Amendment protection—than



Cite as: 585 U. S. (2018) 17

KENNEDY, J., dissenting

financial records and telephone records.

Indeed, the opposite is true. A person’s movements are
not particularly private. As the Court recognized in
Knotts, when the defendant there “traveled over the public
streets he voluntarily conveyed to anyone who wanted to
look the fact that he was traveling over particular roads in
a particular direction, the fact of whatever stops he made,
and the fact of his final destination.” 460 U.S., at
281-282. Today expectations of privacy in one’s location
are, if anything, even less reasonable than when the Court
decided Knotts over 30 years ago. Millions of Americans
choose to share their location on a daily basis, whether by
using a variety of location-based services on their phones,
or by sharing their location with friends and the public at
large via social media.

And cell-site records, as already discussed, disclose a
person’s location only in a general area. The records at
issue here, for example, revealed Carpenter’s location
within an area covering between around a dozen and
several hundred city blocks. “Areas of this scale might
encompass bridal stores and Bass Pro Shops, gay bars and
straight ones, a Methodist church and the local mosque.”
819 F. 3d 880, 889 (CA6 2016). These records could not
reveal where Carpenter lives and works, much less his
““familial, political, professional, religious, and sexual
associations.”” Ante, at 12 (quoting Jones, supra, at 415
(SOTOMAYOR, dJ., concurring)).

By contrast, financial records and telephone records do
“reveall] ... personal affairs, opinions, habits and associ-
ations.”” Miller, 425 U. S., at 451 (Brennan, J., dissent-
ing); see Smith, 442 U. S., at 751 (Marshall, J., dissent-
ing). What persons purchase and to whom they talk might
disclose how much money they make; the political and
religious organizations to which they donate; whether they
have visited a psychiatrist, plastic surgeon, abortion clinic,
or AIDS treatment center; whether they go to gay bars or
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straight ones; and who are their closest friends and family
members. The troves of intimate information the Gov-
ernment can and does obtain using financial records and
telephone records dwarfs what can be gathered from cell-
site records.

Still, the Court maintains, cell-site records are “unique”
because they are “comprehensive” in their reach; allow for
retrospective collection; are “easy, cheap, and efficient
compared to traditional investigative tools”; and are not
exposed to cell phone service providers in a meaningfully
voluntary manner. Ante, at 11-13, 17, 22. But many
other kinds of business records can be so described. Fi-
nancial records are of vast scope. Banks and credit card
companies keep a comprehensive account of almost every
transaction an individual makes on a daily basis. “With
just the click of a button, the Government can access each
[company’s] deep repository of historical [financial] infor-
mation at practically no expense.” Ante, at 12-13. And
the decision whether to transact with banks and credit
card companies is no more or less voluntary than the
decision whether to use a cell phone. Today, just as when
Miller was decided, “‘it 1s impossible to participate in the
economic life of contemporary society without maintaining
a bank account.”” 425 U. S., at 451 (Brennan, J., dissent-
ing). But this Court, nevertheless, has held that individ-
uals do not have a reasonable expectation of privacy in
financial records.

Perhaps recognizing the difficulty of drawing the consti-
tutional line between cell-site records and financial and
telephonic records, the Court posits that the accuracy of
cell-site records “is rapidly approaching GPS-level preci-
sion.” Ante, at 14. That is certainly plausible in the era of
cyber technology, yet the privacy interests associated with
location information, which is often disclosed to the public
at large, still would not outweigh the privacy interests
implicated by financial and telephonic records.
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Perhaps more important, those future developments are
no basis upon which to resolve this case. In general, the
Court “risks error by elaborating too fully on the Fourth
Amendment implications of emerging technology before its
role in society has become clear.” Ontario v. Quon, 560
U. S. 746, 759 (2010). That judicial caution, prudent in
most cases, is imperative in this one.

Technological changes involving cell phones have com-
plex effects on crime and law enforcement. Cell phones
make crimes easier to coordinate and conceal, while also
providing the Government with new investigative tools
that may have the potential to upset traditional privacy
expectations. See Kerr, An Equilibrium-Adjustment
Theory of the Fourth Amendment, 125 Harv. L. Rev 476,
512-517 (2011). How those competing effects balance
against each other, and how property norms and expecta-
tions of privacy form around new technology, often will be
difficult to determine during periods of rapid technological
change. In those instances, and where the governing legal
standard is one of reasonableness, it is wise to defer to
legislative judgments like the one embodied in §2703(d) of
the Stored Communications Act. See Jones, 565 U. S,, at
430 (ALITO, J., concurring). In §2703(d) Congress weighed
the privacy interests at stake and imposed a judicial check
to prevent executive overreach. The Court should be wary
of upsetting that legislative balance and erecting constitu-
tional barriers that foreclose further legislative instruc-
tions. See Quon, supra, at 759. The last thing the Court
should do is incorporate an arbitrary and outside limit—in
this case six days’ worth of cell-site records—and use it as
the foundation for a new constitutional framework. The
Court’s decision runs roughshod over the mechanism
Congress put in place to govern the acquisition of cell-site
records and closes off further legislative debate on these
issues.
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C

The Court says its decision is a “narrow one.” Ante, at
17. But its reinterpretation of Miller and Smith will have
dramatic consequences for law enforcement, courts, and
society as a whole.

Most immediately, the Court’s holding that the Gov-
ernment must get a warrant to obtain more than six days
of cell-site records limits the effectiveness of an important
investigative tool for solving serious crimes. As this case
demonstrates, cell-site records are uniquely suited to help
the Government develop probable cause to apprehend
some of the Nation’s most dangerous criminals: serial
killers, rapists, arsonists, robbers, and so forth. See also,
e.g., Davis, 785 F. 3d, at 500-501 (armed robbers); Brief
for Alabama et al. as Amici Curiae 21-22 (serial killer).
These records often are indispensable at the initial stages
of investigations when the Government lacks the evidence
necessary to obtain a warrant. See United States v. Pem-
brook, 876 F. 3d 812, 816-819 (CA6 2017). And the long-
term nature of many serious crimes, including serial
crimes and terrorism offenses, can necessitate the use of
significantly more than six days of cell-site records. The
Court’s arbitrary 6-day cutoff has the perverse effect
of nullifying Congress’ reasonable framework for obtain-
ing cell-site records in some of the most serious criminal
investigations.

The Court’s decision also will have ramifications that
extend beyond cell-site records to other kinds of infor-
mation held by third parties, yet the Court fails “to pro-
vide clear guidance to law enforcement” and courts on key
issues raised by its reinterpretation of Miller and Smith.
Riley v. California, 573 U. S. (2014) (slip op.,
at 22).

First, the Court’s holding is premised on cell-site records
being a “distinct category of information” from other busi-

3
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ness records. Ante, at 15. But the Court does not explain
what makes something a distinct category of information.
Whether credit card records are distinct from bank rec-
ords; whether payment records from digital wallet applica-
tions are distinct from either; whether the electronic bank
records available today are distinct from the paper and
microfilm records at issue in Miller; or whether cell-phone
call records are distinct from the home-phone call records
at issue in Smith, are just a few of the difficult questions
that require answers under the Court’s novel conception of
Miller and Smith.

Second, the majority opinion gives courts and law en-
forcement officers no indication how to determine whether
any particular category of information falls on the finan-
cial-records side or the cell-site-records side of its newly
conceived constitutional line. The Court’s multifactor
analysis—considering intimacy, comprehensiveness, ex-
pense, retrospectivity, and voluntariness—puts the law on
a new and unstable foundation.

Third, even if a distinct category of information is
deemed to be more like cell-site records than financial
records, courts and law enforcement officers will have to
guess how much of that information can be requested
before a warrant is required. The Court suggests that less
than seven days of location information may not require a
warrant. See ante, at 11, n. 3; see also ante, at 17-18
(expressing no opinion on “real-time CSLI,” tower dumps,
and security-camera footage). But the Court does not
explain why that is so, and nothing in its opinion even
alludes to the considerations that should determine
whether greater or lesser thresholds should apply to in-
formation like IP addresses or website browsing history.

Fourth, by invalidating the Government’s use of court-
approved compulsory process in this case, the Court calls
into question the subpoena practices of federal and state
grand juries, legislatures, and other investigative bodies,
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as JUSTICE ALITO’s opinion explains. See post, at 2-19
(dissenting opinion). Yet the Court fails even to mention
the serious consequences this will have for the proper
administration of justice.

In short, the Court’s new and uncharted course will
inhibit law enforcement and “keep defendants and judges
guessing for years to come.” Riley, 573 U.S., at ___ (slip
op., at 25) (internal quotation marks omitted).

* * *

This case should be resolved by interpreting accepted
property principles as the baseline for reasonable expecta-
tions of privacy. Here the Government did not search
anything over which Carpenter could assert ownership or
control. Instead, it issued a court-authorized subpoena to
a third party to disclose information it alone owned and
controlled. That should suffice to resolve this case.

Having concluded, however, that the Government
searched Carpenter when it obtained cell-site records from
his cell phone service providers, the proper resolution of
this case should have been to remand for the Court of
Appeals to determine in the first instance whether the
search was reasonable. Most courts of appeals, believing
themselves bound by Miller and Smith, have not grappled
with this question. And the Court’s reflexive imposition of
the warrant requirement obscures important and difficult
issues, such as the scope of Congress’ power to authorize
the Government to collect new forms of information using
processes that deviate from traditional warrant proce-
dures, and how the Fourth Amendment’s reasonableness
requirement should apply when the Government uses
compulsory process instead of engaging in an actual,
physical search.

These reasons all lead to this respectful dissent.
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APPENDIX

“82703. Required disclosure of customer communi-
cations or records

“(d) REQUIREMENTS FOR COURT ORDER.—A court order
for disclosure under subsection (b) or (c) may be issued by
any court that is a court of competent jurisdiction and
shall issue only if the governmental entity offers specific
and articulable facts showing that there are reasonable
grounds to believe that the contents of a wire or electronic
communication, or the records or other information
sought, are relevant and material to an ongoing criminal
investigation. In the case of a State governmental author-
ity, such a court order shall not issue if prohibited by the
law of such State. A court issuing an order pursuant to
this section, on a motion made promptly by the service
provider, may quash or modify such order, if the infor-
mation or records requested are unusually voluminous in
nature or compliance with such order otherwise would
cause an undue burden on such provider.”
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JUSTICE THOMAS, dissenting.

This case should not turn on “whether” a search oc-
curred. Ante, at 1. It should turn, instead, on whose
property was searched. The Fourth Amendment guaran-
tees individuals the right to be secure from unreasonable
searches of “their persons, houses, papers, and effects.”
(Emphasis added.) In other words, “each person has the
right to be secure against unreasonable searches . . . in his
own person, house, papers, and effects.” Minnesota v.
Carter, 525 U. S. 83, 92 (1998) (Scalia, J., concurring). By
obtaining the cell-site records of MetroPCS and Sprint, the
Government did not search Carpenter’s property. He did
not create the records, he does not maintain them, he
cannot control them, and he cannot destroy them. Neither
the terms of his contracts nor any provision of law makes
the records his. The records belong to MetroPCS and
Sprint.

The Court concludes that, although the records are not
Carpenter’s, the Government must get a warrant because
Carpenter had a reasonable “expectation of privacy” in the
location information that they reveal. Ante, at 11. I agree
with JUSTICE KENNEDY, JUSTICE ALITO, JUSTICE
GORSUCH, and every Court of Appeals to consider the
question that this is not the best reading of our
precedents.
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The more fundamental problem with the Court’s opin-
ion, however, is its use of the “reasonable expectation of
privacy” test, which was first articulated by Justice Har-
lan in Katz v. United States, 389 U. S. 347, 360-361 (1967)
(concurring opinion). The Katz test has no basis in the
text or history of the Fourth Amendment. And, it invites
courts to make judgments about policy, not law. Until we
confront the problems with this test, Katz will continue to
distort Fourth Amendment jurisprudence. I respectfully
dissent.

I

Katz was the culmination of a series of decisions apply-
ing the Fourth Amendment to electronic eavesdropping.
The first such decision was Olmstead v. United States, 277
U. S. 438 (1928), where federal officers had intercepted the
defendants’ conversations by tapping telephone lines near
their homes. Id., at 456-457. In an opinion by Chief
Justice Taft, the Court concluded that this wiretap did not
violate the Fourth Amendment. No “search” occurred,
according to the Court, because the officers did not physi-
cally enter the defendants’ homes. Id., at 464-466. And
neither the telephone lines nor the defendants’ intangible
conversations qualified as “persons, houses, papers, [or]
effects” within the meaning of the Fourth Amendment.
Ibid.! In the ensuing decades, this Court adhered to

1 Justice Brandeis authored the principal dissent in Olmstead. He
consulted the “underlying purpose,” rather than “the words of the
[Fourth] Amendment,” to conclude that the wiretap was a search. 277
U.S., at 476. In Justice Brandeis’ view, the Framers “recognized the
significance of man’s spiritual nature, of his feelings and of his intel-
lect” and “sought to protect Americans in their beliefs, their thoughts,
their emotions and their sensations.” Id., at 478. Thus, “every unjusti-
fiable intrusion by the Government upon the privacy of the individual,
whatever the means employed,” should constitute an unreasonable
search under the Fourth Amendment. Ibid.
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Olmstead and rejected Fourth Amendment challenges to
various methods of electronic surveillance. See On Lee v.
United States, 343 U. S. 747, 749-753 (1952) (use of mi-
crophone to overhear conversations with confidential
informant); Goldman v. United States, 316 U. S. 129, 131—
132, 135-136 (1942) (use of detectaphone to hear conver-
sations in office next door).

In the 1960s, however, the Court began to retreat from
Olmstead. In Silverman v. United States, 365 U. S. 505
(1961), for example, federal officers had eavesdropped on
the defendants by driving a “spike mike” several inches
into the house they were occupying. Id., at 506-507. This
was a “search,” the Court held, because the “unauthorized
physical penetration into the premises” was an “actual
intrusion into a constitutionally protected area.” Id., at
509, 512. The Court did not mention Olmstead’s other
holding that intangible conversations are not “persons,
houses, papers, [or] effects.” That omission was signifi-
cant. The Court confirmed two years later that “[i]t fol-
lows from [Silverman] that the Fourth Amendment may
protect against the overhearing of verbal statements as
well as against the more traditional seizure of ‘papers and
effects.”” Wong Sun v. United States, 371 U. S. 471, 485
(1963); accord, Berger v. New York, 388 U. S. 41, 51 (1967).

In Kaitz, the Court rejected Olmstead’s remaining hold-
ing—that eavesdropping is not a search absent a physical
intrusion into a constitutionally protected area. The
federal officers in Katz had intercepted the defendant’s
conversations by attaching an electronic device to the
outside of a public telephone booth. 389 U. S., at 348. The
Court concluded that this was a “search” because the
officers “violated the privacy upon which [the defendant]
justifiably relied while using the telephone booth.” Id., at
353. Although the device did not physically penetrate the
booth, the Court overruled Olmstead and held that “the
reach of [the Fourth] Amendment cannot turn upon the
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presence or absence of a physical intrusion.” 389 U. S, at
353. The Court did not explain what should replace
Olmstead’s physical-intrusion requirement. It simply
asserted that “the Fourth Amendment protects people, not
places” and “what [a person] seeks to preserve as private
... may be constitutionally protected.” 389 U. S,, at 351.

Justice Harlan’s concurrence in Katz attempted to artic-
ulate the standard that was missing from the majority
opinion. While Justice Harlan agreed that “‘the Fourth
Amendment protects people, not places,’” he stressed that
“Itlhe question ... is what protection it affords to those
people,” and “the answer ... requires reference to a
‘place.”” Id., at 361. Justice Harlan identified a “twofold
requirement” to determine when the protections of the
Fourth Amendment apply: “first that a person have exhib-
ited an actual (subjective) expectation of privacy and,
second, that the expectation be one that society is pre-
pared to recognize as ‘reasonable.’” Ibid.

Justice Harlan did not cite anything for this “expecta-
tion of privacy” test, and the parties did not discuss it in
their briefs. The test appears to have been presented for
the first time at oral argument by one of the defendant’s
lawyers. See Winn, Katz and the Origins of the “Reason-
able Expectation of Privacy” Test, 40 McGeorge L. Rev. 1,
9-10 (2009). The lawyer, a recent law-school graduate,
apparently had an “[e]piphany” while preparing for oral
argument. Schneider, Katz v. United States: The Untold
Story, 40 McGeorge L. Rev. 13, 18 (2009). He conjectured
that, like the “reasonable person” test from his Torts class,
the Fourth Amendment should turn on “whether a rea-
sonable person . . . could have expected his communication
to be private.” Id., at 19. The lawyer presented his new
theory to the Court at oral argument. See, e.g., Tr. of Oral
Arg. in Katz v. United States, O.T. 1967, No. 35, p. 5
(proposing a test of “whether or not, objectively speaking,
the communication was intended to be private”); id., at 11
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(“We propose a test using a way that’s not too dissimilar
from the tort ‘reasonable man’ test”). After some question-
ing from the Justices, the lawyer conceded that his test
should also require individuals to subjectively expect
privacy. See id., at 12. With that modification, Justice
Harlan seemed to accept the lawyer’s test almost verbatim
in his concurrence.

Although the majority opinion in Katz had little practi-
cal significance after Congress enacted the Omnibus
Crime Control and Safe Streets Act of 1968, Justice Har-
lan’s concurrence profoundly changed our Fourth Amend-
ment jurisprudence. It took only one year for the full
Court to adopt his two-pronged test. See Terry v. Ohio,
392 U.S. 1, 10 (1968). And by 1979, the Court was de-
scribing Justice Harlan’s test as the “lodestar” for deter-
mining whether a “search” had occurred. Smith v. Mary-
land, 442 U. 8. 735, 739 (1979). Over time, the Court
minimized the subjective prong of Justice Harlan’s test.
See Kerr, Katz Has Only One Step: The Irrelevance of
Subjective Expectations, 82 U. Chi. L. Rev. 113 (2015).
That left the objective prong—the “reasonable expectation
of privacy” test that the Court still applies today. See
ante, at 5; United States v. Jones, 565 U.S. 400, 406
(2012).

II

Under the Katz test, a “search” occurs whenever “gov-
ernment officers violate a person’s ‘reasonable expectation
of privacy.”” Jones, supra, at 406. The most glaring prob-
lem with this test is that it has “no plausible foundation in
the text of the Fourth Amendment.” Carter, 525 U. S., at
97 (opinion of Scalia, J.). The Fourth Amendment, as
relevant here, protects “[tlhe right of the people to be
secure in their persons, houses, papers, and effects,
against unreasonable searches.” By defining “search” to
mean “any violation of a reasonable expectation of pri-
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vacy,” the Katz test misconstrues virtually every one of
these words.

A

The Katz test distorts the original meaning of
“searc[h]”—the word in the Fourth Amendment that it
purports to define, see ante, at 5; Smith, supra. Under the
Katz test, the government conducts a search anytime it
violates someone’s “reasonable expectation of privacy.”
That is not a normal definition of the word “search.”

At the founding, “search” did not mean a violation of
someone’s reasonable expectation of privacy. The word
was probably not a term of art, as it does not appear in
legal dictionaries from the era. And its ordinary meaning
was the same as it is today: “‘[t]o look over or through for
the purpose of finding something; to explore; to examine
by inspection; as, to search the house for a book; to search
the wood for a thief.’”” Kyllo v. United States, 533 U. S. 27,
32, n. 1 (2001) (quoting N. Webster, An American Diction-
ary of the English Language 66 (1828) (reprint 6th ed.
1989)); accord, 2 S. Johnson, A Dictionary of the English
Language (5th ed. 1773) (“Inquiry by looking into every
suspected place”); N. Bailey, An Universal Etymological
English Dictionary (22d ed. 1770) (“a seeking after, a
looking for, &c.”); 2 J. Ash, The New and Complete Dic-
tionary of the English Language (2d ed. 1795) (“An en-
quiry, an examination, the act of seeking, an enquiry by
looking into every suspected place; a quest; a pursuit’); T.
Sheridan, A Complete Dictionary of the English Language
(6th ed. 1796) (similar). The word “search” was not asso-
ciated with “reasonable expectation of privacy” until Jus-
tice Harlan coined that phrase in 1967. The phrase “ex-
pectation(s) of privacy” does not appear in the pre-Katz
federal or state case reporters, the papers of prominent
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Founders,? early congressional documents and debates,?
collections of early American English texts, or early
American newspapers.b

B

The Kaiz test strays even further from the text by focus-
ing on the concept of “privacy.” The word “privacy” does
not appear in the Fourth Amendment (or anywhere else in
the Constitution for that matter). Instead, the Fourth
Amendment references “[t]he right of the people to be
secure.” It then qualifies that right by limiting it to “per-
sons” and three specific types of property: “houses, papers,
and effects.” By connecting the right to be secure to these
four specific objects, “[t]he text of the Fourth Amendment
reflects its close connection to property.” <Jones, supra, at
405. “[P]rivacy,” by contrast, “was not part of the political
vocabulary of the [founding]. Instead, liberty and privacy
rights were understood largely in terms of property
rights.” Cloud, Property Is Privacy: Locke and Brandeis in
the Twenty-First Century, 565 Am. Crim. L. Rev. 37, 42
(2018).

Those who ratified the Fourth Amendment were quite
familiar with the notion of security in property. Security
in property was a prominent concept in English law. See,
e.g., 3 W. Blackstone, Commentaries on the Laws of Eng-

2National Archives, Library of Congress, Founders Online, https://
founders.archives.gov (all Internet materials as last visited June
18, 2018).

3A Century of Lawmaking For A New Nation, U. S. Congressional
Documents and Debates, 1774-1875 (May 1, 2003), https:/memory.loc
.gov/ammem/amlaw/lawhome.html.

4Corpus of Historical American English, https://corpus.byu.edu/coha;
Google Books (American), https://googlebooks.byu.edu/x.asp; Corpus of
Founding Era American English, https://lawncl.byu.edu/cofea.

5Readex, America’s Historical Newspapers (2018), https:/
www.readex.com/content/americas-historical-newspapers.
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land 288 (1768) (“[E]very man’s house is looked upon by
the law to be his castle”); 3 E. Coke, Institutes of Laws of
England 162 (6th ed. 1680) (“[Flor a man[]s house is his
Castle, & domus sua cuique est tutissimum refugium
[each man’s home is his safest refuge]’). The political
philosophy of John Locke, moreover, “permeated the 18th-
century political scene in America.” Obergefell v. Hodges,
576 U.S. ___, __ (2015) (THOMAS, J., dissenting) (slip op.,
at 8). For Locke, every individual had a property right “in
his own person” and in anything he “removed from the
common state [of] Nature” and “mixed his labour with.”
Second Treatise of Civil Government §27 (1690). Because
property is “very unsecure” in the state of nature, §123,
individuals form governments to obtain “a secure enjoy-
ment of their properties.” §95. Once a government is
formed, however, it cannot be given “a power to destroy
that which every one designs to secure”; it cannot legiti-
mately “endeavour to take away, and destroy the property
of the people,” or exercise “an absolute power over [their]
lives, liberties, and estates.” §222,

The concept of security in property recognized by Locke
and the English legal tradition appeared throughout the
materials that inspired the Fourth Amendment. In Entick
v. Carringion, 19 How. St. Tr. 1029 (C. P. 1765)—a her-
alded decision that the founding generation considered
“the true and ultimate expression of constitutional law,”
Boyd v. United States, 116 U. S. 616, 626 (1886)—Lord
Camden explained that “[t]he great end, for which men
entered into society, was to secure their property.” 19
How. St. Tr., at 1066. The American colonists echoed this
reasoning in their “widespread hostility” to the Crown’s
writs of assistance®—a practice that inspired the Revolu-

6Writs of assistance were “general warrants” that gave “customs
officials blanket authority to search where they pleased for goods
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tion and became “[t]he driving force behind the adoption of
the [Fourth] Amendment.” United States v. Verdugo-
Urquidez, 494 U, S. 259, 266 (1990). Prominent colonists
decried the writs as destroying “‘domestic security’” by
permitting broad searches of homes. M. Smith, The Writs
of Assistance Case 475 (1978) (quoting a 1772 Boston town
meeting); see also id., at 562 (complaining that “‘every
householder in this province, will necessarily become less
secure than he was before this writ’”” (quoting a 1762
article in the Boston Gazette)); id., at 493 (complaining
that the writs were “‘expressly contrary to the common
law, which ever regarded a man’s house as his castle, or a
place of perfect security’” (quoting a 1768 letter from John
Dickinson)). James Otis, who argued the famous Writs of
Assistance case, contended that the writs violated “‘the
fundamental Principl{e] of Law’” that “‘[a] Man who is
quiet, is as secure in his House, as a Prince in his Castle.””
Id., at 339 (quoting John Adam’s notes). John Adams
attended Otis’ argument and later drafted Article XIV of
the Massachusetts Constitution,? which served as a model
for the Fourth Amendment. See Clancy, The Framers’
Intent: John Adams, His Era, and the Fourth Amendment,
86 Ind. L.J. 979, 982 (2011); Donohue, The Original
Fourth Amendment, 83 U. Chi. L. Rev. 1181, 1269 (2016)

imported in violation of the British tax laws.” Stanford v. Texas, 379
U. S. 476, 481 (1965).

T“Every subject has a right to be secure from all unreasonable
searches and seizures of his person, his house, his papers, and all his
possessions. All warrants, therefore, are contrary to right, if the cause
or foundation of them be not previously supported by oath or affirma-
tion, and if the order in the warrant to a civil officer, to make search in
suspected places, or to arrest one or more suspected persons, or to seize
their property, be not accompanied with a special designation of the
person or objects of search, arrest, or seizure; and no warrant ought to
be issued but in cases, and with the formalities prescribed by the laws.”
Mass. Const., pt. I, Art. XIV (1780).
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(Donohue). Adams agreed that “[p|roperty must be se-
cured, or liberty cannot exist.” Discourse on Davila, in 6
The Works of John Adams 280 (C. Adams ed. 1851).

Of course, the founding generation understood that, by
securing their property, the Fourth Amendment would
often protect their privacy as well. See, e.g., Boyd, supra,
at 630 (explaining that searches of houses invade “the
privacies of life”); Wilkes v. Wood, 19 How. St. Tr. 1153,
1154 (C.P. 1763) (argument of counsel contending that
seizures of papers implicate “our most private concerns”).
But the Fourth Amendment’s attendant protection of
privacy does not justify Kaitz’s elevation of privacy as the
sine qua non of the Amendment. See T. Clancy, The
Fourth Amendment: Its History and Interpretation §3.4.4,
p. 78 (2008) (“[The Katz test] confuse[s] the reasons for
exercising the protected right with the right itself. A
purpose of exercising one’s Fourth Amendment rights
might be the desire for privacy, but the individual’s motiva-
tion is not the right protected”); cf. United States v. Gonzalez-
Lopez, 548 U.S. 140, 145 (2008) (rejecting “a line of
reasoning that ‘abstracts from the right to its purposes,
and then eliminates the right’”). As the majority opinion
in Katz recognized, the Fourth Amendment “cannot be
translated into a general constitutional ‘right to privacy,””
as its protections “often have nothing to do with privacy at
all” 389 U. S, at 350. dJustice Harlan’s focus on privacy
in his concurrence—an opinion that was issued between
Griswold v. Connecticut, 381 U. S. 479 (1965), and Roe v.
Wade, 410 U. S. 113 (1973)—reflects privacy’s status as
the organizing constitutional idea of the 1960s and 1970s.
The organizing constitutional idea of the founding era, by
contrast, was property.

C

In shifting the focus of the Fourth Amendment from
property to privacy, the Katz test also reads the words
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“persons, houses, papers, and effects” out of the text. At
its broadest formulation, the Katz test would find a search
“wherever an individual may harbor a reasonable ‘expecta-
tion of privacy.” Terry, 392 U. S., at 9 (emphasis added).
The Court today, for example, does not ask whether cell-
site location records are “persons, houses, papers, [or]
effects” within the meaning of the Fourth Amendment.?
Yet “persons, houses, papers, and effects” cannot mean
“anywhere” or “anything.” Katz's catchphrase that “the
Fourth Amendment protects people, not places,” is not a
serious attempt to reconcile the constitutional text. See
Carter, 525 U. S., at 98, n. 3 (opinion of Scalia, J.). The
Fourth Amendment obviously protects people; “[t]he ques-
tion ... is what protection it affords to those people.”
Katz, 389 U.S., at 361 (Harlan, J., concurring). The
Founders decided to protect the people from unreasonable
searches and seizures of four specific things—persons,
houses, papers, and effects. They identified those four
categories as “the objects of privacy protection to which
the Constitution would extend, leaving further expansion
to the good judgment . .. of the people through their rep-
resentatives in the legislature.” Carter, supra, at 97-98
(opinion of Scalia, J.).

This limiting language was important to the founders.
Madison’s first draft of the Fourth Amendment used a
different phrase: “their persons, their houses, their papers,
and their other property.” 1 Annals of Cong. 452 (1789)

8The answer to that question is not obvious. Cell-site location rec-
ords are business records that mechanically collect the interactions
between a person’s cell phone and the company’s towers; they are not
private papers and do not reveal the contents of any communications.
Cf. Schnapper, Unreasonable Searches and Seizures of Papers, 71 Va.
L. Rev. 869, 923-924 (1985) (explaining that business records that do
not reveal “personal or speech-related confidences” might not satisfy
the original meaning of “papers”).
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(emphasis added). In one of the few changes made to
Madison’s draft, the House Committee of Eleven changed
“other property” to “effects.” See House Committee of
Eleven Report (July 28, 1789), in N. Cogan, The Complete
Bill of Rights 334 (2d ed. 2015). This change might have
narrowed the Fourth Amendment by clarifying that it does
not protect real property (other than houses). See Oliver
v. United States, 466 U. S. 170, 177, and n. 7 (1984); Da-
vies, Recovering the Original Fourth Amendment, 98
Mich. L. Rev. 547, 709-714 (1999) (Davies). Or the change
might have broadened the Fourth Amendment by clarify-
ing that it protects commercial goods, not just personal
possessions. See Donohue 1301. Or it might have done
both. Whatever its ultimate effect, the change reveals
that the Founders understood the phrase “persons, houses,
papers, and effects” to be an important measure of the
Fourth Amendment’s overall scope. See Davies 710. The
Katz test, however, displaces and renders that phrase
entirely “superfluous.” Jones, 565 U. S., at 405.

D

“[Plersons, houses, papers, and effects” are not the only
words that the Katz test reads out of the Fourth Amend-
ment. The Fourth Amendment specifies that the people
have a right to be secure from unreasonable searches of
“their” persons, houses, papers, and effects. Although
phrased in the plural, “[t]he obvious meaning of [‘their’] is
that each person has the right to be secure against unrea-
sonable searches and seizures in his own person, house,
papers, and effects.” Carter, supra, at 92 (opinion of Sca-
lia, J.); see also District of Columbia v. Heller, 554 U. S.
570, 579 (2008) (explaining that the Constitution uses the
plural phrase “the people” to “refer to individual rights,
not ‘collective’ rights”). Stated differently, the word “their”
means, at the very least, that individuals do not have
Fourth Amendment rights in someone else’s property. See
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Carter, supra, at 92-94 (opinion of Scalia, J.). Yet, under
the Katz test, individuals can have a reasonable expecta-
tion of privacy in another person’s property. See, e.g.,
Carter, 525 U. S., at 89 (majority opinion) (“[A] person
may have a legitimate expectation of privacy in the house
of someone else”). Until today, our precedents have not
acknowledged that individuals can claim a reasonable
expectation of privacy in someone else’s business records.
See ante, at 2 (KENNEDY, J., dissenting). But the Court
erases that line in this case, at least for cell-site location
records. In doing so, it confirms that the Katz test does
not necessarily require an individual to prove that the
government searched his person, house, paper, or effect.

Carpenter attempts to argue that the cell-site records
are, in fact, his “papers,” see Brief for Petitioner 32-35;
Reply Brief 14-15, but his arguments are unpersuasive,
see ante, at 12—-13 (opinion of KENNEDY, J.); post, at 20-23
(ALITO, J., dissenting). Carpenter stipulated below that
the cell-site records are the business records of Sprint and
MetroPCS. See App. 51. He cites no property law in his
briefs to this Court, and he does not explain how he has a
property right in the companies’ records under the law of
any jurisdiction at any point in American history. If
someone stole these records from Sprint or MetroPCS,
Carpenter does not argue that he could recover in a tradi-
tional tort action. Nor do his contracts with Sprint and
MetroPCS make the records his, even though such provi-
sions could exist in the marketplace. Cf.,, e.g., Google
Terms of Service, https://policies.google.com/terms (“Some
of our Services allow you to upload, submit, store, send or
recelve content. You retain ownership of any intellectual
property rights that you hold in that content. In short,
what belongs to you stays yours”).

Instead of property, tort, or contract law, Carpenter
relies on the federal Telecommunications Act of 1996 to
demonstrate that the cell site records are his papers. The
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Telecommunications Act generally bars cell-phone compa-
nies from disclosing customers’ cell site location infor-
mation to the public. See 47 U.S. C. §222(c). This is
sufficient to make the records his, Carpenter argues,
because the Fourth Amendment merely requires him to
identify a source of “positive law” that “protects against
access by the public without consent.” Brief for Petitioner
32-33 (citing Baude & Stern, The Positive Law Model of
the Fourth Amendment, 129 Harv. L. Rev. 1821, 1825~
1826 (2016); emphasis deleted).

Carpenter is mistaken. To come within the text of the
Fourth Amendment, Carpenter must prove that the cell-
site records are his; positive law is potentially relevant
only insofar as it answers that question. The text of the
Fourth Amendment cannot plausibly be read to mean “any
violation of positive law” any more than it can plausibly be
read to mean “any violation of a reasonable expectation of
privacy.”

Thus, the Telecommunications Act is insufficient be-
cause it does not give Carpenter a property right in the
cell-site records. Section 222, titled “Privacy of customer
information,” protects customers’ privacy by preventing
cell-phone companies from disclosing sensitive information
about them. The statute creates a “duty to protect the
confidentiality” of information relating to customers,
§222(a), and creates “[p]rivacy requirements” that limit
the disclosure of that information, §222(c)(1). Nothing in
the text pre-empts state property law or gives customers a
property interest in the companies’ business records (as-
suming Congress even has that authority).® Although

9Carpenter relies on an order from the Federal Communications
Commission (FCC), which weakly states that “‘ftJo the extent [a cus-
tomer’s location information] is property, ... it is better understood as
belonging to the customer, not the carrier.”” Brief for Petitioner 34, and
n. 23 (quoting 13 FCC Red. 8061, 8093 Y43 (1998); emphasis added).
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§222 “protects the interests of individuals against wrong-
ful uses or disclosures of personal data, the rationale for
these legal protections has not historically been grounded
on a perception that people have property rights in per-
sonal data as such.” Samuelson, Privacy as Intellectual
Property? 52 Stan. L. Rev. 1125, 1130-1131 (2000) (foot-
note omitted). Any property rights remain with the
companies.

E

The Katz test comes closer to the text of the Fourth
Amendment when it asks whether an expectation of pri-
vacy is “reasonable,” but it ultimately distorts that term as
well. The Fourth Amendment forbids “unreasonable
searches.” In other words, reasonableness determines the
legality of a search, not “whether a search ... within the
meaning of the Constitution has occurred.” Carter, 525
U.S., at 97 (opinion of Scalia, J.) (internal quotation
marks omitted).

Moreover, the Katz test invokes the concept of reason-
ableness in a way that would be foreign to the ratifiers of
the Fourth Amendment. Originally, the word “unreason-
able” in the Fourth Amendment likely meant “against
reason”—as in “against the reason of the common law.”
See Donohue 1270-1275; Davies 686-693; California v.
Acevedo, 500 U. S. 565, 583 (1991) (Scalia, J., concurring
in judgment). At the founding, searches and seizures were

But this order was vacated by the Court of Appeals for the Tenth
Circuit. U. S. West, Inc. v. FCC, 182 F, 3d 1224, 1240 (1999). Notably,
the carrier in that case argued that the FCC’s regulation of customer
information was a taking of its property. See id., at 1230. Although
the panel majority had no occasion to address this argument, see id., at
1239, n. 14, the dissent concluded that the carrier had failed to prove
the information was “property” at all, see id., at 1247-1248 (opinion of
Briscoe, J.).
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regulated by a robust body of common-law rules. See
generally W. Cuddihy, The Fourth Amendment: Origins
and Original Meaning 602-1791 (2009); e.g., Wilson v.
Arkansas, 514 U, S. 927, 931-936 (1995) (discussing the
common-law knock-and-announce rule). The search-and-
seizure practices that the Founders feared most—such as
general warrants—were already illegal under the common
law, and jurists such as Lord Coke described violations of
the common law as “against reason.” See Donohue 1270-
1271, and n. 513. Locke, Blackstone, Adams, and other
influential figures shortened the phrase “against reason”
to “unreasonable.” See id., at 1270-1275. Thus, by pro-
hibiting “unreasonable” searches and seizures in the
Fourth Amendment, the Founders ensured that the newly
created Congress could not use legislation to abolish the
established common-law rules of search and seizure. See
T. Cooley, Constitutional Limitations *303 (2d ed. 1871); 3
dJ. Story, Commentaries on the Constitution of the United
States §1895, p. 748 (1833).

Although the Court today maintains that its decision is
based on “Founding-era understandings,” ante, at 6, the
Founders would be puzzled by the Court’s conclusion as
well as its reasoning. The Court holds that the Govern-
ment unreasonably searched Carpenter by subpoenaing
the cell-site records of Sprint and MetroPCS without a
warrant. But the Founders would not recognize the
Court’s “warrant requirement.” Ante, at 21. The common
law required warrants for some types of searches and
seizures, but not for many others. The relevant rule de-
pended on context. See Acevedo, supra, at 583-584 (opin-
ion of Scalia, J.); Amar, Fourth Amendment First Princi-
ples, 107 Harv. L. Rev. 757, 763-770 (1994); Davies 738—
739. In cases like this one, a subpoena for third-party
documents was not a “search” to begin with, and the com-
mon law did not limit the government’s authority to sub-
poena third parties. See post, at 2-12 (ALITO, J., dissent-
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ing). Suffice it to say, the Founders would be confused by
this Court’s transformation of their common-law protec-
tion of property into a “warrant requirement” and a vague
inquiry into “reasonable expectations of privacy.”

I

That the Katz test departs so far from the text of the
Fourth Amendment is reason enough to reject it. But the
Katz test also has proved unworkable in practice. Jurists
and commentators tasked with deciphering our jurispru-
dence have described the Kaiz regime as “an unpredictable
jumble,” “a mass of contradictions and obscurities,” “all

over the map,” “riddled with inconsistency and incoher-
” o«

ence,” “a series of inconsistent and bizarre results that
[the Court] has left entirely undefended,” “unstable,”
“chameleon-like,” “‘notoriously unhelpful,’” “a conclusion
rather than a starting point for analysis,” “distressingly
unmanageable,” “a dismal failure,” “flawed to the core,”
“unadorned fiat,” and “inspired by the kind of logic that
produced Rube Goldberg’s bizarre contraptions.”® Even

WRKugler & Strahilevitz, Actual Expectations of Privacy, Fourth
Amendment Doctrine, and the Mosaic Theory, 2015 S. Ct. Rev. 205,
261; Bradley, Two Models of the Fourth Amendment, 83 Mich. L. Rev.
1468 (1985); Kerr, Four Models of Fourth Amendment Protection, 60
Stan. L. Rev. 503, 505 (2007); Solove, Fourth Amendment Pragmatism,
51 Boston College L. Rev. 1511 (2010); Wasserstom & Seidman, The
Fourth Amendment as Constitutional Theory, 77 Geo. L.J. 19, 29
(1988); Colb, What Is a Search? Two Conceptual Flaws in Fourth
Amendment Doctrine and Some Hints of a Remedy, 55 Stan. L. Rev.
119, 122 (2002); Clancy, The Fourth Amendment: Its History and
Interpretation §3.3.4, p. 65 (2008); Minnesota v. Carter, 525 U. S. 83, 97
(1998) (Scalia, J., dissenting); State v. Campbell, 306 Ore. 157, 164, 759
P. 2d 1040, 1044 (1988); Wilkins, Defining the “Reasonable Expectation
of Privacy”: an Emerging Tripartite Analysis, 40 Vand. L. Rev. 1077,
1107 (1987); Yeager, Search, Seizure and the Positive Law: Expecta-
tions of Privacy Outside the Fourth Amendment, 84 J. Crim. L. & C.
249, 251 (1993); Thomas, Time Travel, Hovercrafts, and the Framers:
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Justice Harlan, four years after penning his concurrence
in Katz, confessed that the test encouraged “the substitu-
tion of words for analysis.” United States v. White, 401
U. S. 745, 786 (1971) (dissenting opinion).

After 50 years, it is still unclear what question the Katz
test is even asking. This Court has steadfastly declined to
elaborate the relevant considerations or identify any
meaningful constraints. See, e.g., ante, at 5 (“[N]o single
rubric definitively resolves which expectations of privacy
are entitled to protection”); O’Connor v. Ortega, 480 U. S.
709, 715 (1987) (plurality opinion) (“We have no talisman
that determines in all cases those privacy expectations
that society is prepared to accept as reasonable”); Oliver,
466 U. S., at 177 (“No single factor determines whether an
individual legitimately may claim under the Fourth
Amendment that a place should be free of government
intrusion”).

Justice Harlan’s original formulation of the Katz test
appears to ask a descriptive question: Whether a given
expectation of privacy is “one that society is prepared to
recognize as ‘reasonable.’” 389 U. S., at 361. As written,
the Katz test turns on society’s actual, current views about
the reasonableness of various expectations of privacy.

But this descriptive understanding presents several
problems. For starters, it is easily circumvented. If, for
example, “the Government were suddenly to announce on
nationwide television that all homes henceforth would be
subject to warrantless entry,” individuals could not realis-
tically expect privacy in their homes. Smith, 442 U. S,, at
740, n. 5; see also Chemerinsky, Rediscovering Brandeis’s

James Madison Sees the Future and Rewrites the Fourth Amendment,
80 Notre Dame L. Rev. 1451, 1500 (2005); Rakas v. Illinois, 439 U. 8.
128, 165 (1978) (White, J., dissenting); Cloud, Rube Goldberg Meets the
Constitution: The Supreme Court, Technology, and the Fourth
Amendment, 72 Miss. L. J. 5, 7 (2002).
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Right to Privacy, 45 Brandeis L. J. 643, 650 (2007) (“[Un-
der Katz, t)he government seemingly can deny privacy just
by letting people know in advance not to expect any”). A
purely descriptive understanding of the Katz test also
risks “circular[ity].” Kyllo, 533 U. S., at 34. While this
Court is supposed to base its decisions on society’s expec-
tations of privacy, society’s expectations of privacy are, in
turn, shaped by this Court’s decisions. See Posner, The
Uncertain Protection of Privacy by the Supreme Court,
1979 S. Ct. Rev. 173, 188 (“[W]hether [a person] will or
will not have [a reasonable] expectation [of privacy] will
depend on what the legal rule is”).

To address this circularity problem, the Court has in-
sisted that expectations of privacy must come from outside
its Fourth Amendment precedents, “either by reference to
concepts of real or personal property law or to understand-
ings that are recognized and permitted by society.” Rakas
v. Illinois, 439 U.S. 128, 144, n. 12 (1978). But the
Court’s supposed reliance on “real or personal property
law” rings hollow. The whole point of Kaiz was to “‘dis-
credi[t]’” the relationship between the Fourth Amendment
and property law, 389 U. S., at 353, and this Court has
repeatedly downplayed the importance of property law
under the Katz test, see, e.g., United States v. Salvucci,
448 U. S. 83, 91 (1980) (“[P]roperty rights are neither the
beginning nor the end of this Court’s inquiry [under
Katz]”); Rawlings v. Kentucky, 448 U. S. 98, 105 (1980)
(“[This Court has] emphatically rejected the notion that
‘arcane’ concepts of property law ought to control the
ability to claim the protections of the Fourth Amend-
ment”). Today, for example, the Court makes no mention
of property law, except to reject its relevance. See ante, at
5, and n. 1,

As for “understandings that are recognized or permitted
in society,” this Court has never answered even the most
basic questions about what this means. See Kerr, Four
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Models of Fourth Amendment Protection, 60 Stan. L. Rev.
503, 504—-505 (2007). For example, our precedents do not
explain who is included in “society,” how we know what
they “recogniz[e] or permi[t],” and how much of society must
agree before something constitutes an “understanding.”

Here, for example, society might prefer a balanced
regime that prohibits the Government from obtaining cell-
site location information unless it can persuade a neutral
magistrate that the information bears on an ongoing
criminal investigation. That is precisely the regime Con-
gress created under the Stored Communications Act and
Telecommunications Act. See 47 U. S. C. §222(c)(1); 18
U. S. C. §§2703(c)(1)(B), (d). With no sense of irony, the
Court invalidates this regime today—the one that society
actually created “in the form of its elected representatives
in Congress.” 819 F. 3d 880, 890 (2016).

Truth be told, this Court does not treat the Katz test as
a descriptive inquiry. Although the Kaiz test is phrased in
descriptive terms about society’s views, this Court treats it
like a normative question—whether a particular practice
should be considered a search under the Fourth Amend-
ment. Justice Harlan thought this was the best way to
understand his test. See White, 401 U. S., at 786 (dissent-
ing opinion) (explaining that courts must assess the “de-
sirability” of privacy expectations and ask whether courts
“should” recognize them by “balanc[ing]” the “impact on
the individual’s sense of security . .. against the utility of
the conduct as a technique of law enforcement”). And a
normative understanding is the only way to make sense of
this Court’s precedents, which bear the hallmarks of sub-
jective policymaking instead of neutral legal decisionmak-
ing. “[T]he only thing the past three decades have estab-
lished about the Kaitz test” is that society’s expectations of
privacy “bear an uncanny resemblance to those expecta-
tions of privacy that this Court considers reasonable.”
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Carter, 525 U.S., at 97 (opinion of Scalia, J.). Yet,
“[t}hough we know ourselves to be eminently reasonable,
self-awareness of eminent reasonableness is not really a
substitute for democratic election.” Sosa v. Alvarez-
Machain, 542 U. S. 692, 750 (2004) (Scalia, J., concurring
in part and concurring in judgment).

* * *

In several recent decisions, this Court has declined to
apply the Katz test because it threatened to narrow the
original scope of the Fourth Amendment. See Grady v.
North Carolina, 5756 U. S. ___, ___ (2015) (per curiam) (slip
op., at 3); Florida v. Jardines, 569 U. S. 1, 5 (2013); Jones,
565 U. S., at 406-407. But as today’s decision demon-
strates, Katz can also be invoked to expand the Fourth
Amendment beyond its original scope. This Court should
not tolerate errors in either direction. “The People,
through ratification, have already weighed the policy
tradeoffs that constitutional rights entail.” Luis v. United
States, 578 U. S. , (2016) (THOMAS, J., concurring in
judgment) (slip op., at 10). Whether the rights they rati-
fied are too broad or too narrow by modern lights, this
Court has no authority to unilaterally alter the document
they approved.

Because the Kaiz test is a failed experiment, this Court
is dutybound to reconsider it. Until it does, I agree with
my dissenting colleagues’ reading of our precedents.
Accordingly, I respectfully dissent.
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SUPREME COURT OF THE UNITED STATES

No. 16-402

TIMOTHY IVORY CARPENTER, PETITIONER v.
UNITED STATES

ON WRIT OF CERTIORARI TO THE UNITED STATES COURT OF
APPEALS FOR THE SIXTH CIRCUIT

[June 22, 2018]

JUSTICE ALITO, with whom JUSTICE THOMAS joins,
dissenting.

I share the Court’s concern about the effect of new tech-
nology on personal privacy, but I fear that today’s decision
will do far more harm than good. The Court’s reasoning
fractures two fundamental pillars of Fourth Amendment
law, and in doing so, it guarantees a blizzard of litigation
while threatening many legitimate and valuable investiga-
tive practices upon which law enforcement has rightfully
come to rely.

First, the Court ignores the basic distinction between an
actual search (dispatching law enforcement officers to
enter private premises and root through private papers
and effects) and an order merely requiring a party to look
through its own records and produce specified documents.
The former, which intrudes on personal privacy far more
deeply, requires probable cause; the latter does not.
Treating an order to produce like an actual search, as
today’s decision does, is revolutionary. It violates both the
original understanding of the Fourth Amendment and
more than a century of Supreme Court precedent. Unless
it is somehow restricted to the particular situation in the
present case, the Court’s move will cause upheaval. Must
every grand jury subpoena duces tecum be supported by
probable cause? If so, investigations of terrorism, political
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corruption, white-collar crime, and many other offenses
will be stymied. And what about subpoenas and other
document-production orders issued by administrative
agencies? See, e.g., 15 U. S. C. §567b—1(c) (Federal Trade
Commission); §§77s(c), 78u(a)-(b) (Securities and Ex-
change Commission); 29 U.S. C. §657(b) (Occupational
Safety and Health Administration); 29 CFR §1601.16(a)(2)
(2017) (Equal Employment Opportunity Commission).

Second, the Court allows a defendant to object to the
search of a third party’s property. This also is revolution-
ary. The Fourth Amendment protects “[t]he right of the
people to be secure in their persons, houses, papers, and
effects” (emphasis added), not the persons, houses, papers,
and effects of others. Until today, we have been careful to
heed this fundamental feature of the Amendment’s text.
This was true when the Fourth Amendment was tied to
property law, and it remained true after Katz v. United
States, 389 U. S. 347 (1967), broadened the Amendment’s
reach.

By departing dramatically from these fundamental
principles, the Court destabilizes long-established Fourth
Amendment doctrine. We will be making repairs—or
picking up the pieces—for a long time to come.

I

Today the majority holds that a court order requiring
the production of cell-site records may be issued only after
the Government demonstrates probable cause. See ante,
at 18. That is a serious and consequential mistake. The
Court’s holding is based on the premise that the order
issued in this case was an actual “search” within the
meaning of the Fourth Amendment, but that premise is
inconsistent with the original meaning of the Fourth
Amendment and with more than a century of precedent.
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A

The order in this case was the functional equivalent of a
subpoena for documents, and there is no evidence that
these writs were regarded as “searches” at the time of the
founding. Subpoenas duces tecum and other forms of
compulsory document production were well known to the
founding generation. Blackstone dated the first writ of
subpoena to the reign of King Richard II in the late 14th
century, and by the end of the 15th century, the use of
such writs had “become the daily practice of the [Chan-
cery] court.” 3 W. Blackstone, Commentaries on the Laws
of England 53 (G. Tucker ed. 1803) (Blackstone). Over the
next 200 years, subpoenas would grow in prominence and
power in tandem with the Court of Chancery, and by the
end of Charles IT's reign in 1685, two important innova-
tions had occurred.

First, the Court of Chancery developed a new species of
subpoena. Until this point, subpoenas had been used
largely to compel attendance and oral testimony from
witnesses; these subpoenas correspond to today’s subpoe-
nas ad testificandum. But the Court of Chancery also
improvised a new version of the writ that tacked onto a
regular subpoena an order compelling the witness to bring
certain items with him. By issuing these so-called sub-
poenas duces tecum, the Court of Chancery could compel
the production of papers, books, and other forms of physi-
cal evidence, whether from the parties to the case or from
third parties. Such subpoenas were sufficiently common-
place by 1623 that a leading treatise on the practice of law
could refer in passing to the fee for a “Sub peena of Ducas
tecum” (seven shillings and two pence) without needing to
elaborate further. T. Powell, The Attourneys Academy 79
(1623). Subpoenas duces tecum would swell in use over
the next century as the rules for their application became
ever more developed and definite. See, e.g., 1 G. Jacob,
The Compleat Chancery-Practiser 290 (1730) (“The Sub-
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poena duces tecum is awarded when the Defendant has
confessed by his Answer that he hath such Writings in his
Hands as are prayed by the Bill to be discovered or
brought into Court”).

Second, although this new species of subpoena had its
origins in the Court of Chancery, it soon made an appear-
ance in the work of the common-law courts as well. One
court later reported that “[t]he Courts of Common law . ..
employed the same or similar means ... from the time of

Charles the Second at least.” Amey v. Long, 9 East. 473,
484, 103 Eng. Rep. 653, 658 (K. B. 1808).

By the time Blackstone published his Commentaries on
the Laws of England in the 1760’s, the use of subpoenas
duces tecum had bled over substantially from the courts of
equity to the common-law courts. Admittedly, the transi-
tion was still incomplete: In the context of jury trials, for
example, Blackstone complained about “the want of a
compulsive power for the production of books and papers
belonging to the parties.” Blackstone 381; see also, e.g.,
Entick v. Carrington, 19 State Trials 1029, 1073 (K. B.
1765) (“I wish some cases had been shewn, where the law
forceth evidence out of the owner’s custody by process.
[But] where the adversary has by force or fraud got pos-
session of your own proper evidence, there is no way to get
it back but by action”). But Blackstone found some com-
fort in the fact that at least those documents “[i]n the
hands of third persons ... can generally be obtained by
rule of court, or by adding a clause of requisition to the
writ of subpoena, which is then called a subpoena duces
tecum.” Blackstone 381; see also, e.g., Leeds v. Cook, 4
Esp. 256, 257, 170 Eng. Rep. 711 (N. P. 1803) (third-party
subpoena duces tecum); Rex v. Babb, 3 T. R. 579, 580, 100
Eng. Rep. 743, 744 (K. B. 1790) (third-party document
production). One of the primary questions outstanding,
then, was whether common-law courts would remedy the
“defect[s]” identified by the Commentaries, and allow
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parties to use subpoenas duces tecum not only with respect
to third parties but also with respect to each other. Black-
stone 381.

That question soon found an affirmative answer on both
sides of the Atlantic. In the United States, the First Con-
gress established the federal court system in the Judiciary
Act of 1789. As part of that Act, Congress authorized “all
the said courts of the United States ... in the trial of
actions at law, on motion and due notice thereof being
given, to require the parties to produce books or writings
in their possession or power, which contain evidence per-
tinent to the issue, in cases and under circumstances
where they might be compelled to produce the same by the
ordinary rules of proceeding in chancery.” §15, 1 Stat. 82.
From that point forward, federal courts in the United
States could compel the production of documents regard-
less of whether those documents were held by parties to
the case or by third parties.

In Great Britain, too, it was soon definitively estab-
lished that common-law courts, like their counterparts in
equity, could subpoena documents held either by parties to
the case or by third parties. After proceeding in fits and
starts, the King’s Bench eventually held in Amey v. Long
that the “writ of subpcena duces tecum [is] a writ of com-
pulsory obligation and effect in the law.” 9 East., at 486,
103 Eng. Rep., at 6568. Writing for a unanimous court,
Lord Chief Justice Ellenborough explained that “[t]he
right to resort to means competent to compel the produc-
tion of written, as well as oral, testimony seems essential
to the very existence and constitution of a Court of Com-
mon Law.” Id., at 484, 103 Eng. Rep., at 6568. Without the
power to issue subpoenas duces tecum, the Lord Chief
Justice observed, common-law courts “could not possibly
proceed with due effect.” Ibid.

The prevalence of subpoenas duces tecum at the time of
the founding was not limited to the civil context. In crim-
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inal cases, courts and prosecutors were also using the writ
to compel the production of necessary documents. In Rex
v. Dixon, 3 Burr. 1687, 97 Eng. Rep. 1047 (K. B. 1765), for
example, the King’s Bench considered the propriety of a
subpoena duces tecum served on an attorney named Sam-
uel Dixon. Dixon had been called “to give evidence before
the grand jury of the county of Northampton” and specifi-
cally “to produce three vouchers ... in order to found a
prosecution by way of indictment against [his client]
Peach . . . for forgery.” Id., at 1687, 97 Eng. Rep., at 1047—
1048. Although the court ultimately held that Dixon had
not needed to produce the vouchers on account of attorney-
client privilege, none of the justices expressed the slightest
doubt about the general propriety of subpoenas duces
tecum in the criminal context. See id., at 1688, 97 Eng.
Rep., at 1048. As Lord Chief Justice Ellenborough later
explained, “[ijn that case no objection was taken to the
writ, but to the special circumstances under which the
party possessed the papers; so that the Court may be
considered as recognizing the general obligation to obey
writs of that description in other cases.” Amey, supra, at
485, 103 Eng. Rep., at 658; see also 4 J. Chitty, Practical
Treatise on the Criminal Law 185 (1816) (template for
criminal subpoena duces tecum).

As Dixon shows, subpoenas duces tecum were routine in
part because of their close association with grand juries.
Early American colonists imported the grand jury, like so
many other common-law traditions, and they quickly
flourished. See United States v. Calandra, 414 U. S. 338,
342343 (1974). Grand juries were empaneled by the
federal courts almost as soon as the latter were estab-
lished, and both they and their state counterparts actively
exercised their wide-ranging common-law authority. See
R. Younger, The People’s Panel 47-55 (1963). Indeed, “the
Founders thought the grand jury so essential . . . that they
provided in the Fifth Amendment that federal prosecution
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for serious crimes can only be instituted by ‘a presentment
or indictment of a Grand Jury.”” Calandra, supra, at 343.

Given the popularity and prevalence of grand juries at
the time, the Founders must have been intimately familiar
with the tools they used-—including compulsory process—
to accomplish their work. As a matter of tradition, grand
juries were “accorded wide latitude to inquire into viola-
tions of criminal law,” including the power to “compel the
production of evidence or the testimony of witnesses as
[they] conside[r] appropriate.” Ibid. Long before national
independence was achieved, grand juries were already
using their broad inquisitorial powers not only to present
and indict criminal suspects but also to inspect public
buildings, to levy taxes, to supervise the administration of
the laws, to advance municipal reforms such as street
repair and bridge maintenance, and in some cases even to
propose legislation. Younger, supra, at 5-26. Of course,
such work depended entirely on grand juries’ ability to
access any relevant documents.

Grand juries continued to exercise these broad inquisi-
torial powers up through the time of the founding. See
Blair v. United States, 250 U. S. 273, 280 (1919) (“At the
foundation of our Federal Government the inquisitorial
function of the grand jury and the compulsion of witnesses
were recognized as incidents of the judicial power”). In a
series of lectures delivered in the early 1790’s, Justice
James Wilson crowed that grand juries were “the peculiar
boast of the common law” thanks in part to their wide-
ranging authority: “All the operations of government, and
of its ministers and officers, are within the compass of
their view and research.” 2 J. Wilson, The Works of James
Wilson 534, 537 (R. McCloskey ed. 1967). That reflected
the broader insight that “[t]he grand jury’s investigative
power must be broad if its public responsibility is ade-
quately to be discharged.” Calandra, supra, at 344.

Compulsory process was also familiar to the founding



8 CARPENTER v. UNITED STATES

ALITO, J., dissenting

generation in part because it reflected “the ancient propo-
sition of law” that “‘“the public ... has a right to every
man’s evidence.””” United States v. Nixon, 418 U. S. 683,
709 (1974); see also ante, at 10 (KENNEDY, J., dissenting).
As early as 1612, “Lord Bacon is reported to have declared
that ‘all subjects, without distinction of degrees, owe to the
King tribute and service, not only of their deed and hand,
but of their knowledge and discovery.”” Blair, supra, at
279-280. That duty could be “onerous at times,” yet the
Founders considered it “necessary to the administration of
justice according to the forms and modes established in
our system of government.” Id., at 281; see also Calandra,
supra, at 345.

B

Talk of kings and common-law writs may seem out of
place in a case about cell-site records and the protections
afforded by the Fourth Amendment in the modern age.
But this history matters, not least because it tells us what
was on the minds of those who ratified the Fourth
Amendment and how they understood its scope. That
history makes it abundantly clear that the Fourth
Amendment, as originally understood, did not apply to the
compulsory production of documents at all.

The Fourth Amendment does not regulate all methods
by which the Government obtains documents. Rather, it
prohibits only those “searches and seizures” of “persons,
houses, papers, and effects” that are “unreasonable.”
Consistent with that language, “at least until the latter
half of the 20th century” “our Fourth Amendment juris-
prudence was tied to common-law trespass.” United
States v. Jones, 565 U, S. 400, 405 (2012). So by its terms,
the Fourth Amendment does not apply to the compulsory
production of documents, a practice that involves neither
any physical intrusion into private space nor any taking of
property by agents of the state. Even Justice Brandeis—a
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stalwart proponent of construing the Fourth Amendment
liberally—acknowledged that “under any ordinary con-
struction of language,” “there is no ‘search’ or ‘seizure’
when a defendant is required to produce a document in
the orderly process of a court’s procedure.” Olmstead v.
United States, 277 U.S. 438, 476 (1928) (dissenting
opinion).!

Nor is there any reason to believe that the Founders
intended the Fourth Amendment to regulate courts’ use of
compulsory process. American colonists rebelled against
the Crown’s physical invasions of their persons and their
property, not against its acquisition of information by any
and all means. As Justice Black once put it, “[t}he Fourth
Amendment was aimed directly at the abhorred practice of
breaking in, ransacking and searching homes and other
buildings and seizing people’s personal belongings without
warrants issued by magistrates.” Katz, 389 U. S., at 367
(dissenting opinion). More recently, we have acknowl-
edged that “the Fourth Amendment was the founding
generation’s response to the reviled ‘general warrants’ and
‘writs of assistance’ of the colonial era, which allowed

L Any other interpretation of the Fourth Amendment’s text would run
into insuperable problems because it would apply not only to subpoenas
duces tecum but to all other forms of compulsory process as well. If the
Fourth Amendment applies to the compelled production of documents,
then it must also apply to the compelled production of testimony—an
outcome that we have repeatedly rejected and which, if accepted, would
send much of the field of criminal procedure into a tailspin. See, e.g.,
United States v. Dionisio, 410 U.S. 1, 9 (1973) (“It is clear that a
subpoena to appear before a grand jury is not a ‘seizure’ in the Fourth
Amendment sense, even though that summons may be inconvenient or
burdensome”); United States v. Calandra, 414 U. S. 338, 354 (1974)
(“Grand jury questions ... involve no independent governmental
invasion of one’s person, house, papers, or effects”). As a matter of
original understanding, a subpoena duces tecum no more effects a
“search” or “seizure” of papers within the meaning of the Fourth
Amendment than a subpoena ad testificandum effects a “search” or
“seizure” of a person.
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British officers to rummage through homes in an unre-
strained search for evidence of criminal activity.” Riley v.
California, 573 U. S. __, ___ (2014) (slip op., at 27).

General warrants and writs of assistance were noxious
not because they allowed the Government to acquire
evidence in criminal investigations, but because of the
means by which they permitted the Government to acquire
that evidence. Then, as today, searches could be quite
invasive. Searches generally begin with officers “mak[ing]
nonconsensual entries into areas not open to the public.”
Donovan v. Lone Steer, Inc., 464 U. S. 408, 414 (1984).
Once there, officers are necessarily in a position to observe
private spaces generally shielded from the public and
discernible only with the owner’s consent. Private area
after private area becomes exposed to the officers’ eyes as
they rummage through the owner’s property in their hunt
for the object or objects of the search. If they are search-
ing for documents, officers may additionally have to rifle
through many other papers—potentially filled with the
most intimate details of a person’s thoughts and life—
before they find the specific information they are seeking.
See Andresen v. Maryland, 427 U.S. 463, 482, n. 11
(1976). If anything sufficiently incriminating comes into
view, officers seize it. Horton v. California, 496 U. S. 128,
136-137 (1990). Physical destruction always lurks as an
underlying possibility; “officers executing search warrants
on occasion must damage property in order to perform
their duty.” Dalia v. United States, 441 U. S. 238, 258
(1979); see, e.g., United States v. Ramirez, 523 U. S. 65,
71-72 (1998) (breaking garage window); United States v.
Ross, 456 U.S. 798, 817-818 (1982) (ripping open car
upholstery); Brown v. Battle Creek Police Dept., 844 F. 3d
556, 572 (CA6 2016) (shooting and killing two pet dogs);
Lawmaster v. Ward, 125 F. 3d 1341, 1350, n. 3 (CA10
1997) (breaking locks).

Compliance with a subpoena duces tecum requires none
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of that. A subpoena duces tecum permits a subpoenaed
individual to conduct the search for the relevant docu-
ments himself, without law enforcement officers entering
his home or rooting through his papers and effects. As a
result, subpoenas avoid the many incidental invasions of
privacy that necessarily accompany any actual search.
And it was those invasions of privacy—which, although
incidental, could often be extremely intrusive and damag-
ing—that led to the adoption of the Fourth Amendment.
Neither this Court nor any of the parties have offered
the slightest bit of historical evidence to support the idea
that the Fourth Amendment originally applied to subpoe-
nas duces tecum and other forms of compulsory process.
That is telling, for as I have explained, these forms of
compulsory process were a feature of criminal (and civil)
procedure well known to the Founders. The Founders
would thus have understood that holding the compulsory
production of documents to the same standard as actual
searches and seizures would cripple the work of courts in
civil and criminal cases alike. It would be remarkable to
think that, despite that knowledge, the Founders would
have gone ahead and sought to impose such a require-
ment. It would be even more incredible to believe that the
Founders would have imposed that requirement through
the inapt vehicle of an amendment directed at different
concerns. But it would blink reality entirely to argue that
this entire process happened without anyone saying the
least thing about it—not during the drafting of the Bill of
Rights, not during any of the subsequent ratification
debates, and not for most of the century that followed. If
the Founders thought the Fourth Amendment applied to
the compulsory production of documents, one would imag-
ine that there would be some founding-era evidence of the
Fourth Amendment being applied to the compulsory pro-
duction of documents. Cf. Free Enterprise Fund v. Public
Company Accounting Oversight Bd., 561 U. S. 477, 505
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(2010); Printz v. United States, 521 U. S. 898, 905 (1997).
Yet none has been brought to our attention.

C

Of course, our jurisprudence has not stood still since
1791. We now evaluate subpoenas duces tecum and other
forms of compulsory document production under the
Fourth Amendment, although we employ a reasonableness
standard that is less demanding than the requirements for
a warrant. But the road to that doctrinal destination was
anything but smooth, and our initial missteps—and the
subsequent struggle to extricate ourselves from their
consequences—should provide an object lesson for today’s
majority about the dangers of holding compulsory process
to the same standard as actual searches and seizures.

For almost a century after the Fourth Amendment was
enacted, this Court said and did nothing to indicate that it
might regulate the compulsory production of documents.
But that changed temporarily when the Court decided
Boyd v. United States, 116 U. S. 616 (1886), the first—and,
until today, the only—case in which this Court has ever
held the compulsory production of documents to the same
standard as actual searches and seizures.

The Boyd Court held that a court order compelling a
company to produce potentially incriminating business
records violated both the Fourth and the Fifth Amend-
ments. The Court acknowledged that “certain aggravating
incidents of actual search and seizure, such as forcible
entry into a man’s house and searching amongst his pa-
pers, are wanting” when the Government relies on com-
pulsory process. Id., at 622, But it nevertheless asserted
that the Fourth Amendment ought to “be liberally con-
strued,” id., at 635, and further reasoned that compulsory
process “effects the sole object and purpose of search and
seizure” by “forcing from a party evidence against him-
self, id., at 622. “In this regard,” the Court concluded,
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“the Fourth and Fifth Amendments run almost into each
other.” Id., at 630. Having equated compulsory process
with actual searches and seizures and having melded the
Fourth Amendment with the Fifth, the Court then found
the order at issue unconstitutional because it compelled
the production of property to which the Government did
not have superior title. See id., at 622—-630.

In a concurrence joined by Chief Justice Waite, Justice
Miller agreed that the order violated the Fifth Amend-
ment, id., at 639, but he strongly protested the majority’s
invocation of the Fourth Amendment. He explained:
“[T]here is no reason why this court should assume that
the action of the court below, in requiring a party to pro-
duce certain papers ... , authorizes an unreasonable
search or seizure of the house, papers, or effects of that
party. There is in fact no search and no seizure.” Ibid. “If
the mere service of a notice to produce a paper ... is a
search,” Justice Miller concluded, “then a change has
taken place in the meaning of words, which has not come
within my reading, and which I think was unknown at the
time the Constitution was made.” Id., at 641.

Although Boyd was replete with stirring rhetoric, its
reasoning was confused from start to finish in a way that
ultimately made the decision unworkable. See 3 W.
LaFave, J. Israel, N. King, & O. Kerr, Criminal Procedure
§8.7(a) (4th ed. 2015). Over the next 50 years, the Court
would gradually roll back Boyd's erroneous conflation of
compulsory process with actual searches and seizures.

That effort took its first significant stride in Hale v.
Henkel, 201 U.S. 43 (1906), where the Court found it
“quite clear” and “conclusive” that “the search and seizure
clause of the Fourth Amendment was not intended to
interfere with the power of courts to compel, through a
subpena duces tecum, the production, upon a trial in
court, of documentary evidence.” Id., at 73. Without that
writ, the Court recognized, “it would be ‘utterly impossible
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to carry on the administration of justice.”” Ibid.

Hale, however, did not entirely liberate subpoenas
duces tecum from Fourth Amendment constraints. While
refusing to treat such subpoenas as the equivalent of
actual searches, Hale concluded that they must not be
unreasonable. And it held that the subpoena duces tecum
at issue was “far too sweeping in its terms to be regarded
as reasonable.” Id., at 76. The Hale Court thus left two
critical questions unanswered: Under the Fourth Amend-
ment, what makes the compulsory production of docu-
ments “reasonable,” and how does that standard differ
from the one that governs actual searches and seizures?

The Court answered both of those questions definitively
in Oklahoma Press Publishing Co. v. Walling, 327 U. S.
186 (1946), where we held that the Fourth Amendment
regulates the compelled production of documents, but less
stringently than it does full-blown searches and seizures.
OFklahoma Press began by admitting that the Court’s
opinions on the subject had “perhaps too often ... been
generative of heat rather than light,” “mov[ing] with vari-
ant direction” and sometimes having “highly contrasting”
“emphasis and tone.” Id., at 202. “The primary source of
misconception concerning the Fourth Amendment’s func-
tion” in this context, the Court explained, “lies perhaps in
the identification of cases involving so-called ‘figurative’ or
‘constructive’ search with cases of actual search and sei-
zure.” Ibid. But the Court held that “the basic distinc-
tion” between the compulsory production of documents on
the one hand, and actual searches and seizures on the
other, meant that two different standards had to be ap-
plied. Id., at 204.

Having reversed Boyd’s conflation of the compelled
production of documents with actual searches and sei-
zures, the Court then set forth the relevant Fourth
Amendment standard for the former. When it comes to
“the production of corporate or other business records,” the
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Court held that the Fourth Amendment “at the most
guards against abuse only by way of too much indefinite-
ness or breadth in the things required to be ‘particularly
described,’ if also the inquiry is one the demanding agency
is authorized by law to make and the materials specified
are relevant.” Oklahoma Press, supra, at 208. Notably,
the Court held that a showing of probable cause was not
necessary so long as “the investigation is authorized by
Congress, is for a purpose Congress can order, and the
documents sought are relevant to the inquiry.” Id., at 209.

Since Oklahoma Press, we have consistently hewed to
that standard. See, e.g., Lone Steer, Inc., 464 U. S., at
414-415; United States v. Miller, 425 U. S. 435, 445-446
(1976); California Bankers Assn. v. Shultz, 416 U, S, 21,
67 (1974); United States v. Dionisio, 410 U. S. 1, 11-12
(1973); See v. Seattle, 387 U. S. 541, 544 (1967); United
States v. Powell, 379 U. S. 48, 57-58 (1964); McPhaul v.
United States, 364 U.S. 372, 382-383 (1960); United
States v. Morton Salt Co., 338 U. S. 632, 652653 (1950);
cf. McLane Co.v. EEOC, 581 U.S. __, __ (2017) (slip op.,
at 11). By applying Oklahoma Press and thereby respect-
ing “the traditional distinction between a search warrant
and a subpoena,” Miller, supra, at 446, this Court has
reinforced “the basic compromise” between “the public
interest” in every man’s evidence and the private interest
“of men to be free from officious meddling.” Oklahoma
Press, supra, at 213.

D

Today, however, the majority inexplicably ignores the
settled rule of Oklahoma Press in favor of a resurrected
version of Boyd. That is mystifying. This should have
been an easy case regardless of whether the Court looked
to the original understanding of the Fourth Amendment or
to our modern doctrine.

As a matter of original understanding, the Fourth
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Amendment does not regulate the compelled production of
documents at all. Here the Government received the
relevant cell-site records pursuant to a court order compel-
ling Carpenter’s cell service provider to turn them over.
That process is thus immune from challenge under the
original understanding of the Fourth Amendment.

As a matter of modern doctrine, this case is equally
straightforward. @ As JUSTICE KENNEDY explains, no
search or seizure of Carpenter or his property occurred in
this case. Ante, at 6-22; see also Part II, infra. But even
if the majority were right that the Government “searched”
Carpenter, it would at most be a “figurative or construc-
tive search” governed by the Oklahoma Press standard,
not an “actual search” controlled by the Fourth Amend-
ment’s warrant requirement.

And there is no doubt that the Government met the
Oklahoma Press standard here. Under Oklahoma Press, a
court order must “‘be sufficiently limited in scope, relevant
in purpose, and specific in directive so that compliance will
not be unreasonably burdensome.”” Lone Steer, Inc.,
supra, at 415. Here, the type of order obtained by the
Government almost necessarily satisfies that standard.
The Stored Communications Act allows a court to issue
the relevant type of order “only if the governmental entity
offers specific and articulable facts showing that there are
reasonable grounds to believe that ... the records .
sough[t] are relevant and material to an ongoing criminal
investigation.” 18 U. S. C. §2703(d). And the court “may
quash or modify such order” if the provider objects that
the “records requested are unusually voluminous in na-
ture or compliance with such order otherwise would cause
an undue burden on such provider.” Ibid. No such objec-
tion was made in this case, and Carpenter does not sug-
gest that the orders contravened the Oklahoma Press
standard in any other way.

That is what makes the majority’s opinion so puzzling.
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It decides that a “search” of Carpenter occurred within the
meaning of the Fourth Amendment, but then it leaps
straight to imposing requirements that—until this point—
have governed only actual searches and seizures. See
ante, at 18-19. Lost in its race to the finish is any real
recognition of the century’s worth of precedent it jeopard-
izes. For the majority, this case is apparently no different
from one in which Government agents raided Carpenter’s
home and removed records associated with his cell phone.

Against centuries of precedent and practice, all that the
Court can muster is the observation that “this Court has
never held that the Government may subpoena third
parties for records in which the suspect has a reasonable
expectation of privacy.” Ante, at 19. Frankly, I cannot
imagine a concession more damning to the Court’s argu-
ment than that. As the Court well knows, the reason that
we have never seen such a case is because—until today—
defendants categorically had no “reasonable expectation of
privacy” and no property interest in records belonging to
third parties. See Part I, infra. By implying otherwise,
the Court tries the nice trick of seeking shelter under the
cover of precedents that it simultaneously perforates.

Not only that, but even if the Fourth Amendment per-
mitted someone to object to the subpoena of a third party’s
records, the Court cannot explain why that individual
should be entitled to greater Fourth Amendment protec-
tion than the party actually being subpoenaed. When
parties are subpoenaed to turn over their records, after all,
they will at most receive the protection afforded by Okla-
homa Press even though they will own and have a reason-
able expectation of privacy in the records at issue. Under
the Court’s decision, however, the Fourth Amendment will
extend greater protections to someone else who is not
being subpoenaed and does not own the records. That
outcome makes no sense, and the Court does not even
attempt to defend it.
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We have set forth the relevant Fourth Amendment
standard for subpoenaing business records many times
over. Out of those dozens of cases, the majority cannot
find even one that so much as suggests an exception to the
Oklahoma Press standard for sufficiently personal infor-
mation. Instead, we have always “described the constitu-
tional requirements” for compulsory process as being
“‘settled’” and as applying categorically to all “‘subpoenas
[of] corporate books or records.”” Lone Steer, Inc., 464
U.S., at 415 (internal quotation marks omitted). That
standard, we have held, is “the most” protection the
Fourth Amendment gives “to the production of corporate
records and papers.” Oklahoma Press, 327 U. S., at 208
(emphasis added).2

Although the majority announces its holding in the
context of the Stored Communications Act, nothing stops
its logic from sweeping much further. The Court has
offered no meaningful limiting principle, and none is
apparent. Cf. Tr. of Oral Arg. 31 (Carpenter’s counsel
admitting that “a grand jury subpoena ... would be held
to the same standard as any other subpoena or subpoena-
like request for [cell-site] records”).

Holding that subpoenas must meet the same standard
as conventional searches will seriously damage, if not
destroy, their utility. Even more so than at the founding,
today the Government regularly uses subpoenas duces
tecum and other forms of compulsory process to carry out
its essential functions. See, e.g., Dionisio, 410 U. S., at
11-12 (grand jury subpoenas); McPhaul, 364 U.S., at
382—-383 (legislative subpoenas); Oklahoma Press, supra,
at 208-209 (administrative subpoenas). Grand juries, for

2All that the Court can say in response is that we have “been careful
not to uncritically extend existing precedents” when confronting new
technologies. Ante, at 20. But applying a categorical rule categorically
does not “extend” precedent, so the Court’s statement ends up sounding
a lot like a tacit admission that it is overruling our precedents.
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example, have long “compel[led] the production of evi-
dence” in order to determine “whether there is probable
cause to believe a crime has been committed.” Calandra,
414 U. S., at 343 (emphasis added). Almost by definition,
then, grand juries will be unable at first to demonstrate
“the probable cause required for a warrant.” Ante, at 19
(majority opinion); see also Oklahoma Press, supra, at 213.
If they are required to do so, the effects are as predictable
as they are alarming: Many investigations will sputter out
at the start, and a host of criminals will be able to evade
law enforcement’s reach.

“To ensure that justice is done, it is imperative to the
function of courts that compulsory process be available for
the production of evidence.” Nixon, 418 U. S., at 709. For
over a hundred years, we have understood that holding
subpoenas to the same standard as actual searches and
seizures “would stop much if not all of investigation in the
public interest at the threshold of inquiry.” Oklahoma
Press, supra, at 213. Today a skeptical majority decides to
put that understanding to the test.

II

Compounding its initial error, the Court also holds that
a defendant has the right under the Fourth Amendment to
object to the search of a third party’s property. This hold-
ing flouts the clear text of the Fourth Amendment, and it
cannot be defended under either a property-based inter-
pretation of that Amendment or our decisions applying the
reasonable-expectations-of-privacy test adopted in Katz,
389 U.S. 347. By allowing Carpenter to object to the
search of a third party’s property, the Court threatens to
revolutionize a second and independent line of Fourth
Amendment doctrine.

A
It bears repeating that the Fourth Amendment guaran-
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tees “[t]he right of the people to be secure in their persons,
houses, papers, and effects.” (Emphasis added.) The
Fourth Amendment does not confer rights with respect to
the persons, houses, papers, and effects of others. Its
language makes clear that “Fourth Amendment rights are
personal,” Rakas v. Illinois, 439 U. S. 128, 140 (1978), and
as a result, this Court has long insisted that they “may not
be asserted vicariously,” id., at 133. It follows that a
“person who is aggrieved . . . only through the introduction
of damaging evidence secured by a search of a third per-
son’s premises or property has not had any of his Fourth
Amendment rights infringed.” Id., at 134.

In this case, as JUSTICE KENNEDY cogently explains, the
cell-site records obtained by the Government belong .to
Carpenter’s cell service providers, not to Carpenter. See
ante, at 12-13. Carpenter did not create the cell-site
records. Nor did he have possession of them; at all rele-
vant times, they were kept by the providers. Once Car-
penter subscribed to his provider’s service, he had no right
to prevent the company from creating or keeping the
information in its records. Carpenter also had no right to
demand that the providers destroy the records, no right to
prevent the providers from destroying the records, and,
indeed, no right to modify the records in any way whatso-
ever {(or to prevent the providers from modifying the rec-
ords). Carpenter, in short, has no meaningful control over
the cell-site records, which are created, maintained, al-
tered, used, and eventually destroyed by his cell service
providers.

Carpenter responds by pointing to a provision of the
Telecommunications Act that requires a provider to dis-
close cell-site records when a customer so requests. See 47
U. S. C. §222(c)(2). But a statutory disclosure requirement
is hardly sufficient to give someone an ownership interest
in the documents that must be copied and disclosed.
Many statutes confer a right to obtain copies of documents
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without creating any property right.?

Carpenter’s argument is particularly hard to swallow
because nothing in the Telecommunications Act precludes
cell service providers from charging customers a fee for
accessing cell-site records. See ante, at 12—13 (KENNEDY,
dJ., dissenting). It would be very strange if the owner of
records were required to pay in order to inspect his own

3See, e.g.,, Freedom of Information Act, 5 U.S. C. §5652(a) (“Each
agency shall make available to the public information as follows .. ."”);
Privacy Act, 5 U. 8. C. §552a(d)(1) (“Each agency that maintains a
system of records shall ... upon request by any individual to gain
access to his record or to any information pertaining to him which is
contained in the system, permit him and upon his request, a person of
his own choosing to accompany him, to review the record and have a
copy made of all or any portion thereof . . .”); Fair Credit Reporting Act,
15 U, S. C. §1681j(a){(1)(A) (“All consumer reporting agencies ... shall
make all disclosures pursuant to section 1681g of this title once during
any 12-month period upon request of the consumer and without charge
to the consumer”); Right to Financial Privacy Act of 1978, 12 U. S. C.
§3404(c) (“The customer has the right . .. to obtain a copy of the record
which the financial institution shall keep of all instances in which the
customer’s record is disclosed to a Government authority pursuant to
this section, including the identity of the Government authority to
which such disclosure is made”); Government in the Sunshine Act, 5
U. S. C. §552b(f)(2) (“Copies of such transcript, or minutes, or a tran-
scription of such recording disclosing the identity of each speaker, shall
be furnished to any person at the actual cost of duplication or transcrip-
tion”); Cable Act, 47 U.S.C. §551(d) (“A cable subscriber shall be
provided access to all personally identifiable information regarding that
subscriber which is collected and maintained by a cable operator”);
Family Educational Rights and Privacy Act of 1974, 20 U.S.C.
§1232g(a)(1)(A) (“No funds shall be made available under any applica-
ble program to any educational agency or institution which has a policy
of denying, or which effectively prevents, the parents of students who
are or have been in attendance at a school of such agency or at such
institution, as the case may be, the right to inspect and review the
education records of their children.... Each educational agency or
institution shall establish appropriate procedures for the granting of a
request by parents for access to the education records of their children
within a reasonable period of time, but in no case more than forty-five
days after the request has been made”).
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property.

Nor does the Telecommunications Act give Carpenter a
property right in the cell-site records simply because they
are subject to confidentiality restrictions. See 47 U. S. C.
§222(c)(1) (without a customer’s permission, a cell service
provider may generally “use, disclose, or permit access to
individually identifiable [cell-site records]” only with
respect to “its provision” of telecommunications services).
Many federal statutes impose similar restrictions on
private entities’ use or dissemination of information in
their own records without conferring a property right on
third parties.*

4See, e.g., Family Educational Rights and Privacy Act, 20 U.S. C.
§1232g(b)(1) (“No funds shall be made available under any applicable
program to any educational agency or institution which has a policy or
practice of permitting the release of education records (or personally
identifiable information contained therein other than directory infor-
mation . ..) of students without the written consent of their parents to
any individual, agency, or organization . ..”); Video Privacy Protection
Act, 18 U. 8. C. §2710(b)(1) (“A video tape service provider who know-
ingly discloses, to any person, personally identifiable information
concerning any consumer of such provider shall be liable to the ag-
grieved person for the relief provided in subsection (d)”); Driver Privacy
Protection Act, 18 U. S. C. §2721(a)(1) (“A State department of motor
vehicles, and any officer, employee, or contractor thereof, shall not
knowingly disclose or otherwise make available to any person or entity
... personal information ...”); Fair Credit Reporting Act, 15 U. S. C.
§1681b(a) (“[Alny consumer reporting agency may furnish a consumer
report under the following circumstances and no other ...”); Right to
Financial Privacy Act, 12 U. S. C. §3403(a) (“No financial institution, or
officer, employees, or agent of a financial institution, may provide to
any Government authority access to or copies of, or the information
contained in, the financial records of any customer except in accordance
with the provisions of this chapter”); Patient Safety and Quality Im-
provement Act, 42 U. S. C. §299b-22(b) (“Notwithstanding any other
provision of Federal, State, or local law, and subject to subsection (c) of
this section, patient safety work product shall be confidential and shall
not be disclosed”); Cable Act, 47 U. S. C. §551(c)(1) (“[A] cable operator
shall not disclose personally identifiable information concerning any
subscriber without the prior written or electronic consent of the sub-
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It would be especially strange to hold that the Telecom-
munication Act’s confidentiality provision confers a prop-
erty right when the Act creates an express exception for
any disclosure of records that is “required by law.” 47
U. S. C. §222(c)(1). So not only does Carpenter lack “‘the
most essential and beneficial’” of the “‘constituent ele-
ments’” of property, Dickman v. Commissioner, 465 U. S.
330, 336 (1984)-—i.e., the right to use the property to the
exclusion of others—but he cannot even exclude the party
he would most like to keep out, namely, the Government.?

For all these reasons, there is no plausible ground for
maintaining that the information at issue here represents
Carpenter’s “papers” or “effects.”s

scriber concerned and shall take such actions as are necessary to
prevent unauthorized access to such information by a person other than
the subscriber or cable operator”).

§ Carpenter also cannot argue that he owns the cell-site records merely
because they fall into the category of records referred to as “customer
proprietary network information.” 47 U. S. C. §222(c). Even assuming
labels alone can confer property rights, nothing in this particular label
indicates whether the “information” is “proprietary” to the “customer”
or to the provider of the “network.” At best, the phrase “customer
proprietary network information” is ambiguous, and context makes
clear that it refers to the provider’s information. The Telecommunica-
tions Act defines the term to include all “information that relates to the
quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any
customer of a telecommunications carrier, and that is made available to
the carrier by the customer solely by virtue of the carrier-customer
relationship.” 47 U. S. C. §222(h)(1)(A). For Carpenter to be right, he
must own not only the cell-site records in this case, but also records
relating to, for example, the “technical configuration” of his subscribed
service—records that presumably include such intensely personal and
private information as transmission wavelengths, transport protocols,
and link layer system configurations.

6Thus, this is not a case in which someone has entrusted papers that
he or she owns to the safekeeping of another, and it does not involve a
bailment. Cf. post, at 14 (GORSUCH, J., dissenting).
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B

In the days when this Court followed an exclusively
property-based approach to the Fourth Amendment, the
distinction between an individual’s Fourth Amendment
rights and those of a third party was clear cut. We first
asked whether the object of the search—say, a house,
papers, or effects—belonged to the defendant, and, if it
did, whether the Government had committed a “trespass”
in acquiring the evidence at issue. Jones, 565 U. S., at
411, n. 8.

When the Court held in Katz that “property rights are
not the sole measure of Fourth Amendment violations,”
Soldal v. Cook County, 506 U, S. 56, 64 (1992), the sharp
boundary between personal and third-party rights was
tested. Under Katz, a party may invoke the Fourth
Amendment whenever law enforcement officers violate the
party’s “justifiable” or “reasonable” expectation of privacy.
See 389 U.S., at 353; see also id., at 361 (Harlan, J.,
concurring) (applying the Fourth Amendment where “a
person [has] exhibited an actual (subjective) expectation of
privacy” and where that “expectation [is] one that society
is prepared to recognize as ‘reasonable’”). Thus freed from
the limitations imposed by property law, parties began to
argue that they had a reasonable expectation of privacy in
items owned by others. After all, if a trusted third party
took care not to disclose information about the person in
question, that person might well have a reasonable expec-
tation that the information would not be revealed.

Efforts to claim Fourth Amendment protection against
searches of the papers and effects of others came to a head
in Miller, 425 U. S. 435, where the defendant sought the
suppression of two banks’ microfilm copies of his checks,
deposit slips, and other records. The defendant did not
claim that he owned these documents, but he nonetheless
argued that “analysis of ownership, property rights and
possessory interests in the determination of Fourth
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Amendment rights ha[d] been severely impeached” by
Katz and other recent cases. See Brief for Respondent in
United States v. Miller, O. T. 1975, No. 74-1179, p. 6.
Turning to Katz, he then argued that he had a reasonable
expectation of privacy in the banks’ records regarding his
accounts. Brief for Respondent in No. 74-1179, at 6; see
also Miller, supra, at 442—-443.

Acceptance of this argument would have flown in the
face of the Fourth Amendment’s text, and the Court re-
jected that development. Because Miller gave up “domin-
ion and control” of the relevant information to his bank,
Rakas, 439 U. S., at 149, the Court ruled that he lost any
protected Fourth Amendment interest in that information.
See Miller, supra, at 442-443. Later, in Smith v. Mary-
land, 442 U. S. 735, 745 (1979), the Court reached a simi-
lar conclusion regarding a telephone company’s records of
a customer’s calls. As JUSTICE KENNEDY concludes, Miller
and Smith are thus best understood as placing “necessary
limits on the ability of individuals to assert Fourth
Amendment interests in property to which they lack a
‘requisite connection.”” Ante, at 8.

The same is true here, where Carpenter indisputably
lacks any meaningful property-based connection to the
cell-site records owned by his provider. Because the rec-
ords are not Carpenter’s in any sense, Carpenter may not
seek to use the Fourth Amendment to exclude them.

By holding otherwise, the Court effectively allows Car-
penter to object to the “search” of a third party’s property,
not recognizing the revolutionary nature of this change.
The Court seems to think that Miller and Smith invented
a new “doctrine”—"“the third-party doctrine”—and the
Court refuses to “extend” this product of the 1970’s to a
new age of digital communications. Ante, at 11, 17. But
the Court fundamentally misunderstands the role of Mil-
ler and Smith. Those decisions did not forge a new doc-
trine; instead, they rejected an argument that would have
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disregarded the clear text of the Fourth Amendment and a
formidable body of precedent.

In the end, the Court never explains how its decision
can be squared with the fact that the Fourth Amendment
protects only “[t]he right of the people to be secure in their
persons, houses, papers, and effects.” (Emphasis added.)

* * *

Although the majority professes a desire not to “‘embar-
rass the future,’” ante, at 18, we can guess where today’s
decision will lead.

One possibility is that the broad principles that the
Court seems to embrace will be applied across the board.
All subpoenas duces tecum and all other orders compelling
the production of documents will require a demonstration
of probable cause, and individuals will be able to claim a
protected Fourth Amendment interest in any sensitive
personal information about them that is collected and
owned by third parties. Those would be revolutionary
developments indeed.

The other possibility is that this Court will face the
embarrassment of explaining in case after case that the
principles on which today’s decision rests are subject to all
sorts of qualifications and limitations that have not yet
been discovered. If we take this latter course, we will
inevitably end up “mak[ing] a crazy quilt of the Fourth
Amendment.” Smith, supra, at 745.

All of this is unnecessary. In the Stored Communica-
tions Act, Congress addressed the specific problem at issue
in this case. The Act restricts the misuse of cell-site rec-
ords by cell service providers, something that the Fourth
Amendment cannot do. The Act also goes beyond current
Fourth Amendment case law in restricting access by law
enforcement. It permits law enforcement officers to ac-
quire cell-site records only if they meet a heightened
standard and obtain a court order. If the American people
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now think that the Act is inadequate or needs updating,
they can turn to their elected representatives to adopt
more protective provisions. Because the collection and
storage of cell-site records affects nearly every American,
it is unlikely that the question whether the current law
requires strengthening will escape Congress’s notice.

Legislation is much preferable to the development of an
entirely new body of Fourth Amendment caselaw for many
reasons, including the enormous complexity of the subject,
the need to respond to rapidly changing technology, and
the Fourth Amendment’s limited scope. The Fourth
Amendment restricts the conduct of the Federal Govern-
ment and the States; it does not apply to private actors.
But today, some of the greatest threats to individual pri-
vacy may come from powerful private companies that
collect and sometimes misuse vast quantities of data about
the lives of ordinary Americans. If today’s decision en-
courages the public to think that this Court can protect
them from this looming threat to their privacy, the deci-
sion will mislead as well as disrupt. And if holding a
provision of the Stored Communications Act to be uncon-
stitutional dissuades Congress from further legislation in
this field, the goal of protecting privacy will be greatly
disserved.

The desire to make a statement about privacy in the
digital age does not justify the consequences that today’s
decision is likely to produce.
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JUSTICE GORSUCH, dissenting.

In the late 1960s this Court suggested for the first time
that a search triggering the Fourth Amendment occurs
when the government violates an “expectation of privacy”
that “society is prepared to recognize as ‘reasonable.””
Katz v. United States, 389 U. S. 347, 361 (1967) (Harlan,
J., concurring). Then, in a pair of decisions in the 1970s
applying the Katz test, the Court held that a “reasonable
expectation of privacy” doesnt attach to information
shared with “third parties.” See Smith v. Maryland, 442
U.S. 735, 743-744 (1979); United States v. Miller, 425
U. S. 435, 443 (1976). By these steps, the Court came to
conclude, the Constitution does nothing to limit investiga-
tors from searching records you've entrusted to your bank,
accountant, and maybe even your doctor.

What's left of the Fourth Amendment? Today we use
the Internet to do most everything. Smartphones make it
easy to keep a calendar, correspond with friends, make
calls, conduct banking, and even watch the game. Count-
less Internet companies maintain records about us and,
increasingly, for us. Even our most private documents—
those that, in other eras, we would have locked safely in a
desk drawer or destroyed-—now reside on third party
servers. Smith and Miller teach that the police can review
all of this material, on the theory that no one reasonably
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expects any of it will be kept private. But no one believes
that, if they ever did.

What to do? It seems to me we could respond in at least
three ways. The first is to ignore the problem, maintain
Smith and Miller, and live with the consequences. If the
confluence of these decisions and modern technology
means our Fourth Amendment rights are reduced to nearly
nothing, so be it. The second choice is to set Smith and
Miller aside and try again using the Katz “reasonable
expectation of privacy” jurisprudence that produced them.
The third is to look for answers elsewhere.

*

Start with the first option. Smith held that the govern-
ment’s use of a pen register to record the numbers people
dial on their phones doesn’t infringe a reasonable expecta-
tion of privacy because that information is freely disclosed
to the third party phone company. 442 U. S., at 743-744.
Miller held that a bank account holder enjoys no reason-
able expectation of privacy in the bank’s records of his
account activity. That’s true, the Court reasoned, “even if
the information is revealed on the assumption that it will
be used only for a limited purpose and the confidence
placed in the third party will not be betrayed.” 425 U. S,
at 443. Today the Court suggests that Smith and Miller
distinguish between kinds of information disclosed to third
parties and require courts to decide whether to “extend”
those decisions to particular classes of information, de-
pending on their sensitivity. See ante, at 10-18. But as
the Sixth Circuit recognized and JUSTICE KENNEDY ex-
plains, no balancing test of this kind can be found in
Smith and Miller. See ante, at 16 (dissenting opinion).
Those cases announced a categorical rule: Once you dis-
close information to third parties, you forfeit any reason-
able expectation of privacy you might have had in it. And
even if Smith and Miller did permit courts to conduct a
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balancing contest of the kind the Court now suggests, it’s
still hard to see how that would help the petitioner in this
case. Why is someone’s location when using a phone so
much more sensitive than who he was talking to (Smith)
or what financial transactions he engaged in (Miller)? 1 do
not know and the Court does not say.

The problem isn’t with the Sixth Circuit’s application of
Smith and Miller but with the cases themselves. Can the
government demand a copy of all your e-mails from Google
or Microsoft without implicating your Fourth Amendment
rights? Can it secure your DNA from 23andMe without a
warrant or probable cause? Smith and Miller say yes it
can—at least without running afoul of Kafz. But that
result strikes most lawyers and judges today—me in-
cluded—as pretty unlikely. In the years since its adoption,
countless scholars, too, have come to conclude that the
“third-party doctrine is not only wrong, but horribly
wrong.” Kerr, The Case for the Third-Party Doctrine, 107
Mich. L. Rev. 561, 563, n. 5, 564 (2009) (collecting criti-
cisms but defending the doctrine (footnotes omitted)). The
reasons are obvious. “As an empirical statement about
subjective expectations of privacy,” the doctrine is “quite
dubious.” Baude & Stern, The Positive Law Model of the
Fourth Amendment, 129 Harv. L. Rev. 1821, 1872 (2016).
People often do reasonably expect that information they
entrust to third parties, especially information subject to
confidentiality agreements, will be kept private. Mean-
while, if the third party doctrine is supposed to represent
a normative assessment of when a person should expect
privacy, the notion that the answer might be “never”
seems a pretty unattractive societal prescription. Ibid.

What, then, is the explanation for our third party doc-
trine? The truth is, the Court has never offered a persua-
sive justification. The Court has said that by conveying
information to a third party you “‘assum[e] the risk’ it
will be revealed to the police and therefore lack a reason-
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able expectation of privacy in it. Smith, supra, at 744, But
assumption of risk doctrine developed in tort law. It
generally applies when “by contract or otherwise [one]
expressly agrees to accept a risk of harm” or impliedly
does so by “manifest[ing] his willingness to accept” that
risk and thereby “take[s] his chances as to harm which
may result from it.” Restatement (Second) of Torts
§§496B, 496C(1), and Comment b (1965); see also 1 D.
Dobbs, P. Hayden, & E. Bublick, Law of Torts §§235-236,
pp. 841-850 (2d ed. 2017). That rationale has little play in
this context. Suppose I entrust a friend with a letter and
he promises to keep it secret until he delivers it to an
intended recipient. In what sense have I agreed to bear
the risk that he will turn around, break his promise, and
spill its contents to someone else? More confusing still,
what have I done to “manifest my willingness to accept”
the risk that the government will pry the document from
my friend and read it without his consent?

One possible answer concerns knowledge. I know that
my friend might break his promise, or that the govern-
ment might have some reason to search the papers in his
possession. But knowing about a risk doesn’t mean you
assume responsibility for it. Whenever you walk down the
sidewalk you know a car may negligently or recklessly
veer off and hit you, but that hardly means you accept the
consequences and absolve the driver of any damage he
may do to you. Epstein, Privacy and the Third Hand:
Lessons From the Common Law of Reasonable Expecta-
tions, 24 Berkeley Tech. L. d. 1199, 1204 (2009); see W.
Keeton, D. Dobbs, R. Keeton, & D. Owen, Prosser & Keeton
on Law of Torts 490 (5th ed. 1984).

Some have suggested the third party doctrine is better
understood to rest on consent than assumption of risk.
“So long as a person knows that they are disclosing infor-
mation to a third party,” the argument goes, “their choice
to do so is voluntary and the consent valid.” Kerr, supra,
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at 588. I confess I still don’t see it. Consenting to give a
third party access to private papers that remain my prop-
erty 1s not the same thing as consenting to a search of
those papers by the government. Perhaps there are excep-
tions, like when the third party is an undercover govern-
ment agent. See Murphy, The Case Against the Case
Against the Third-Party Doctrine: A Response to Epstein
and Kerr, 24 Berkeley Tech. L.dJ. 1239, 1252 (2009); cf.
Hoffa v. United States, 385 U. S. 293 (1966). But other-
wise this conception of consent appears to be just assump-
tion of risk relabeled-—you've “consented” to whatever
risks are foreseeable.

Another justification sometimes offered for third party
doctrine is clarity. You (and the police) know exactly how
much protection you have in information confided to oth-
ers: none. As rules go, “the king always wins” is admi-
rably clear. But the opposite rule would be clear too: Third
party disclosures never diminish Fourth Amendment
protection (call it “the king always loses”). So clarity alone
cannot justify the third party doctrine.

In the end, what do Smith and Miller add up to? A
doubtful application of Katz that lets the government
search almost whatever it wants whenever it wants. The
Sixth Circuit had to follow that rule and faithfully did just
that, but it’s not clear why we should.

*

There’s a second option. What if we dropped Smith and
Miller’s third party doctrine and retreated to the root Katz
question whether there is a “reasonable expectation of
privacy” in data held by third parties? Rather than solve
the problem with the third party doctrine, I worry this
option only risks returning us to its source: After all, it
was Katz that produced Smith and Miller in the first
place.

Kuatz’s problems start with the text and original under-
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standing of the Fourth Amendment, as JUSTICE THOMAS
thoughtfully explains today. Ante, at 5-17 (dissenting
opinion). The Amendment’s protections do not depend on
the breach of some abstract “expectation of privacy” whose
contours are left to the judicial imagination. Much more
concretely, it protects your “person,” and your “houses,
papers, and effects.” Nor does your right to bring a Fourth
Amendment claim depend on whether a judge happens to
agree that your subjective expectation to privacy is a
“reasonable” one. Under its plain terms, the Amendment
grants you the right to invoke its guarantees whenever
one of your protected things (your person, your house, your
papers, or your effects) is unreasonably searched or seized.
Period.

History too holds problems for Katz. Little like it can be
found in the law that led to the adoption of the Fourth
Amendment or in this Court’s jurisprudence until the late
1960s. The Fourth Amendment came about in response to
a trio of 18th century cases “well known to the men who
wrote and ratified the Bill of Rights, [and] famous
throughout the colonial population.” Stuntz, The Substan-
tive Origins of Criminal Procedure, 105 Yale L. J. 393, 397
(1995). The first two were English cases invalidating the
Crown’s use of general warrants to enter homes and
search papers. Entick v. Carrington, 19 How. St. Tr. 1029
(K. B. 1765); Wilkes v. Wood, 19 How. St. Tr. 1153 (K. B.
1763); see W. Cuddihy, The Fourth Amendment: Origins
and Original Meaning 439-487 (2009); Boyd v. United
States, 116 U. S. 616, 625630 (1886). The third was
American: the Boston Writs of Assistance Case, which
sparked colonial outrage at the use of writs permitting
government agents to enter houses and business, breaking
open doors and chests along the way, to conduct searches
and seizures—and to force third parties to help them.
Stuntz, supra, at 404-409; M. Smith, The Writs of Assis-
tance Case (1978). No doubt the colonial outrage engen-
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dered by these cases rested in part on the government’s
intrusion upon privacy. But the framers chose not to
protect privacy in some ethereal way dependent on judicial
intuitions. They chose instead to protect privacy in par-
ticular places and things—“persons, houses, papers, and
effects”—and against particular threats—“unreasonable”
governmental “searches and seizures.” See Entick, supra,
at 1066 (“Papers are the owner’s goods and chattels; they
are his dearest property; and so far from enduring a sei-
zure, that they will hardly bear an inspection”); see also
ante, at 1-21 (THOMAS, J., dissenting).

Even taken on its own terms, Katz has never been suffi-
ciently justified. In fact, we still don’t even know what its
“reasonable expectation of privacy” test is. Is it supposed
to pose an empirical question (what privacy expectations
do people actually have) or a normative one (what expecta-
tions should they have)? Either way brings problems. If
the test is supposed to be an empirical one, it’s unclear
why judges rather than legislators should conduct it.
Legislators are responsive to their constituents and have
institutional resources designed to help them discern and
enact majoritarian preferences.  Politically insulated
judges come armed with only the attorneys’ briefs, a few
law clerks, and their own idiosyncratic experiences. They
are hardly the representative group you'd expect (or want)
to be making empirical judgments for hundreds of millions
of people. Unsurprisingly, too, judicial judgments often
fail to reflect public views. See Slobogin & Schumacher,
Reasonable Expectations of Privacy and Autonomy in
Fourth Amendment Cases: An Empirical Look at “Under-
standings Recognized and Permitted by Society,” 42 Duke
L. dJ. 727, 732, 740-742 (1993). Consider just one example.
Our cases insist that the seriousness of the offense being
investigated does not reduce Fourth Amendment protec-
tion. Mincey v. Arizona, 437 U. S. 385, 393-394 (1978).
Yet scholars suggest that most people are more tolerant of
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police intrusions when they investigate more serious
crimes. See Blumenthal, Adya, & Mogle, The Multiple
Dimensions of Privacy: Testing Lay “Expectations of Pri-
vacy,” 11 U. Pa. J. Const. L. 331, 352-353 (2009). And I
very much doubt that this Court would be willing to adjust
its Katz cases to reflect these findings even if it believed
them.

Maybe, then, the Katz test should be conceived as a
normative question. But if that’s the case, why (again) do
judges, rather than legislators, get to determine whether
society should be prepared to recognize an expectation of
privacy as legitimate? Deciding what privacy interests
should be recognized often calls for a pure policy choice,
many times between incommensurable goods—Dbetween
the value of privacy in a particular setting and society’s
interest in combating crime. Answering questions like
that calls for the exercise of raw political will belonging to
legislatures, not the legal judgment proper to courts. See
The Federalist No. 78, p. 465 (C. Rossiter ed. 1961) (A.
Hamilton). When judges abandon legal judgment for
political will we not only risk decisions where “reasonable
expectations of privacy” come to bear “an uncanny resem-
blance to those expectations of privacy” shared by Mem-
bers of this Court. Minnesota v. Carter, 525 U. S. 83, 97
(1998) (Scalia, J., concurring). We also risk undermining
public confidence in the courts themselves.

My concerns about Katz come with a caveat. Sometimes,
I accept, judges may be able to discern and describe exist-
ing societal norms. See, e.g., Florida v. Jardines, 569 U. S.
1, 8 (2013) (inferring a license to enter on private property
from the “‘habits of the country’” (quoting McKee v. Graiz,
260 U. S. 127, 136 (1922))); Sachs, Finding Law, 107 Cal.
L. Rev. (forthcoming 2019), online at https://ssrn.com/
abstract=3064443 (as last visited June 19, 2018). That is
particularly true when the judge looks to positive law
rather than intuition for guidance on social norms. See
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Byrd v. United States, 584 U.S. __, __ —  (2018) (slip
op., at 7-9) (“general property-based concept[s] guid[e] the
resolution of this case”). So there may be some occasions
where Katz is capable of principled application—though it
may simply wind up approximating the more traditional
option I will discuss in a moment. Sometimes it may also
be possible to apply Katz by analogizing from precedent
when the line between an existing case and a new fact
pattern is short and direct. But so far this Court has
declined to tie itself to any significant restraints like
these. See ante, at 5, n. 1 (“[W]hile property rights are
often informative, our cases by no means suggest that
such an interest is ‘fundamental’ or ‘dispositive’ in deter-
mining which expectations of privacy are legitimate”).

As a result, Katz has ylelded an often unpredictable—
and sometimes unbelievable—jurisprudence. Smith and
Miller are only two examples; there are many others.
Take Florida v. Riley, 488 U.S. 445 (1989), which says
that a police helicopter hovering 400 feet above a person’s
property invades no reasonable expectation of privacy.
Try that one out on your neighbors. Or California v.
Greenwood, 486 U. S. 35 (1988), which holds that a person
has no reasonable expectation of privacy in the garbage he
puts out for collection. In that case, the Court said that
the homeowners forfeited their privacy interests because
“[i]t is common knowledge that plastic garbage bags left on
or at the side of a public street are readily accessible to
animals, children, scavengers, snoops, and other members
of the public.” Id., at 40 (footnotes omitted). But the
habits of raccoons don’t prove much about the habits of the
country. I doubt, too, that most people spotting a neighbor
rummaging through their garbage would think they
lacked reasonable grounds to confront the rummager.
Making the decision all the stranger, California state law
expressly protected a homeowner’s property rights in
discarded trash. Id., at 43. Yet rather than defer to that
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as evidence of the people’s habits and reasonable expecta-
tions of privacy, the Court substituted its own curious
judgment.

Resorting to Katz in data privacy cases threatens more
of the same. Just consider. The Court today says that
judges should use Kaiz's reasonable expectation of privacy
test to decide what Fourth Amendment rights people have
in cell-site location information, explaining that “no single
rubric definitively resolves which expectations of privacy
are entitled to protection.” Ante, at 5. But then it offers a
twist. Lower courts should be sure to add two special
principles to their Katz calculus: the need to avoid “arbi-
trary power” and the importance of “plac[ing] obstacles in
the way of a too permeating police surveillance.” Ante, at
6 (internal quotation marks omitted). While surely lauda-
ble, these principles don’t offer lower courts much guid-
ance. The Court does not tell us, for example, how far to
carry either principle or how to weigh them against the
legitimate needs of law enforcement. At what point does
access to electronic data amount to “arbitrary” authority?
When does police surveillance become “too permeating”?
And what sort of “obstacles” should judges “place” in law
enforcement’s path when it does? We simply do not know.

The Court’s application of these principles supplies little
more direction. The Court declines to say whether there is
any sufficiently limited period of time “for which the Gov-
ernment may obtain an individual’s historical [location
information] free from Fourth Amendment scrutiny.”
Ante, at 11, n. 3; see ante, at 11-15. But then it tells us
that access to seven days’ worth of information does trig-
ger Fourth Amendment scrutiny—even though here the
carrier “produced only two days of records.” Ante, at 11, n.
3. Why is the relevant fact the seven days of information
the government asked for instead of the two days of infor-
mation the government actually saw? Why seven days
instead of ten or three or one? And in what possible sense
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did the government “search” five days’ worth of location
information it was never even sent? We do not know.

Later still, the Court adds that it can’t say whether the
Fourth Amendment is triggered when the government
collects “real-time CSLI or ‘tower dumps’ (a download of
information on all the devices that connected to a particu-
lar cell site during a particular interval).” Ante, at 17-18.
But what distinguishes historical data from real-time
data, or seven days of a single person’s data from a down-
load of everyone’s data over some indefinite period of time?
Why isn'’t a tower dump the paradigmatic example of “too
permeating police surveillance” and a dangerous tool of
“arbitrary” authority—the touchstones of the majority’s
modified Katz analysis? On what possible basis could such
mass data collection survive the Court’s test while collect-
ing a single person’s data does not? Here again we are left
to guess. At the same time, though, the Court offers some
firm assurances. It tells us its decision does not “call into
question conventional surveillance techniques and tools,
such as security cameras.” Ibid. That, however, just
raises more questions for lower courts to sort out about
what techniques qualify as “conventional” and why those
techniques would be okay even if they lead to “permeating
police surveillance” or “arbitrary police power.”

Nor is this the end of it. After finding a reasonable
expectation of privacy, the Court says there’s still more
work to do. Courts must determine whether to “extend”
Smith and Miller to the circumstances before them. Ante,
at 11, 15-17. So apparently Smith and Miller aren’t quite
left for dead; they just no longer have the clear reach they
once did. How do we measure their new reach? The Court
says courts now must conduct a second Katz-like balancing
inquiry, asking whether the fact of disclosure to a third
party outweighs privacy interests in the “category of in-
formation” so disclosed. Ante, at 13, 15-16. But how are
lower courts supposed to weigh these radically different
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interests? Or assign values to different categories of
information? All we know is that historical cell-site loca-
tion information (for seven days, anyway) escapes Smith
and Miller’s shorn grasp, while a lifetime of bank or phone
records does not. As to any other kind of information,
lower courts will have to stay tuned.

In the end, our lower court colleagues are left with two
amorphous balancing tests, a series of weighty and in-
commensurable principles to consider in them, and a few
1lustrative examples that seem little more than the prod-
uct of judicial intuition. In the Court’s defense, though,
we have arrived at this strange place not because the
Court has misunderstood Katz. Far from it. We have
arrived here because this is where Katz inevitably leads.

*

There 1s another way. From the founding until the
1960s, the right to assert a Fourth Amendment claim
didn’t depend on your ability to appeal to a judge’s per-
sonal sensibilities about the “reasonableness” of your expecta-
tions or privacy. It was tied to the law. Jardines, 569
U. S., at 11; United States v. Jones, 565 U. S. 400, 405
(2012). The Fourth Amendment protects “the right of the
people to be secure in their persons, houses, papers and
effects, against unreasonable searches and seizures.” True
to those words and their original understanding, the tradi-
tional approach asked if a house, paper or effect was yours
under law. No more was needed to trigger the Fourth
Amendment. Though now often lost in Katz’s shadow, this
traditional understanding persists. Katz only “supple-
ments, rather than displaces the traditional property-
based understanding of the Fourth Amendment.” Byrd,
584 U.S., at ___ (slip op., at 7) (internal quotation marks
omitted); Jardines, supra, at 11 (same); Soldal v. Cook
County, 506 U. S. 56, 64 (1992) (Katz did not “snuf[f] out
the previously recognized protection for property under
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the Fourth Amendment”).

Beyond its provenance in the text and original under-
standing of the Amendment, this traditional approach
comes with other advantages. Judges are supposed to
decide cases based on “democratically legitimate sources of
law”—like positive law or analogies to items protected by
the enacted Constitution—rather than “their own biases
or personal policy preferences.” Pettys, Judicial Discretion
in Constitutional Cases, 26 J. L. & Pol. 123, 127 (2011). A
Fourth Amendment model based on positive legal rights
“carves out significant room for legislative participation in
the Fourth Amendment context,” too, by asking judges to
consult what the people’s representatives have to say
about their rights. Baude & Stern, 129 Harv. L. Rev., at
1852. Nor is this approach hobbled by Smith and Miller,
for those cases are just limitations on Katz, addressing
only the question whether individuals have a reasonable
expectation of privacy in materials they share with third
parties. Under this more traditional approach, Fourth
Amendment protections for your papers and effects do not
automatically disappear just because you share them with
third parties.

Given the prominence Katz has claimed in our doctrine,
American courts are pretty rusty at applying the tradi-
tional approach to the Fourth Amendment. We know that
if a house, paper, or effect is yours, you have a Fourth
Amendment interest in its protection. But what kind of
legal interest is sufficient to make something yours? And
what source of law determines that? Current positive
law? The common law at 1791, extended by analogy to
modern times? Both? See Byrd, supra, at __—___ (slip
op., at 1-2) (THOMAS, J., concurring); cf. Re, The Positive
Law Floor, 129 Harv. L. Rev. Forum 313 (2016). Much
work is needed to revitalize this area and answer these
questions. I do not begin to claim all the answers today,
but (unlike with Katz) at least I have a pretty good idea
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what the questions are. And it seems to me a few things
can be said.

First, the fact that a third party has access to or posses-
sion of your papers and effects does not necessarily elimi-
nate your interest in them. Ever hand a private document
to a friend to be returned? Toss your keys to a valet at a
restaurant? Ask your neighbor to look after your dog
while you travel? You would not expect the friend to share
the document with others; the valet to lend your car to his
buddy; or the neighbor to put Fido up for adoption. En-
trusting your stuff to others is a bailment. A bailment is
the “delivery of personal property by one person (the bailor)
to another (the bailee) who holds the property for a
certain purpose.” Black’s Law Dictionary 169 (10th ed.
2014); J. Story, Commentaries on the Law of Bailments
§2, p. 2 (1832) (“a bailment is a delivery of a thing in trust
for some special object or purpose, and upon a contract,
expressed or implied, to conform to the object or purpose of
the trust”). A bailee normally owes a legal duty to keep
the item safe, according to the terms of the parties’ con-
tract if they have one, and according to the “implication[s]
from their conduct” if they don’t. 8 C. J. S., Bailments §36,
pp. 468-469 (2017). A bailee who uses the item in a dif-
ferent way than he’s supposed to, or against the bailor’s
instructions, is liable for conversion. Id., §43, at 481; see
Goad v. Harris, 207 Ala. 357, 92 So. 546, (1922); Knight v.
Seney, 290 Tl1l. 11, 17, 124 N. E. 813, 815-816 (1919);
Baxter v. Woodward, 191 Mich. 379, 385, 1568 N. W. 137,
139 (1916). This approach is quite different from Smith
and Miller’s (counter)-intuitive approach to reasonable
expectations of privacy; where those cases extinguish
Fourth Amendment interests once records are given to a
third party, property law may preserve them.

Our Fourth Amendment jurisprudence already reflects
this truth. In Ex parte Jackson, 96 U. S. 727 (1878), this
Court held that sealed letters placed in the mail are “as
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fully guarded from examination and inspection, except as
to their outward form and weight, as if they were retained
by the parties forwarding them in their own domiciles.”
Id., at 733. The reason, drawn from the Fourth Amend-
ment’s text, was that “[t]he constitutional guaranty of the
right of the people to be secure in their papers against
unreasonable searches and seizures extends to their pa-
pers, thus closed against inspection, wherever they may
be.” Ibid. (emphasis added). It did not matter that letters
were bailed to a third party (the government, no less).
The sender enjoyed the same Fourth Amendment protec-
tion as he does “when papers are subjected to search in
one’s own household.” Ibid.

These ancient principles may help us address modern
data cases too. dJust because you entrust your data—in
some cases, your modern-day papers and effects—to a
third party may not mean you lose any Fourth Amend-
ment interest in its contents. Whatever may be left of
Smith and Miller, few doubt that e-mail should be treated
much like the traditional mail it has largely supplanted—
as a bailment in which the owner retains a vital and pro-
tected legal interest. See ante, at 13 (KENNEDY, J., dis-
senting) (noting that enhanced Fourth Amendment protec-
tion may apply when the “modern-day equivalents of an
individual’s own ‘papers’ or ‘effects’ . . . are held by a third
party” through “bailment”); ante, at 23, n.6 (ALITO, J.,
dissenting) (reserving the question whether Fourth
Amendment protection may apply in the case of “bail-
ment” or when “someone has entrusted papers he or she
owns ... to the safekeeping of another”); United States v.
Warshak, 631 F. 3d 266, 285286 (CA6 2010) (relying on
an analogy to Jackson to extend Fourth Amendment
protection to e-mail held by a third party service provider).

Second, I doubt that complete ownership or exclusive
control of property is always a necessary condition to the
assertion of a Fourth Amendment right. Where houses
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are concerned, for example, individuals can enjoy Fourth
Amendment protection without fee simple title. Both the
text of the Amendment and the common law rule support
that conclusion. “People call a house ‘their’ home when
legal title is in the bank, when they rent it, and even when
they merely occupy it rent free.” Carter, 525 U. S., at 95~
96 (Scalia, J., concurring). That rule derives from the
common law. Opystead v. Shed, 13 Mass. 520, 523 (1816)
(explaining, citing “[t]he very learned judges, Foster, Hale,
and Coke,” that the law “would be as much disturbed by a
forcible entry to arrest a boarder or a servant, who had
acquired, by contract, express or implied, a right to enter
the house at all times, and to remain in it as long as they
please, as if the object were to arrest the master of the
house or his children”). That is why tenants and resident
family members—though they have no legal title—have
standing to complain about searches of the houses in
which they live. Chapman v. United States, 365 U. S. 610,
616-617 (1961), Bumper v. North Carolina, 391 U. S. 543,
548, n. 11 (1968).

Another point seems equally true: just because you have
to entrust a third party with your data doesn’t necessarily
mean you should lose all Fourth Amendment protections
in it. Not infrequently one person comes into possession of
someone else’s property without the owner’s consent.
Think of the finder of lost goods or the policeman who
impounds a car. The law recognizes that the goods and
the car still belong to their true owners, for “where a
person comes into lawful possession of the personal prop-
erty of another, even though there is no formal agreement
between the property’s owner and its possessor, the pos-
sessor will become a constructive bailee when justice so
requires.” Christensen v. Hoover, 643 P. 2d 525, 529 (Colo.
1982) (en banc); Laidlaw, Principles of Bailment, 16 Cor-
nell L. Q. 286 (1931). At least some of this Court’s deci-
sions have already suggested that use of technology is
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functionally compelled by the demands of modern life, and
in that way the fact that we store data with third parties
may amount to a sort of involuntary bailment too. See
ante, at 12-13 (majority opinion); Riley v. California, 573
U.S.__,__ (2014) (slip op., at 9).

Third, positive law may help provide detailed guidance
on evolving technologies without resort to judicial intui-
tion. State (or sometimes federal) law often creates rights
in both tangible and intangible things. See Ruckelshaus v.
Monsanto Co., 467 U. S. 986, 1001 (1984). In the context
of the Takings Clause we often ask whether those state-
created rights are sufficient to make something someone’s
property for constitutional purposes. See id., at 1001
1003; Louisville Joint Stock Land Bank v. Radford, 295
U.S. 555, 590-595 (1935). A similar inquiry may be
appropriate for the Fourth Amendment. Both the States
and federal government are actively legislating in the area
of third party data storage and the rights users enjoy.
See, e.g., Stored Communications Act, 18 U. S. C. §2701
et seq.; Tex., Prop. Code Ann. §111.004(12) (West 2017)
(defining “[p]roperty” to include “property held in any
digital or electronic medium”). State courts are busy
expounding common law property principles in this area
as well. E.g., Ajemian v. Yahoo!, Inc., 478 Mass. 169, 170,
84 N. E. 3d 766, 768 (2017) (e-mail account is a “form of
property often referred to as a ‘digital asset’”); Eysoldt v.
ProScan Imaging, 194 Ohio App. 3d 630, 638, 2011-Ohio—
2359, 957 N. E. 2d 780, 786 (2011) (permitting action for
conversion of web account as intangible property). If state
legislators or state courts say that a digital record has the
attributes that normally make something property, that
may supply a sounder basis for judicial decisionmaking
than judicial guesswork about societal expectations.

Fourth, while positive law may help establish a person’s
Fourth Amendment interest there may be some circum-
stances where positive law cannot be used to defeat it.
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Ex parte Jackson reflects that understanding. There this
Court said that “[n]Jo law of Congress” could authorize
letter carriers “to invade the secrecy of letters.” 96 U. S.,
at 733. So the post office couldn’t impose a regulation
dictating that those mailing letters surrender all legal
interests in them once they're deposited in a mailbox. If
that is right, Jackson suggests the existence of a constitu-
tional floor below which Fourth Amendment rights may
not descend. Legislatures cannot pass laws declaring your
house or papers to be your property except to the extent
the police wish to search them without cause. As the
Court has previously explained, “we must ‘assur[e] preser-
vation of that degree of privacy against government that
existed when the Fourth Amendment was adopted.””
Jones, 565 U. S., at 406 (quoting Kyllo v. United States,
533 U. S. 27, 34 (2001)). Nor does this mean protecting
only the specific rights known at the founding; it means
protecting their modern analogues too. So, for example,
while thermal imaging was unknown in 1791, this Court
has recognized that using that technology to look inside a
home constitutes a Fourth Amendment “search” of that
“home” no less than a physical inspection might. Id.,
at 40.

Fifth, this constitutional floor may, in some instances,
bar efforts to circumvent the Fourth Amendment’s protec-
tion through the use of subpoenas. No one thinks the
government can evade Jackson’s prohibition on opening
sealed letters without a warrant simply by issuing a sub-
poena to a postmaster for “all letters sent by John Smith”
or, worse, “all letters sent by John Smith concerning a
particular transaction.” So the question courts will con-
front will be this: What other kinds of records are suffi-
ciently similar to letters in the mail that the same rule
should apply?

It may be that, as an original matter, a subpoena requir-
ing the recipient to produce records wasn’t thought of as'a
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“search or seizure” by the government implicating the
Fourth Amendment, see ante, at 2-12 (opinion of ALITO,
J.), but instead as an act of compelled self-incrimination
implicating the Fifth Amendment, see United States v.
Hubbell, 530 U. S. 27, 49-55 (2000) (THOMAS, J., dissent-
ing); Nagareda, Compulsion “To Be a Witness” and the
Resurrection of Boyd, 74 N. Y. U. L. Rev. 1575, 1619, and
n. 172 (1999). But the common law of searches and sei-
zures does not appear to have confronted a case where
private documents equivalent to a mailed letter were
entrusted to a bailee and then subpoenaed. As a result,
“[t]he common-law rule regarding subpoenas for docu-
ments held by third parties entrusted with information
from the target is . . . unknown and perhaps unknowable.”
Dripps, Perspectives on The Fourth Amendment Forty
Years Later: Toward the Realization of an Inclusive Regu-
latory Model, 100 Minn. L. Rev. 1885, 1922 (2016). Given
that (perhaps insoluble) uncertainty, I am content to
adhere to Jackson and its implications for now.

To be sure, we must be wary of returning to the doctrine
of Boyd v. United States, 116 U. S. 616. Boyd invoked the
Fourth Amendment to restrict the use of subpoenas even
for ordinary business records and, as JUSTICE ALITO notes,
eventually proved unworkable. See ante, at 13 (dissenting
opinion); 3 W. LaFave, J. Israel, N. King, & O. Kerr, Crim-
inal Procedure §8.7(a), pp. 185-187 (4th ed. 2015). But if
we were to overthrow Jackson too and deny Fourth
Amendment protection to any subpoenaed materials, we
would do well to reconsider the scope of the Fifth Amend-
ment while we're at it. Our precedents treat the right
against self-incrimination as applicable only to testimony,
not the production of incriminating evidence. See Fisher
v. United States, 425 U. S. 391, 401 (1976). But there is
substantial evidence that the privilege against self-
incrimination was also originally understood to protect a
person from being forced to turn over potentially incrimi-
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nating evidence. Nagareda, supra, at 1605-1623; Rex v.
Purnell, 96 Eng. Rep. 20 (K. B. 1748); Slobogin, Privacy at
Risk 145 (2007).

x

What does all this mean for the case before us? To start,
I cannot fault the Sixth Circuit for holding that Smith and
Miller extinguish any Kaiz-based Fourth Amendment
interest in third party cell-site data. That is the plain
effect of their categorical holdings. Nor can I fault the
Court today for its implicit but unmistakable conclusion
that the rationale of Smith and Miller is wrong; indeed, I
agree with that. The Sixth Circuit was powerless to say
so0, but this Court can and should. At the same time, I do
not agree with the Court’s decision today to keep Smith
and Miller on life support and supplement them with a
new and multilayered inquiry that seems to be only Katz-
squared. Returning there, I worry, promises more trouble
than help. Instead, I would look to a more traditional
Fourth Amendment approach. Even if Katz may still
supply one way to prove a Fourth Amendment interest, it
has never been the only way. Neglecting more traditional
approaches may mean failing to vindicate the full protec-
tions of the Fourth Amendment.

Our case offers a cautionary example. It seems to me
entirely possible a person’s cell-site data could qualify as
his papers or effects under existing law. Yes, the tele-
phone carrier holds the information. But 47 U. 8. C. §222
designates a customer’s cell-site location information as
“customer proprietary network information” (CPNI),
§222(h)(1)(A), and gives customers certain rights to control
use of and access to CPNI about themselves. The statute
generally forbids a carrier to “use, disclose, or permit
access to individually identifiable” CPNI without the
customer’s consent, except as needed to provide the cus-
tomer’s telecommunications services. §222(c)(1). It also
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requires the carrier to disclose CPNI “upon affirmative
written request by the customer, to any person designated
by the customer.” §222(c)(2). Congress even afforded
customers a private cause of action for damages against
carriers who violate the Act’s terms. §207. Plainly, cus-
tomers have substantial legal interests in this infor-
mation, including at least some right to include, exclude,
and control its use. Those interests might even rise to the
level of a property right.

The problem is that we do not know anything more.
Before the district court and court of appeals, Mr. Carpen-
ter pursued only a Katz “reasonable expectations” argu-
ment. He did not invoke the law of property or any analo-
gies to the common law, either there or in his petition for
certiorari. Even in his merits brief before this Court, Mr.
Carpenter’s discussion of his positive law rights in cell-site
data was cursory. He offered no analysis, for example, of
what rights state law might provide him in addition to
those supplied by §222. In these circumstances, I cannot
help but conclude—reluctantly—that Mr. Carpenter for-
feited perhaps his most promising line of argument.

Unfortunately, too, this case marks the second time this
Term that individuals have forfeited Fourth Amendment
arguments based on positive law by failing to preserve
them. See Byrd, 584 U. S., at ___ (slip op., at 7). Litigants
have had fair notice since at least United States v. Jones
(2012) and Florida v. Jardines (2013) that arguments like
these may vindicate Fourth Amendment interests even
where Katz arguments do not. Yet the arguments have
gone unmade, leaving courts to the usual Katz hand-
waving. These omissions do not serve the development
of a sound or fully protective Fourth Amendment
jurisprudence.
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of Commons Select Committee on Energy and Climate Change, United Kingdom,

Regarding Smart Meters.
This document can also be found at mastsanity.org.
1. Smart Meters will not deliver value for money.

2. We should not expect any reduction in cost to the average consumer. In fact, people in the USA and
Canada who already have Smart Meters have usually found that they bills have risen, partly because the
meters have to be paid for out of revenue and partly because many people (particularly the poor and
elderly) will not understand the complex tariffs. Past experience in the UK has shown that utility
companies, when given the opportunity to use complex tariffs, use them to their own advantage.
However, any potential benefits will be more than outweighed by the known and predicted health effects
from being exposed 24/7 to intermittent microwave radiation.

3. There have been no truly successful implementations of Smart Meters in other countries because of
their deleterious effects on health. Many users in the USA and Canada have experienced serious effects
on their health, including severe headaches, tinnitus, dizziness, nausea and poor sleep following their
installation. The mechanisms of these effects are now known, which may be regarded as further
evidence that they are real.

4, Effects on the inner ear.

Tinnitus, dizziness and nausea are due to false activation of the sensitive “hair cells” of the inner ear.
When it occurs in those of the cochlea, it can cause tinnitus (false sensations of sound). These hair cells
can detect sound of as little as a billionth of a watt by first converting it to electrical signals that then
trigger nerve impulses that are sent to the brain. They are also sensitive, even to weak pulsed
microwaves.

When this occurs in the hair cells of the vestibular system (the part of the inner ear concerned with
balance) they too send false signals to the brain, causing dizziness, loss of balance and symptoms of
motion sickness, including nausea. These can be very debilitating.

5. Effects on the brain itself are also due to the pulsed microwave radiation interfering with its normal
electrical activity by generating extra by false nerve impulses. This can result in brain hyperactivity,
stress headaches and a reduced ability to concentrate (Attention Deficit Hyperactivity Disorder (ADHD)).

6. Autism can occur when ADHD occurs in the brain of the foetus and/or children under about 18
months. [t can interfere with normal learning during this relatively brief period when the brain is
concerned primarily with recognizing body language, other peoples’ emotions, basic communication
skills and social interactions. At the end of this period, what the child has learnt become hard-wired into
its psyche and cannot easily be added to later. This can result in one of a whole range of autistic
spectrum disorders in which the child lacks one or more communications skills (often with other
disorders) and is usually irreversible.



7. Microwave exposure has been linked to a 50-fold increase in autism since the advent of mobile
phones, cordless phones and their respective base stations. About one child in fifty is now likely to be at
Jeast partially autistic and the annual economic cost of autism in the UK has been estimated by workers
at King’s College London as being about £27 billion. Wireless Smart Meters can only make this worse.
Can the Nation afford it?

8. Other reported long-term effects of pulsed microwaves are obesity and fatigue. Exposure to the
radiation from mobile phones and their base stations (circa seven years for living within 100 metres of a
base station) is damaging to the thyroid gland, which is in an exposed position in the front of the neck.
This results in hypothyroidism, the main symptoms of which are obesity and fatigue. It may be no
coincidence that the Western World is currently suffering from an outbreak of obesity and chronic
fatigue syndrome that Wireless Smart Meters can only be expected to exacerbate. The economic and
health costs of both are also enormous; can we afford them?

9. The disturbing effects of Wireless Smart Meters on sleep and cancer are apparently due to a reduction
in melatonin production (a sleep hormone) by the pineal gland in the brain. This is also worrying since it
disrupts our natural circadian rhythms. These circadian rhythms also control our immune systems, which
are normally most active during what the body clock “thinks” is night (the subjective night). Similar
disruption of the circadian rhythms of shift workers and people regularly exposed to light at night has
been found to give rise to cardiac problems and reduced immunity to diseases. There is also a more than
doubled risk of getting several forms of cancer as the immune system fails to dispose of aberrant cancer
cells from various sources. Exposure to light at night is recognized by the World Health Organisation as
being a Group 2A carcinogen (probably carcinogenic). We can therefore expect the current Group 2B
status of wireless Smart meters to be elevated to Group 2A. Is the Government or Power industry happy
to take this risk with every household in the land? | hope not.

9. The situation is potentially worse in the UK than in the USA and Canada, where the meters are usually
on the outside of houses and relatively little power is needed to transmit the signal. In the UK, most
meters are either under the stairs; ie in the centre of the house or in the basement, so a much higher
signal strength is needed to reach the base station. Therefore our own exposure will be that much
greater and the symptoms likely to be worse.

10. Vulnerable customers should certainly not be allocated wireless smart meters, nor should charities be
encouraged to support them. There will inevitably be litigation that charities may not be able to afford
when their effects of health become fully recognized.

11. The main pitfall in the introduction of wireless smart meters is the effects of their regular radiation
pattern (especially at night) on the health of consumers. If you must have wireless smart meters for
billing purposes, they should be restricted to one transmission per day and even that should not occur at
night.

12. However, it would be far better to use a wired of fibre optic connection using the telephone or
broadband connections, which virtually every household already has. [Note by Smart Meter Education
Network: Unfortunately, this is not a solution because fiber optic and broadband use digital signaling,
which causes the same harmful effects on health as radiofrequency transmissions.]



13. DECC is not giving the public the necessary information to enable it to decide on the safety of smart
meters, particularly their likely effects on cancer and other health concerns. Either it does not know
about them or it has been badly misinformed.

14, There are thousands of peer-reviewed scientific papers showing biological effects from
electromagnetic fields (including microwaves) that may be orders of magnitude below official safety
standards (these only measure the short term heating effects). See www.bioinitiative.org . Compliance

with these standards cannot therefore be taken as an indication of safety. The public should be
informed of this so that they can make a sensible and fully informed decision about the safety of
wireless smart meters.

15. To carry out compulsory mass exposure to pulsed microwave radiation without the fully informed
consent of the people affected is in contravention of the Nuremberg code.

16. The question of security of supply has not been adequately addressed. Any wireless connection is
vulnerable to electromagnetic interference such as that from solar flares, not to mention deliberate
attempts at hacking by potential enemies (remember the Stuxnet virus, which destroyed the centrifuges
needed for the Iranian nuclear program). Similar attacks on our smart meter system or the intense
magnetic fields from a direct hit by the radiation from a solar flare could destroy the electronics of our
wireless smart meters (which are designed to fail to the off position) so that the whole nation could be
in darkness and without power. If that happened, it could be months if not longer before the meters
were replaced and power restored. The likelihood that the meters will be outsourced from another
country (probably from China) that will be aware of any vulnerability does little to inspire confidence in
our procurement policies.

In conclusion, to go ahead with this wireless smart meter program can at best be described as foolhardy
and at worst a recipe for National Suicide.

February 2013

Dr Andrew Goldsworthy
Lecturer in Biology (retired)
Imperial College, London
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Bill Summary: This bill prohibits an electric public utility (utility) from installing a smart meter unless the utility obtains the customer's written consent
and provides the customer with a written disclosure detailing the type of data that will be transmitted from the customer's smart
meter to the utility, how the data will be used, and any potential disclosure of the data to a third-party. Under the bill, a smart meter
means an electrical meter that identifies a customer's electric power consumption in greater detail than a conventional meter. A
smart meter provides a customer with real-time usage information and pricing data on at least an hourly basis, records, and stores
hourly usage data, reports the status of the electric power supply for a customer's premises to a utility, and turns electric power to a
customer's premises on or off through remote disconnection or connection of service. Across the country, utilities are installing smart
meter technology. This technology has raised privacy concems because the information gathered from smart meters includes
unencrypted data that can reveal when a homeowner is away from their residence for long periods of time. The information gathered
from smart meters can also decipher what type of activities a customer is engaged in, such as watching television, using a computer,
or how long someone spends cooking. in response to privacy concerns, Oklahoma has enacted legisiation concerning smart meters
and customer privacy which limits the sharing of smart meter data. In addition, the Vermont affiliate of the American Civil Liberties
Union has proposed certain guidelines regarding smart meters, including requiring law enforcement to obtain a warrant prior to
accessing smart meter data. The purpose of this bill is for customers to be informed of the privacy issues that may arise from smart
meter technology. Since the use of smart meters raises a number of privacy concerns, electric utilities should inform customers of
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§ 115.27. Confidentiality of medical records.

All records shall be treated as confidential. Only authorized personnel shall have access to the records. The written authorization of
the patient shall be presented and then maintained in the original record as authority for release of medical information outside the
hospital.

Notes of Decisions
Assertion of Confidentiality Privilege

Since a hospital owes a duty to limit access to the medical records of its patients, it is proper to consider a claim of physician-patient
privilege by a hospital when its medical records are subpoenaed, even though such right or privilege is ordinarily properly asserted
only by the patient. In re June 1979 Allegheny County Investigating Grand Jury, 415 A.2d 73 (Pa. 1980).

Evidence Not Excluded

Blood alcohol test results which were reported to a police officer were not suppressed under the exclusionary rule in that the
patient’s rights were violated by the nurse who volunteered the information as a private individual, not the police officer.
Commonwealth v. Ellis, 608 A.2d 1090 (Pa. Super. 1992); appeal denied 620 A.2d 489 (Pa. 1993).

Argument by a defendant, charged with driving under the influence, that medical purposes blood test should have been suppressed
by hospital personnel in accordance with confidentiality regulations failed because the regulations governing confidentiality were
subject to the exceptions contained in the Motor Vehicle Code which provide that no hospital or medical personnel may refuse to
perform or provide the results of a blood alcohol test when requested by a police officer. Commonwealth v. Hipp, 551 A.2d 1086 (Pa.
Cmwlth. 1988).

Cross References

This section cited in 28 Pa. Code § 115.28 (relating to ownership).

No part of the information on this site may be reproduced for profit or sold for profit.

This material has been drawn directly from the official Pennsylvania Code full text database. Due to the limitations of HTML or differences in display capabilities of different browsers, this version may differ
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§ 563.9. Confidentiality of medical records.

Records shall be treated as confidential. Only authorized personnel shall have access to the records. The written authorization of the
patient shall be presented and then maintained in the original record as authority for release of medical information outside the ASF.

No part of the information on this site may be reproduced for profit or sold for profit.

This material has been drawn directly from the official Pennsylvania Code full text database. Due to the limitations of HTML or differences in display capabilities of different browsers, this version may differ
slightly from the official printed version.
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AN ACT
Amending Title 66 (Public Utilities) of the Pennsylvania
Consolidated Statutes, in restructuring of electric utility

industry, further providing for duties of electric
distribution companies.

The General Assembly of the Commonwealth of Pennsylvania
hereby enacts as follows:

Section 1. Section 2807 (f) (2) (i1i) of Title 66 of the
Pennsylvania Consolidated Statutes is amended to read:
§ 2807. Duties of electric distribution companies.

* Kk K

(f) Smart meter technology and time of use rates.--
* Kk %
(2) Electric distribution companies shall furnish smart
meter technology as follows:
* * %
(iii) In accordance with a depreciation schedule not

to exceed 15 years. Customers mayv opt out of receiving
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smart meter technology under this subparagraph by

notifving, in writing, the electric distribution company.

The following shall apply:

*

*

(A) The electric distribution company shall

provide an opt-out form to customers upon request and

mayv provide a method for customers to opt out

electronically through the electric distribution

companv's publicly accessible Internet website,

(B) The commission shall create and regulate a

surcharge for customers who elect to opt out of

receiving smart meter technology under this

subparagraph. The surcharge mav _include a one-time

fee and a monthly fee reflective of the actual costs

incurred by an electric distribution company to

install, read, maintain or service the meters of

customers who elect to opt out.

*

Section 2. This act shall take effect in 60 days.
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Trans Atlantic
Consumer Dialogue

A

DOC No. INFOSOC 44-11 DATE ISSUED: JUNE 2011

Resolution on Privacy and Security Related to Smart Meters'

For decades, water, gas, and electric utility service providers have used meters to record
household energy (gas and electricity) consumption for biling and management purposes.
Typically these meters require utility companies to send personnel to physically collect data,
which could be at intervals as long as two years. Next-generation “smart meters” are being
installed in homes in great numbers in the US and parts of the EU, replacing old meters as the
means by which consumer electricity usage data is recorded and collected. These smart meters
include new features, which can provide an end to estimated billing and enable households to
monitor their energy use over a period of time — thus, it is argued, providing a tool to assist in
the public policy goals of affordable energy and carbon reduction. Consumer organizations
stress that if smart meters are deployed they must provide improved social assistance to
vulnerable® and low-income households.

However, TACD members also have grave concerns related to the privacy, data protection and
security implications of smart meters. The dramatic increase in the granularity of data available
and frequency of collection of household energy consumption means that the smallest detail of
household life can be revealed, with potential risks for consumers including identity theft,
augmenting private and data broker consumer profiles (US), real-time surveillance, and
unwanted publicity. In addition to these smart meter privacy risks there may also be security
risks — e.g., software or firmware, programming or installation, interoperability conflicts with
other smart-grid-enabled technologies, and the threat of cyber attack.

Smart meters must be reliable, secure and enable all customers to better manage their energy
use. They must also maximize meaningful consumer choice, drive down prices and enable
consumers to make well-informed and effective purchasing decisions — all without sacrificing
essential consumer and human rights to privacy and data protection.

Recommendations
TACD resolves that EU and US government should:
1. Enact or revise data protection and privacy legislation to:
a. Forbid utilities from installing smart meters without consumers’ informed consent

b. Prohibit use of utility consumer consumption data for marketing, selling, sharing, or
reuse without the customer’s specific and unambiguous consent

1To be read in conjunction with the TACD Resolution on Smart Grids CC 04-11, June 2011
2 Those who for reasons of age, health or disability are at greater risk if disconnected from the
power supply.
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Establish data retention rules regarding utility usage data
Define utility consumption data as personally identifiable information (Pll)
Ascertain that consumers have control over their data in terms of what Pll data is
exported out of the smart meter, who collects and processes that data, how that data is
used, and how long it will be retained
Encourage privacy and security by design, including data minimization, anonymisation
and aggregation, and models that focus on consumers’ maintaining control of their utility
consumption data
Ensure that customers have access to their transfer log files in order to see which data
was transmitted to whom at what time
Carry out privacy and security impact assessments on all aspects of smart meters and
grids before they are developed
Require utility companies to establish a balanced and effective social marketing strategy
to engage and educate consumers on new smart meter functionality and benefits
Require utility companies to develop a strategy for monitoring and enforcing data privacy
rules including:

» Creating effective complaints and redress mechanisms

* Collecting and making available data on consumer privacy and security

complaints and their resolution

» Taking timely action to address the causes of those complaints
Require that additional (such as energy management) services by utility companies or
third parties only be provided with the express authority of the consumer
Require third party energy management service providers to protect consumer personal
information, utility service provider information, and utility usage data from access by
non-authorized persons, abuse, or misuse through effective processes and established
encryption technologies

. Require utilities to develop a secure transport protocol for utility usage data that does not

only rely on anonymisation, but also on use of effective encryption technologies

Mandate independent internal audits of energy suppliers’ security and privacy processes
to evaluate risks around their practices

Develop upgradeable technical standards and systems to safeguard future-proved, end-
to-end security

Ensure that all customers have free access to their energy consumption information in a
format that enables them to better manage their energy use and compare all energy
deals available in the market.

Establish clear roles and responsibilities around data security and privacy, and strong
enforcement mechanisms for failure to deliver the appropriate standards or service.

Initiate pro-active cooperation between relevant EU and US agencies to achieve better
harmonization of utility privacy protection practices. This is particularly important as smart
meter technology and utility service delivery may involve large geographic areas across
physical national borders. Differing national data protection and privacy regulatory practices
may create confusion for users and reduce the potential benefits of improved utility
infrastructure.

Raise utility provider and public awareness regarding the benefits and potential risks of
smart meters on privacy and consumer rights.



4. Harmonize privacy protective statutes and regulations through universal ratification of
Convention 108°.

TACD resolves that EU and US smart meter operators should:

1. Integrate privacy and security by design. This means that the default settings and usability
features for smart meters should ensure maximum privacy for users’ energy consumption
data.

2. Enable consumers to remain “masters of their data” by allowing them to:

a. Manage their own utility usage

b. Change technology for utility usage management or third party service providers
(e.g., when moving house, or requesting assistance in their management of
energy usage)

c. Port or delete data free of charge

d. Request that service providers or user management systems delete their
information after they have changed technology or management assistance
entities. There should be statutory deleting periods.

3. Develop common binding ethical codes for the design, deployment and provision of utility
smart meter management services, including data protection and security.

% See: http://www.conventions.coe.int/Treaty/en/Treaties/Html/108.htm



Background

Smart meters and related technology will create opportunities for consumers to better manage
electricity usage, while also creating new privacy risks. We are outlining in this section areas for
additional attention by policy makers as they move to regulate the deployment of smart meters
as they relate to electricity service provision.

Privacy and security challenges posed by smart meters

Smart meters are one piece of a larger effort to integrate computing technology and networking
capacity into the end-to-end infrastructure of electricity generation and delivery. Utility
companies’ stated goals are a just-in-time provision of electricity service, and enhanced
accuracy in the calculation of customer billing.* These objectives will be reached via features
such as:

* Real-time statistics on energy consumption available to the consumer
« Remote delivery of that data, as frequently as every 15 minutes or less
e Remote instruction and reconfiguration

» Remote changes of tariffs changes or payment methods

+ Remote disablement/enablement

Using more advanced metering systems, utilities may also communicate directly with customers
via an in-home display unit. Smart meter communications may take place via existing mobile
(cell-phone) operator networks, fixed telephony networks or electricity grids.

The power generation and delivery system melded with a high capacity communication
infrastructure is referred to as a “smart grid.” It is estimated that it will be 100 to 1000 times
larger than the Internet.®

Privacy concerns about smart meter and grid technology center on the collection, retention,
sharing or reuse of energy consumption information on individual households or offices. Such
energy data processing could provide insight into personal behavior patterns, (when someone
watches TV, plays video games or goes to bed); occupation of premises, household
composition, consumer appliances in the home, home security, etc. Over time these
technologies will mature, providing details about consumers that may not be immediately
apparent.

In the near future, smart meters will also be able to collect more specific personally identifiable
information when paired with Home Area Network (HAN) enabled appliances. Currently, smart
meters cannot differentiate energy consumption between two different appliances. Like a GPS
tracking device attached to a car recording its every move, a HAN-enabled appliance transmits
specific information related to the use of that individual appliance. A HAN-enabled clothes
washing machine can transmit the time of day a consumer washes his or her clothes as well as
the wash cycle and water temperature settings. While utility companies or third party energy
manage service providers can collect this information under the guise of energy efficiency
management, this information can also reveal very private, personal consumer habits. For
example, data that would become available could include when someone is or is not at home;
the time of arrival indicated by a change in electricity consumption may reveal the age or health

* http://www.ferc.gov/industries/electric/indus-act/smart-grid/gao-report.pdf
5 http://news.cnet.com/8301-11128_3-10241102-54.html



situation of the occupants; as well as other information that would otherwise not be available
outside of the home.

This scale of data storage and collection is vulnerable to both commercial and criminal interests
— for example consumer profiling and targeting for marketing purposes, identity theft, real-time
surveillance, targeted home invasions or unwanted publicity or embarrassment.

There is increasing recognition in the EU and US that privacy and security are issues that must
be taken seriously; the episodes in the Netherlands and in California, in which privacy concerns
contributed towards the halting of smart metering roilouts and subsequent legislative/regulatory
efforts to manage future deployments, are stark reminders of the importance of tackling
consumer concern about a “spy in the home.” Such awareness not only to protects consumers,
but also strengthens consumer engagement. It is essential that privacy risks be addressed as a
matter of urgency, as millions of consumers already have smart meters.

Smart meter data collection should be limited to data that is consumer-consumption-specific,
operational and critical to utilities in providing the correct amount of electricity to end users.
Smart meter data reporting should be based on the use and purpose of the data collection.
Operational data may be stripped of identifying information and communicated securely and
more frequently, while consumer data may be communicated less frequently, but more securely
than operational data.

Actions taken by the EU

In the EU, the gas and electricity directives of the third Energy Package, adopted in 2009,
require member countries to prepare a timetable for the introduction of intelligent metering
systems. In the case of electricity, at least 80% of consumers should be equipped with smart
meters by 2020, subject to an economic assessment analyzing the reasonability and cost-
effectiveness of intelligent metering. Additionally, the EU Directive on energy performance of
buildings also requires countties to encourage introduction of smart meters in new or renovated
buildings. Many EU countries have set up regulatory frameworks to roll out smart meters;
Sweden was the first to install smart meters for all its consumers, by end of June 2009.
Netherlands’ initial regulation mandating universal use of smart meters with quarter-hourly
meter readings was blocked by Parliament due to privacy concerns (now replaced with more
privacy-friendly rules and the right to refuse the smart meter); ltaly, Ireland, Norway, France,
Spain, Finland and the UK are all implementing regulated smart meter roll-out programs.

The data protection and privacy aspects of smart meters in the EU are subject to existing data
protection legislation, in particular the Data Protection Directive of 1995 (currently under
revision), and the ePrivacy Directive (reviewed 2009). Member countries implement both of
these directives with various degrees of strictness. However, the legal bases for processing
smart meter/grid data are not as yet properly defined on the European leve!l and interpretation
may vary from country to country, with resulting gaps in the available protections.

A taskforce set up by the European Commission is currently looking at issues specifically
related to smart-grid data handling, security and consumer protection. This review includes an
overview of legislation on data protection, and whether or not further protective measures

6

http://www.bigbrotherwatch.org.uk/home/2010/01/privacy-concerns-scotch-smart-meters-plan-
in-holland.html, http://www.dailyfinance.com/2010/07/19/the-california-smart-meter-revolt/



should be put in place, including through standardization’. Similar work is ongoing on national
levels; for example, in the UK the government has an ongoing program of consultation with
stakeholders prior to finalizing policy, including privacy and data protection.

Actions Taken by US Government

In September 2007, the Department of Energy’s Research and Development Division’s Office of
Electricity Delivery and Energy Reliability published its “Transforming Electricity Delivery
Strategic Plan,” and in December 2007, the Energy Independence and Security Act of 2007
was enacted as Public Law 110-140. The law, among other things, directed that smart grid
technology be studied for its potential “to maintain a reliable and secure electricity infrastructure
that can meet future demand growth.”

In 2009, the Obama Administration began its first term with a strong commitment to global
climate change policy, which began with funding in an economic stimulus bill for $3.4 billion in
funding for smart grid deployment.’® This level of policy and regulatory activity around the issue
of climate change was a dramatic and a marked departure from previous administrations.

As directed by Public Law 110-140, the National Institute of Standards and Technology (NIST)
in the Department of Commerce conducted an open process that engaged the utility industry,
civil society and federal agencies in the development of recommendations regarding smart grid
deployment.'" In June 2010, NIST published “Guidelines for Smart Grid Cyber Security: Privacy
and the Smart Grid.”"? These guidelines address critical security concerns and make sound
recommendations on ways to address them; such as conducting privacy impact assessments;
and development of formal documented privacy policies that establish a set of fair information
practices for smart meter Pll. The document also includes a comprehensive review of privacy
concerns that arise from the "many new data collection, communication, and information sharing
capabilities related to energy usage." Over 23 civil society organizations participated in the
public commenting opportunity regarding the deployment of smart grid."

In October 2010, the Federal Energy Regulatory Commission (FERC) began rulemaking
proceedings on the NIST recommendations as required by Section 1305 of the Energy
Independence and Security Act of 2007."* However, FERC has not identified a means of
monitoring whether companies will be in compliance with the standards once they are
developed and issued by the agency."

In addition to the federal government’s efforts, each of the 50 states has oversight of utility
service generation and provision; for example, the State of California has drafted regulations

" The European Commission issued Standardisation Mandate M/490 to the European
Standards Organisation in March 2011, which includes inter alia requirements to address
privacy and security.

8 hitp://www.oe.energy.gov/DocumentsandMedia/RD_Strategic_Plan_Final07.pdf

® hitp://epic.org/PL110-140-Smartgrid_section.pdf

19 http://online.wsj.com/article/SB125663945180609871.html

" hitp://csre.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf

12 hitp://csre.hist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf

3 http://epic.ora/privacy/smartgrid/EPIC_Smart_Grid-Cybersecurity _12-01-09.2.pdf

“ hitp://www.ferc.gov/media/news-releases/2010/2010-4/10-07-10.pdf

15 http://www.ferc.gov/industries/electric/indus-act/smart-grid/gao-report. pdf




regarding the deployment of smart meters in that state.'® Which government entity will have
regulatory authority over smart meters is unclear, but the interest of many state and federal
government agencies highlights its importance to policy and decision makers at this point in
time.

For these reasons, US actions on energy issues to date are marked by their lack of
coordination.

Conclusion

Privacy and personal security protections are essential to consumer trust and acceptance of
smart meters in their homes and businesses. Failure of the US and EU governments to develop
effective security and privacy policies for smart meter deployment may hinder adoption of these
new devices and their related applications and services.

It is both imperative and timely for consumer advocacy organizations to open a dialogue with
decision makers on the development of consumer security and privacy standards guiding the
design and implementation of smart meters.

18 hitp://www.cpuc.ca.gov/PUC/energy/smartgrid.htm
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Constitution of 1874.
November 3,

CONSTITUTION

(P.L.53,

https://www.legis.state.pa.us/WUO/LI/LI/CT/HTM/00/00.001.. HTM?47

COMMONWEALTH OF PENNSYLVANIA

(Adopted with the Constitution)
(Amendments of November 2, 1909)

The Constitution of 1874 was adopted
1873, by a Constitutional Convention which was called

pursuant to the act of April 11, No.42). The

Constitution was ratified at a special election held December 16,

1873, and went into effect January 1,
amended in 1901,
1928, 1933,
1958, 1959,
Constitution,

1963 and 1965. By statute,

This Constitution was
1920, 1922, 1923,

1955, 1856, 1957,

1 Pa.C.S. § 906, the
as adopted by referendum of December 16, 1873, shall

be known and may be cited as the Constitution of 1874.

Constitution of 1968.

The Constitution of 1874 was modified

and renumbered by extensive amendments on May 17, 1966, November

8, 1966,

JUly 7, 19671
(P.L.345,

and May 16,
P.L.1063,
No.180).

and by proclamation of the Governor of
pursuant to the act of August 17, 1965
Proposals 1 through 7 to amend the Constitution

were recommended by a Constitutional Convention which was called

pursuant to the act of March 15,
were approved by the electorate on April 23,
the Constitution,
November 8,

Pa.C.S. § 906,
17, 1966,

No.2). The proposals
1968. By statute, 1
as amended by referenda of May
and April 23, 1968, and

as numbered by proclamation of the Governor of July 7, 1967, shall
be known and may be cited as the Constitution of 1968.
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Section Headings. Section headings were not contained in the
Constitution as adopted by referendum of December 16, 1873, but
were either added by various constitutional amendments or
promulgated on June 11, 1974, P.L.1573, by the Director of the
Legislative Reference Bureau with the approval of the Attorney
General under statutory authority contained in 1 Pa.C.S. § 905.

Explanation of Amendment Notes. Unless otherwise noted,
amendments are referred to by date of adoption by the electorate
together with a reference to the applicable joint resolution
(J.R.) or, in rare cases, concurrent resolution (C.R.) adopted by
the General Assembly and the page in the Laws of Pennsylvania
(P.L.) in which the joint resolution or concurrent resolution was
published.

PREAMBLE

WE, the people of the Commonwealth of Pennsylvania, grateful to
Almighty God for the blessings of civil and religiocus liberty,
and humbly invoking His guidance, do ordain and establish this

Constitution.
ARTICLE T
DECLARATION OF RIGHTS

Sec.

1. Inherent rights of mankind.

2. Political powers.

3. Religious freedom.

4, Religion.

5. Elections.

6. Trial by jury.

7. Freedom of press and speech; libels.

8. Security from searches and seizures.

9. Rights of accused in criminal prosecutions.
10. 1Initiation of criminal proceedings; twice in jeopardy;

eminent domain.

11. Courts to be open; suits against the Commonwealth.
12. Power of suspending laws.

13. Bail, fines and punishments.

14. Prisoners to be bailable; habeas corpus.

15. S8Special criminal tribunals.

16. Insolvent debtors.

17. Ex post facto laws; impairment of contracts.

18. Attainder.
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19. Attainder limited.

20. Right of petition.

21. Right to bear arms.

22. Standing army; military subordinate to civil power.

23. Quartering of troops.

24, Titles and offices.

25. Reservation of powers in people.

26. No discrimination by Commonwealth and its
political subdivisions.

27. Natural resources and the public estate.

28. Prohibition against denial or abridgment of equality of
rights because of sex.

Adoption. Unless otherwise noted, the provisions of Article I
were adopted December 16, 1873, 1874 P.L.3, effective January 1,
1874.

That the general, great and essential principles of liberty and
free government may be recognized and unalterably established,

WE DECLARE THAT--

§ 1. Inherent rights of mankind.

All men are born equally free and independent, and have certain
inherent and indefeasible rights, among which are those of
enjoying and defending life and liberty, of acquiring, possessing
and protecting property and reputation, and of pursuing their own
happiness.

§ 2. Political powers.

All power is inherent in the people, and all free governments
are founded on their authority and instituted for their peace,
safety and happiness. For the advancement of these ends they have
at all times an inalienable and indefeasible right to alter,
reform or abolish their government in such manner as they may
think proper.

§ 3. Religious freedom.

All men have a natural and indefeasible right to worship
Almighty God according to the dictates of their own consciences;
no man can of right be compelled to attend, erect or support any
place of worship, or to maintain any ministry against his consent;
no human authority can, in any case whatever, control or interfere
with the rights of conscience, and no preference shall ever be
given by law to any religious establishments or modes of worship.
§ 4. Religion.

No person who acknowledges the being of a God and a future
state of rewards and punishments shall, on account of his
religious sentiments, be disqualified to hold any office or place
of trust or profit under this Commonwealth.
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§ 5. Elections.

Elections shall be free and equal; and no power, civil or
military, shall at any time interfere to prevent the free exercise
of the right of suffrage.

§ 6. Trial by jury.

Trial by jury shall be as heretofore, and the right thereof
remain inviolate. The General Assembly may provide, however, by
law, that a verdict may be rendered by not less than five-sixths
of the jury in any civil case. Furthermore, in criminal cases the
Commonwealth shall have the same right to trial by jury as does
the accused.

(May 18, 1971, P.L.765, J.R.1; Nov. 3, 1998, P.L.1328, J.R.2)
§ 7. Freedom of press and speech; libels.

The printing press shall be free to every person who may
undertake to examine the proceedings of the Legislature or any
branch of government, and no law shall ever be made to restrain
the right thereof. The free communication of thoughts and opinions
is one of the invaluable rights of man, and every citizen may
freely speak, write and print on any subject, being responsible
for the abuse of that liberty. No conviction shall be had in any
prosecution for the publication of papers relating to the official
conduct of officers or men in public capacity, or to any other
matter proper for public investigation or information, where the
fact that such publication was not maliciously or negligently made
shall be established to the satisfaction of the jury; and in all
indictments for libels the jury shall have the right to determine
the law and the facts, under the direction of the court, as in
other cases.

Constitutionality. The provisions of section 7 relating to
criminal libel were declared unconstitutional by the Supreme Court
of Pennsylvania in Commonwealth v. Armao, 446 Pa. 325, 286 A.2d
626 (1972).

§ 8. Security from searches and seizures.

The people shall be secure in their persons, houses, papers and
possessions from unreasonable searches and seizures, and no
warrant to search any place or to seize any person or things shall
issue without describing them as nearly as may be, nor without
probable cause, supported by oath or affirmation subscribed to by
the affiant.

§ 9. Rights of accused in criminal prosecutions.

In all criminal prosecutions the accused hath a right to be
heard by himself and his counsel, to demand the nature and cause
of the accusation against him, to be confronted with the witnesses
against him, to have compulsory process for obtaining witnesses in
his favor, and, in prosecutions by indictment or information, a
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speedy public trial by an impartial jury of the vicinage; he
cannot be compelled to give evidence against himself, nor can he
be deprived of his life, liberty or property, unless by the
judgment of his peers or the law of the land. The use of a
suppressed voluntary admission or voluntary confession to impeach
the credibility of a person may be permitted and shall not be
construed as compelling a person to give evidence against himself.
(Nov. 6, 1984, P.L.1306, J.R.2; Nov. 7, 1995, 1st Sp.Sess.,
P.L.1151, J.R.1; Nov. 4, 2003, P.L.459, J.R.1)

1995 Amendment. Joint Resolution No. 1 amended section 9. The
passage of Joint Resolution No.l was declared unconstitutional by
Bergdoll v. Kane 731 A.2d 1261 (1999) and the language was
reverted.

§ 10. Initiation of criminal proceedings; twice in jeopardy;
eminent domain.

Except as hereinafter provided no person shall, for any
indictable offense, be proceeded against criminally by
information, except in cases arising in the land or naval forces,
or in the militia, when in actual service, in time of war or
public danger, or by leave of the court for oppression or
misdemeanor in office. Each of the several courts of common pleas
may, with the approval of the Supreme Court, provide for the
initiation of criminal proceedings therein by information filed in
the manner provided by law. No person shall, for the same offense,
be twice put in jeopardy of life or limb; nor shall private
property be taken or applied to public use, without authority of
law and without just compensation being first made or secured.
(Nov. 6, 1973, P.L.452, J.R.2)

§ 11. Courts to be open; suits against the Commonwealth.

All courts shall be open; and every man for an injury done him
in his lands, goods, person or reputation shall have remedy by due
course of law, and right and justice administered without sale,
denial or delay. Suits may be brought against the Commonwealth in
such manner, in such courts and in such cases as the Legislature
may by law direct.

§ 12. Power of suspending laws.

No power of suspending laws shall be exercised unless by the
Legislature or by its authority.

§ 13. Bail, fines and punishments.

Excessive bail shall not be required, nor excessive fines
imposed, nor cruel punishments inflicted.

§ 14. Prisoners to be bailable; habeas corpus.

All prisoners shall be bailable by sufficient sureties, unless
for capital offenses or for offenses for which the maximum
sentence is life imprisonment or unless no condition or
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combination of conditions other than imprisonment will reasonably
assure the safety of any person and the community when the proof
is evident or presumption great; and the privilege of the writ of
habeas corpus shall not be suspended, unless when in case of
rebellion or invasion the public safety may require it.

(Nov. 3, 1998, P.L.1327, J.R.1)

§ 15. Special criminal tribunals.

No commission shall issue creating special temporary criminal
tribunals to try particular individuals or particular classes of
cases.

(May 16, 1967, P.L.1035, J.R.1)
§ 16. Insolvent debtors.

The person of a debtor, where there is not strong presumption
of fraud, shall not be continued in prison after delivering up his
estate for the benefit of his creditors in such manner as shall be
prescribed by law.

§ 17. Ex post facto laws; impairment of contracts.

No ex post facto law, nor any law impairing the obligation of
contracts, or making irrevocable any grant of special privileges
or immunities, shall be passed.

§ 18. Attainder.

No person shall be attainted of treason or felony by the
Legislature.

§ 19. Attainder limited.

No attainder shall work corruption of blood, nor, except during
the life of the offender, forfeiture of estate to the
Commonwealth.

(May 16, 1967, P.L.1035, J.R.1)
§ 20. Right of petition.

The citizens have a right in a peaceable manner to assemble
together for their common good, and to apply to those invested
with the powers of government for redress of grievances or other
proper purposes, by petition, address or remonstrance.

§ 21. Right to bear arms.

The right of the citizens to bear arms in defense of themselves
and the State shall not be questioned.

§ 22. Standing army; military subordinate to civil power.

No standing army shall, in time of peace, be kept up without
the consent of the Legislature, and the military shall in all
cases and at all times be in strict subordination to the civil
power.

§ 23. Quartering of troops.

No soldier shall in time of peace be quartered in any house
without the consent of the owner, nor in time of war but in a
manner to be prescribed by law.

§ 24. Titles and offices.
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The Legislature shall not grant any title of nobility or
hereditary distinction, nor create any office the appointment to
which shall be for a longer term than during good behavior.

§ 25. Reservation of powers in people.

To guard against transgressions of the high powers which we
have delegated, we declare that everything in this article is
excepted out of the general powers of government and shall forever
remain inviolate.

(May 16, 1967, P.L.1035, J.R.1)

1967 Amendment. Joint Resolution No.l repealed former section
25 and renumbered former section 26 to present section 25.

§ 26. No discrimination by Commonwealth and its political
subdivisions.

Neither the Commonwealth nor any political subdivision thereof
shall deny to any person the enjoyment of any civil right, nor
discriminate against any person in the exercise of any civil
right.

(May 16, 1967, P.L.1035, J.R.1)

1967 Amendment. Joint Resolution No.l added present section 26
and renumbered former section 26 to present section 25.

§ 27. Natural resources and the public estate.

The people have a right to clean air, pure water, and to the
preservation of the natural, scenic, historic and esthetic values
of the environment. Pennsylvania's public natural resources are
the common property of all the people, including generations yet
to come. As trustee of these resources, the Commonwealth shall
conserve and maintain them for the benefit of all the people.

(May 18, 1971, P.L.769, J.R.3)

1971 Amendment. Joint Resolution No.3 added section 27.

§ 28. Prohibition against denial or abridgment of equality of
rights because of sex.

Equality of rights under the law shall not be denied or
abridged in the Commonwealth of Pennsylvania because of the sex of
the individual.

(May 18, 1971, P.L.767, J.R.2)

1971 Amendment. Joint Resolution No.2 added section 28.
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